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Tém tit: Nghién ciru ¢ tiéu dé “Nghién ciru kj thudt dich chuyén histogram trong qud trinh tich hop
théng tin phu vao dnh gidu tin” tdp trung vao viéc tim hiéu va cdi tién phwong phdp gidu tin diea trén ky
thudt dich chuyén histogram (Histogram Shifting — HS). Ky thudt ndy cho phép nhing cac thong tin phu
nhu siéu dir liéu (metadata), watermark hodc dit liéu bi mdt vao anh sé trong khi van giit dhege chdt lwong
hinh danh cao va dam bdo kha nang khéi phuc hodn toan sau khi trich xudt dit liéu. Trong nghién civu nay,
cdc tac gia i phén tich co so Iy thuyét ciia ky thudt dich chuyén hzstogram xac dinh cac ddac trung anh anh
hwong dén dung heong nhing va do bén dir liéu, dong thoi dé xudt mot thudt todn cdi tién nham t6i wu
hoa qua trinh nhung thong tin.

Tir khéa: dich chuyén histogram, gidu tin thudn nghich, gidu tin trong danh, t6i wu héa PSNR, nhing siéu
dir liéu.

Abstract: The study titled “A Study on the Histogram Shifting Technique for Embedding Auxiliary
Information in Image Steganography” focuses on exploring and improving the Histogram Shifting
(HS)-based data hiding method. This technique enables the embedding of auxiliary information such as
metadata, watermarks, or secret data into digital images while preserving high image quality and ensuring
perfect reversibility after data extraction. In this research, the authors analyze the theoretical foundations
of the histogram shifting technique, identify image characteristics affecting embedding capacity and data
robustness, and propose an enhanced algorithm to optimize the embedding process.

Keywords: histogram shifting, reversible data hiding, image steganography, PSNR optimization, metadata
embedding

cudi cung sir dung céc cdp trén dé nhung day bit dir
liéu.

1. Pit van dé
Hién nay, giau tin trong anh chiém ti I¢ 16n trong

cac ung dung giau tin trong dir liéu da phuong ti¢n
bori vi luorng thong tin duoc trao doi bang hinh anh 1a
rat 16n. Gidu tin trong anh c6 nhiéu tmg dung trong
thuc té, vi du nhu trong viéc xac dinh ban quyén s
hiru, chéng xuyén tac thong tin hay truyén dit liéu
mot cach an toan,...

Giéu tin trén anh 12 mot ky thuat rat hitu ich va
can thiét dé khai thac ngay mot hiéu qua cac thanh
tuu cua cong nghé thong tin. D6 cling 1a mét 1y do
clia bai nghién ctru nay, mong mudn gidi thidu va
phd bién nhiing kién thirc rit co ban vé mot ki thuat
dich chuyén histogram trong qua trinh tich hop thong
tin phu vao anh gidu tin.

2. Noi dung nghién ciru

2.1. Khadi quat mot s0 phwong phap histogram
lién quan

2.1.1. Phwong phdp Hwang: Trudc tién tim
diém peak dat cuc dai histogram theo cong thirc:
h(peak)= max{h(x)IxEZ 55} (néu ton tai nhiéu diém
cuc dai thi chon diém dau tién) . Sau do dich chuyén
histogram sang trai va sang phai dé tao thanh cac cip
histogram (peak-1, peak-2) va (peak+1, peak+2),
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2.1.2. Phuong phap MF: Phuong phap MF tim
diém cuc dai histogram peak nhu budc diu cua
phuong phap Hwang. Sau d6 dich chuyén histogram
sang trai dé dugc cip histogram (peak, peak-1) va
thuc hién nhling tin trén cap histogram tim dugc.

2.1.3. Phuwong phap Li: Trudc tié€n thuc hién tinh
hiéu hai diém anh lién tiép theo dudng zig-zag , sau
d6 thiét 1ap histogram cua cac hiéu nay. Chon cip
diém (PP1, CZP1) (Peak Point, Closest Zero Pomt)
1a diém c6 gla tri hlstogram 16n nhét va diém co
histogram rat nho va gan PP1 nhét, néu khong du
khéng gian nhung thi chon tiép cap (PP2, CZP2) sao
cho céc vung nay khong giao nhau.

2.1.4. Phwong phdp Qu: Phuong phap Qu su
dung hai théng s6 m va n dé thiét 1ap ngit canh dy
bdo. Gia sir anh gdc I ¢6 kich ¢& MxN. Trudc tién,
duyét (M—m+1) hang dau tién va (N—n+1) cot dau
tién theo chiéu tir trai qua phai tir trén xudng dudi
dé duoc diy K gia tri diém anh: X= (X 5X,5ee0X ) VOI
K=(M- m+1)X(N—n+l) Véi mbi X, EX phuong
phap Qu xét cac khdi anh kich thu’orc mxn ma x, 1a
phan tir & gc trai cao nhat.
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2.2. Tich hop théng tin phu trong dich chuyén
histogram

2.2.1. Thudt todn nhung tin

Y tuong phuorng phap @& xuit 1 1a chia anh I
thanh 2 mién: I, gom 8 diém anh (vira du dé nhung
8 bit cua gia tr1 peak) val la phéan con lai. Sau d6
xay dung hlstogram h(x) tren L. Viée nhung tin dugc
thuc hién bang phuong phap d1ch chuyén histogram
trén I, (chir khong phai trén I), con gia tri peak duge
luu tru trén céc bit thip cua L. Bang cach nay co thé
khic phuc dugc cac nhugc dlem cua phuong phap
Hwang va phuong phap MF.

Thuit toan 1: Nhing di liéu vao anh gbc

- Pdu vao: Anh gbc I va dit liéu can nhang D.

- Pdu ra: Anh chira tin I’

Chi tiét thuét toan nhu sau:

Buée I: Chia anh thanh 2 mién [; va L. O day I,
gém 8 diém anh dau cua 7, I> 1a phan con lai. Tuy
nhién, vé nguyén tic, /; gdm 8 diém anh bat ky. Ciing
¢6 thé dung mot khoa ngiu nhién dé chon cac diém
anh cho /..

Budce 2: Xay dung histogram A(x) trén > va xac
dinh cac gia tri peak, minL va minR theo cac cong thirc:
peak = arg max{h(x) + h(x +1) | x € [0,255]},

minl = arg min{h(x) | x € |0, peak]},
minR = arg min{h(x) | x € [peak + 1,255]}.

Buée 3: Xac dinh tap thong tin bd trg H dugc thé

hién trong bang 1. 7
Bang 1. Tap théng tin bo tro H

Tham s | Y nghia Do dai bit Tuu trit
v 8 bit thap ciia mien Iy 8
minL | Diém cue tiéu bén trai 8
Cr | S6 diém cuc ticu bén trai 8
My, Vi tif cdc diem anh c6 gi4 tri bing minL 9x2xCp
minR | Diém cic tiéu ben phai 8
Cr | Sb diem cie tieu bén phai 8
My | Vitrf cde diém dnh c6 gid tri bing minR 9% 2xCp

Budce 4: Xac dinh day bit thyc nhung: B =H \\ D

O day, “” 1a phép ghép ndi hai chudi, D 1a day bit
dir liéu co do dai:

size(D) = h(peak) + h(peak + 1) — size(H)

Buéc 5: Nhung gia tri peak bang cach chén vao
céc bit thap cta mién 7. Két qua dugc mién 7.,

Budc 6: Tao cac cap histogram (peak, peak -
1) va (peak + 1, peak + 2) bang cach dich chuyén
histogram nhu sau:

Lii—1,
i={"
[E.j +1,

néu I; ; € I vaminl < I;; < peak,
néu li; € Iy vipeak + 1 < I;; < minR.
Buéc 7: Nhung day bit B = bib:...by (L = size(B))
trén cac diém anh co gia tri bang peak hodc peak +
1 nhu sau:
Iij = by,
IEJ + b}u

néu 1; j = peak, b, € B,
peak + 1,b, € B.

roo_
ij = 4
/ neu l; ; =
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Sau khi thuc hién budc 7 dugc I,/ va I.". Anh chta
tin /' gom 2 mién I,' va I»".

2.2.2. Thudt toan khoi phuc dir liéu va danh g(fc

Thuét toan 2. Trich dir liéu va khéi phuc anh
gbe

- Pau vao: Anh chira tin I’

- Pdu ra: Dit liéu D va anh gbc 1.

- Thudt todn gom cdc bude sau:

Budre 1: Chia anh I’ thanh hai mién ["val nhu
trong thuat todn nhung.

Bude 2: Trich 8 bit thip cua mién L' dé duoc
peak.

Buée 3: Dua vao peak dé trich diy bit B duoc
nhiing trong mién 1.’ nhu sau:

0, néu (i,j) € It va (I} ;
by, = , !
L, neu (i,5) € Iy va (I}

= peak hodc Ij ; = peak +1),
= peak — 1 hoac Ilfj = peak +2).

Bude 4: Tach B dé nhan duoc tap thong tin b tro
H va dir liéu D.

Budc 5: Str dung H dé khoi phuc anh gbe nhu sau:

- Kh01 phuc I : Cheén gid tri V vao cac bit thap
clia mién L'

- Khéi phuc cac diém trong I, c6 gia tri thudc
khoang [minL, minR]:

I I}, + 1, néu (i,j) € Iy va minL < I} ; < peak — 1,
ij =
I{_j —1, néu (4,5) € I} va (peak +2 < I' < minR).

- Khoi phuc cac diém trong L, co gia tri bang
minL, minR:

; minL néu (i,j) € My,
i =

LY

minR néu (i, j) € Mp.

Két qua dugc anh gbe I va dit liéu D.

2.3. Thur nghiém ky thudt tich hop thong tin phu
trong dich chuyén histogram

Tién hanh thir nghiém trén bo anh mau trong hinh
1. Céac anh c6 kich thude 512 x 512, 256 x 256 va
1024 x 1024 va dugc chuyén sang anh da mirc xAm
8 bit mau. DT liéu nhung D la mdt day bit nhi phan
ngau nhién ¢ kich thuéce 1a 1000 bit hodc 2000 bit.
Chuong trinh viét bing ngdn ngir MatLab R2012a va
chay trén may tinh Lenovo Ideapad S410p.

Camera man Airport

Airplane

Hinh 1. Cac anh thir nghiém
2.3.1. Kha nang nhung tin
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Kha niang nhiing tin cia mdi phwong phap trén
timg anh & mirc 1 (nhung tin trén anh gdc) va mirc 2
(tip tuc nhiing tin trén anh chira tin) dugc trinh bay
trong bang 2 va bang 3. )

Bang 2. Kha nang nhung tin trén anh goc 1

STT | Anh thit nghiem Hwang MF | Dé xuat 1
1 | Lena 2737 | 2803 5421
2 Pepper 2628 | 2662 5243
3 | Airplane 7742 | 9867 14870
4 | Boat 3847 | 3836 7556
5 | Sailboat 3543 | 3657 6739
6 Camera man 6067 | 5711 10455
7 | Airport 22639 | 22673 44385

Trung binh 7029 | 7316 13524

Bang 3. Kha nang nhung tin trén anh chua tin

STT | Anh thit nghiém Hwang MF | Dé xuat 1
1 | Lena 5535 | 2919 5696
2 | Pepper 5263 | 2712 5854
3 | Airplane 7900 | 15423 15643
4 | Boat 7592 | 3906 7738
5 | Sailboat 7109 | 3707 7364
6 Camera man 6212 | 11829 12279
7 | Airport 44894 | 22723 45395
Trung binh 12072 | 9031 14281

Tir cac bang trén c6 thé két luan: kha ning nhing
ctia phuong phap d& xuét:

O murc 1, gap 1.02 lan so véi Hwang va gap 2 so
véi MF.

O mtrc 2, gip 1.97 lan so voi Hwang va gap 1.95
so véi MF.

O ca hai mirc, gap 1.34 1an so voi Hwang va gip
1.97 so v6i MF.

2.3.2. So sanh thoi gian xdc dinh peak tir anh
chira tin

Bang 4 thong ké thoi gian xac dinh peak tir anh
chira tin cia mdi phuwong phép trén cac anh gde khac
nhau. RS rang, tt ca cac anh dya trén phuong phap
dé xuat déu cho thoi gian do tim gia tri peak thap hon
nhiéu 1an so v6i hai phuong phap con lai.

Badng 4. Thoi gian xdc dinh peak (tinh bang gidy)

STT | Anh thit nghiem | Hwang | MF | Dé Xudt 1
1 |Lena 0.0067 | 0.9495 | 0.0000075
2 | Pepper 0.0066 | 0.4912 | 0.0000074
3 | Airplane 0.0088 | 0.0116 | 0.0000075
4 | Boat 0.0066 | 0.5799 | 0.0000075
5 | Sailboat 0.0067 | 0.6357 | 0.0000075
6 | Camera man 0.0095 | 0.0141 | 0.0000075
7 | Airport 0.0291 | 0.0897 | 0.0000075

Trung binh 0.0106 | 0.3960 | 0.0000075
Tile so voi dé xuat | 1412 | 52895 1.0

2.3.3. So sanh chat lwong dnh
Bang 5. So sanh chat lwong anh qua chi s6 PSNR voi yéu
cau nhung la 1000 bit (Dé xuat 1)
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STT | Anh thit nghiem | Hwang MF | Dé Xuat 1
1 Lena 49.5829 | 49.6472 65.8758
2 Pepper 52.6774 | 52.9322 68.1498
3 Airplane 49.3946 | 49.5697 70.1387
4 Boat 49.0837 | 49.7266 67.3166
5 Sailboat 49.5873 | 49.6680 67.6195
6 Camera man 58.0589 | 59.1168 67.7754
7 | Airport 51.9699 | 55.1189 71.7290

Trung binh 51.9078 | 52.3013 68.8007

Bdng 6. So sanh chat heong anh qua chi s6 PSNR véi yéu
cau nhung la 2000 bit (Dé xuat 1)

STT | Anh thit nghiém | Hwang MF | Dé Xuat 1
1 Lena 49.5719 | 49.6361 62.0944
2 | Pepper 52.6551 | 52.9085 59.7541
3 | Airplane 49.3841 | 49.5588 69.0406
4 | Boat 49.0739 | 49.7153 65.7696
5 | Sailboat 49.5763 | 49.6568 64.8491
6 | Camera man 57.9822 | 59.0192 67.1048
7 | Airport 54.9604 | 55.4383 71.0137

Trung binh 51.8863 | 52.2761 65.6609

Két qua thong ké & cac bang 5 va bang 6 cho
thiy, phuong phéap tich hop thong tin phu trong dich
chuyén histogram cho chét lugng anh tot hon so véi
hai phuong phép con lai.

3. Két luan

Trong nghién ctru nay, tac gia tién hanh phan tich
co s 1y thuyét cua k¥ thuat dich chuyén histogram,
xac dinh cac dic trung anh anh huéng dén dung
luong gidu tin va d6 bén dir lidu, dong thoi dé xut
thuat toan cai tién nham tdi uu hoa qua trinh nhing
thong tin. Phuong phép duoc xdy dung gitip giam
sai 1éch histogram, nang cao ty 1¢ PSNR, va cai thién
hiéu qua giéu tin thuan nghich so vdi cac ky thuat
truyén thong.
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