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NGHIEN CUU CAC GIAI PHAP CHUNG THUC TAI KHOAN TAP
TRUNG CHO CAN BQ GIANG VIEN, CONG NHAN VIEN
VA SINH VIEN TRUONG PAI HQOC GIAO THONG VAN TAl
THANH PHO HO CHI MINH

RESEARCH SOLUTIONS FOR AUTHORIZATION OF CONCENTRATED
ACCOUNTS FOR EMPLOYEES, TEACHERS, AND STUDENTS IN
THE HO CHI MINH CITY UNIVERSITY OF TRANSPORT

'Bii Dwong Thé, *Pang Nhan Cach
“2Trung tam D liéu va Cong ngh¢ thong tin
Dai hoc Giao théng vdn tdi Thanh phé Ho Chi Minh

T6m tdt: Trong nhitng ndm gan day, Truong Pai hoc Giao thdng vdn tai Thanh phé Hé Chi Minh
da tich cuc trién khai va &p dung Cong nghé thong tin trong moi linh vuc quan 1y, day hoc cia Nha
trirong. Mai san pham cong nghé thong tin dwge dwa vdo sir dung trieéc day thi co so dit liéu nguwoi ding
dwoe luu triv doc ap, khi dé viéc quan 1y tai khodn nguoi dung khé khdn, nguoi ding phdi nhé nhiéu tai
khodn, mat khdu khac nhau. Bai bdo dé cdp dén nghién cizu giai phap ching thuc tap trung, qua do xay
dung hé thang chizng thurc tap trung théng qua Web API (Application Programming Interface) dé xac
thuec tai khodn nguroi dung vé mét co s diz liéu nhat quan. Tat ca cac #ng dung cdng nghé thdng tin sau
nay khi trién khai sé diroc ching thuc qua hé théng nay, gilp cho Nhaa trieong quan ly tai khodn nguoi
dung tdp trung va can bg, giang vién, sinh vién sé dung mét tai khodn duy nhdr dé truy cdp vao ing dung
ma Nha truong cho phép.

Tar khoa: Chung thuc, ching thuc tdp trung, quan ly tap trung.

Chi sé phan logi: 1.4

Abstract: In recent years, Ho Chi Minh City University of Transport has successfully implemented
Information Technology in all areas of educational management and administration. The former IT
products allowing user database separately stored have triggered diverse issues for user account
management when the users have to remember different accounts and passwords simultaneously.
Therefore, this article will focus on centralized authentication solution, thereby building a centralized
authentication system through Web API (Application Programming Interface) to consolidate user
accounts into a consistent database. In the future, all state of the art applications then will be examined
and deployed by this system in order to manage user accounts attentively. Not only staff, lecturers but
also students will use one unigue account for accessibility to any school applications allowed..
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1. Giégi thiéu e Nghién ctru cac giai phap chang thuc

Hién nay, Truong DPai hoc Giao thong van
tai Thanh phdé HS Chi Minh (PH GTVT
TP.HCM) da 4p dung nhiéu hé théng thong tin
vao quan ly, dao tao va hoc tap. Nhung phan
nhiéu céc ung dung déu co co s dir liéu quan
ly tai khoan nguoi dung riéng biét. Vi vay sé
rat kho khin trong cong tac quan Iy va st dung
nhu: Bo phan quan tri phai mét nhiéu thoi gian
tao tai khoan va quan tri trén ting hé théng;
ngudi dung phai nhé rat nhiéu tai khoan véi
mdi hé thong khéac nhau thugc Truong.

Trong nghién ciru ndy nhom khai thac cac
van dé sau:

tap trung tai khoan nguoi dung;

e Dong bo tai khoan ngudi dung vé mot
co so dir liéu chung;

e Xay dung h¢ thong chang thuc cho
pheép cac phan mém, ung dung ket noi dé xac
thuc tai khoan nguoi dung tap trung vé mét dau
moi duy nhat.

Muc tié}J nghién ctu dua ra 1a mdi ngudi
ding chi can mot tai khoan (username va
password) duy nhat, cé thé truy cap vao bat Ky
ng dung nao dugc cho phép va trén mai ang
dung phan mem nguoi dung s€ duoc phan
quyén theo nhu cau riéng.
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Khi hé théng duoc van hanh, thi nguoi
quan ly tai khoan ngudi dung mot trén mot hé
thdng duy nhat, di véi ngudi dung chi can nho
mot tai khoan duy nhat c6 thé truy cap vao bat
ctr hé théng nao dugc cho phép. Khi cap nhat
thong tin ngudi dung thi tat ca tng dung lién
quan déu dugc cap nhat, hoic khi khda mot tai
khoan nao d6, hé thng chi can khda mét lan
thi khi do6 tai khoan bi khoa sé& khoa lai trén tat
cac ung dung con lai, hé théng luc nay sé an
toan, tranh thiéu x6t trong viéc quan ly.

2. Céc nghién cau lién quan

Ngay nay, c6 rat nhiéu hé théng chung
thuc, giai phdp va phuong thiac xac thuc tai
khoan nguoi dung tap trung dang duoc st dung

LoginLink

Cam ) —
LoginForm

QuserName
QPassword /
1. Error in user input

phd bién. Tir 6 xay dung mot hé thdng chirng
thuc phi hop véi hé théng noi bo va co so ha
tang hién tai dé trién khai thir nghiém, danh gia
d6 on dinh, d6 tin cay va kha ning mo rong
cao. Dué6i day la nhitng mé ta vé cac phuong
phap da duoc st dung phd bién:

OpenlD [1] 1a mot tiéu chuan ching thuc
tap trung, cho phep cac dbi tac, website, to
chac mubn st dung dé chung thuc ngudi dung.
Céc nha phat trién website khdng can phai xay
dung phan ding ky ding nhap trén hé théng
cua ho. Tir OpenlD nguoi ding c6 thé chung
thuc nhiéu website khac nhau ma chi can mot
tai khoan, mot mat khau dé st dung.

Registration
Form
QFullname
QEmail
UCountry
QGender
UDate Of Birth

-
ConfirmLink

Hinh 1. M hinh ching thic OpenlD.

OAuth2 [2] Ia mdt phuong thac ching
thuc tap trung, giup cho céc ung dung, website
c6 thé chia sé thdng tin véi nhau ma khdng can
cung cap thdng tin username va password. Tuy
nhién théng tin ngudi dung chi dwoc cung cap
mét sb théng tin & muc han ché nhit dinh.
Trong do:

- Authentication: Xac thuc nguoi dung
thdng qua viéc dang nhap;

- Authorization: Cap quyén truy cap vao
cac thoéng tin cta nguoi dung.

SAML [3] (Security Assertion Markup
Language) xuat hién tur lau doi, 1a mot tidu
chuan m& dé trao d6i dir liéu xac thuc va uy
quyén gitta cac bén, dac biét giita nha cung cap
nhan dang va nha cung cap dich vu. Khi d6
ngudi dung c6 thé truy cap nhitng thdng tin &
cé}c nha cung cip dich vu khac nhau duoc lién
két.

Browser

5,
Sarsor g,
ML &SPonge

H
g
§
&

6. SP ensures authentication and
authorization from SAML assertion

Identity Provider

Service Provider

Hinh 2. M6 hinh ching thuc SAML.

LDAP [4] (Lightweight Directory Access
Protocol) la mét giao thac dua trén moé hinh
Client Server, cho phép Client chung thyc, két
ndi truy cap tai nguyén theo phan quyén tur
Server. Mot sb ting dung va website wng dung
ciing ding giao thirc nay dé ching thuc nguoi
dung, chia sé tai nguyén théng tin thdng qua
Server Active Directory.
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Hinh 3. Mé hinh chizng thuc LDAP.

SSO [3] Single Sign On 1a mot co ché xac
thuc yéu cau nguoi ding dang nhap chi mot lan
v6i mot tai khoan va mat khau dé truy cap vao
nhiéu tng dung trong mot phién lam viéc.

HTTP ( HTTPS

e o
r "
o ) |
(>
A
web browser web browser
without SSO with SSO

Hinh 4. Md hinh ching thyc SSO.

Trén day la nhimg phuong phap ching
thuc da duoc st dung rong rai cho den ngay
nay. Trong bai bao nay, qua viéc tién hanh
phan tich cach van hanh cua cac hé théng
chiing thyc trén, tr d6 lya chon nhimg diém
tién dung va phu hop dé xay dung cho Truong
DPH GTVT TPHCM mgot hé thong ching thuc
riéng biét phi hop vai nhu cau thyc té.

[5] dugc viét tat tr Application
Programming Interface (giao di¢n lap trinh
ng dung) la cac phuO’ng thae, giao thuc
két ndi véi cac thu vién va ung dung | khac.
API cung cip kha ning cung truy xuat dén
mot tap cac ham hay dung. Va tir d6 c6 thé
trao doi dir liéu giira cac (ng dung.

Identifier, typically a
formula (“Fe203"), id

(“mp-1234") or chemical

Preamble system (“Li-Fe-0")

|
! . ! .
https://www.materialsproject.org/rest/v2/materials/Fe203 fvaspfenergy

S

Request Data type
type (vasp, exp,
etc.)

Hinh 5.Vi du vé cdu trac API.

Property

_
I — Ap1 JOMHE sl
- | amg
~—

BBDD

0¢ee0
Hinh 6. API cho phép hau hét c&c g dung két noi.
Web API h tro restful day du cac phuong
thie nhu :get/post/put/delete dir liéu gitp cho
xay dung cac HTTP service mot cach rat don
gian va nhanh chong. Ngoai ra cling c¢6 kha
nang hd trg day du cac thanh phan HTTP: URI,
request /response headers, caching, versioning,
content forma. Khi xay dung API thi URL API
c6 thé dé bén thir ba dé dang guri request dit liéu
dén may chu cung cap noi dung théng qua giao
thuc HTTP hoac HTTPS. Tai web server cung
cap ndi dung, cac ung dung nguon sé thuc hién
kiém tra x&c thuc néu co va tim dén tai nguyén
thich hop dé tao noi dung tra vé két qua.

Server tra vé két qua theo dinh dang JSON
hoac XML théng qua giao thac HTTP/HTTPS.
Tai noi yéu cau ban dau la wng dung web hoic
ung dung di dong, dir ligu ISON/XML s€ duogc
doc dé lay dir liéu. Sau khi c6 duoc dit liéu thi
thuc hién tiép céc hoat dong nhu luu dit liéu
dén co s& dit liéu, hién thi di liéu...

3. Thuc trang hé thong

Trong phan ndy nham md ta lai thuc trang
hé thong dang gap nhiéu van d& gay kho khin
cho nguoi quan 1y va nguoi dung trong qué
trinh st dung.

DBL id user name
1 the.bui |Bui Duong The
id username HovaTen

DB2

10 duongthe | Bui Duong The

id username fullname

DBE3

1656 the.bd |BuiDuongThe
DBA id username ho ten
1356 the ditc Bui Duong The

Hinh 7. M@ ta cdu triic luu tai khodn nguoi ding.
Hinh 7 mé ta lai cach x@y dung, quan ly
tai khoan nguoi ding & cac tng dung phan
mém cii trong do:
- Nguoi viét tng dung phan mém khéng
nhit quan cau trdc bang dit liéu tai khoan;
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-’Mc*)i quan tri vién khoi tao tai khoan theo
y muon caa minh, khéng tuan tha quy luat hay
chinh sach ndi bo.

Nhu vy, nguoi dung budc phai nhé cac
tai khoan cua minh, moi khi doi mét khau phai
d6i mat khau trén tirng hé thong phan mem.

4. Phwong phap dong b hoa tai khoan

Trong nghién ctu nay sg tién hanh dong
b6 tai khoan nguoi dung vé mét moi duy nhat,
la noi luu trir tai Khoan tap trung, xac thuc tap
trung, quan ly ngudoi dung tap trung.

V6i phuong phép nay s& xem xét nhu cau
thuc té va tuong lai, nhu vay can xac dinh xay
dung ha tang manh me, 6n‘dinh, kha nang mo
rong cao d¢ dap ung nhu cau cho ca thyc té va
cac g dung tiep theo co the tich hop dé cing
phat trién.

DB New | hoten

|
Bui Duong | The
!

DBl

the.bui Bui DuongThe|

user | name

duongthe | Bui DuongThe|

fullname |
|Bui DuongThe|

username |
the.bd

DB3

|
\
\
1]
\
\
\
\

!
|
|
|
username HovaTen | |
|
|
|
!

id ‘ username | ho | ten

DB4
1356 | the ditc | BuiDuong | The | |

|
|
|
DB2 I
|
|
|
|

Hinh 8. Phirong phdp dong b tai khoan.

4.1. Phwong phap dong bd

- Xay dyng mot co s dir liu mei (DB
New) d6 1a md hinh dix liéu quan hé, du lon, dé
cd kha nang m¢ rong, lién két vai thdng tin
nhan sy (HR);

- Trén cac co so dix liéu ct tao thém mot
treong (mans) co dir liéu trung vai co so dir
liéu méi (username).

4.2. Phwong phap thuc hién

- Néu tai khoan nao da biét ro thong tin
thi tien hanh cap nhat thém truong (mans) cho
tai khoan do;

- Céc tai khoan chua 15 théng tin s€ cho
ngudi dung tu cap nhat treong (mans);

- Trén co s¢ dir licu méi (DB New) sé
chon mot cach dat tén tai khoan nguoi dung cé
quy tac, nham goi nhé cho nguoi dung.

5. Hé théng chirng thuc tap trung

D¢ tai nghién ctu da xay dyung quy trinh
van hanh hé thong chirng thuc tap dua trén kien

trdc API boi vi don gian, dé trién khai, pht hop
V6i co s6 ha tang san 6 cua Nha truong, dap
ung dugce da nén tang ket noi truy xuat di liéu.

o

Hinh 9. M& hinh xi ly ching thuc tdp trung.
AC: Authenticate Center;

DB New: Co s¢ dir liéu tai khodn nguoi ding

da dong bg.

Quy trinh xtr 1y nhu sau:

- Nguoi dung login vao ung dung;

- Ung dung sé& két ndi véi AC;

- AC két ndi v6i DB New;

- DB New tra két qua vé cho AC;

- Ung dung nhan duoc két qua tra vé cho
nguoi dung théng qua cac trang thai sau:

+ 200: Pang nhap thanh cong va cé du
thong tin ddng nhap;

+ 404: Thong bao khong tim thiy tai
khoan;

+ 401: Thong bao dang nhap khong thanh
cong;

+ 403: Khong c6 quyén truy cap;

+ 500: Céc 16i khac.

Trong truong hop két qua ding nhap co
ma trang thai la 200 thi tai tng dung s& kiém
tra tai khoan cé ton tai trong c¢ so dir liéu hay
khong, néu chua, h¢ thong s€ tao tai khoan méi
deé truy cép ung dung, truong hop tai khoan da
ton tai thi cho phép truy cap ung dung va cap
nhat cac thdng tin can thiét khac.

6. Bao mat thong tin

An toan va bao mat thong tin ngudi ding
la mot van de quan trong. Béi vi cac tng dung
duoc phép ket noi lay thong tin tai khoan dé
xac thyc cho nguoi dung, vi the nghién ciu da
dua ra cac chinh sach bao mat két noi, truy xuat
thong tin nhu sau:

- Ung v6i mdi tai khoan, khi khoi tao trén
hé thong, ngudi quan tri sé cap cho tai khoan
nay dung nhiing dich vu dugc phép st dung;

- B6i véi ung dung dugc két ndi, hé théng
s€ tao mot khoa (key), thong qua d6 tng dung
c0 thé truy xuat thdng tin tai khoan nguoi dung;
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- Nhitng tng dung va dich vu ching thuc
chi duoc st dung khi két noi noi bo hoac ket
noi thong qua Access list, Iptables, Firewall;

- Pbi véi tai khoan ngudi dung, hé théng
ma hoa thong tin trudc khi g di xac thuc va
kém theo dich vu SSL.

7. Kétluan

7.1. Két qua dat dugc

Trong nghién cau nay, dua ra cac giai
phap ching thyc tap trung dong thoi phoi hop
véi nhu cau thuc te, co sé ha tang, muc dich st
dung, tir d6 xay dung cho Nha truong mot dich
vu churng thuc tap trung, dem lai sy thuan tién
cho nguoi quan 1y cling nhu nguoi dung do 1a
can by, giang vién, sinh vién. Nhu vay, chi voi
mot tai khoan nguoi dung c6 the truy cap vao
nhiing dich vu duoc cap phép, qua dé cling da
trién khai dich vu chang thuc tap trung cho cég
tng dung thuoc quan ly cua Nha truong dé
danh gia tinh hiéu qua, on dinh cta hé thong da
xay dung.

Céc dich vy da trién khai:

- Hé thdng dao tao truc tuyén;

- Hé thdng thi ngoai ngir dau vao;

- Hé thdng SMS;

- Hé thdng hd tro truc tuyén;

- Hé thdng wifi;

- Hé thdng tin ndi bo giang vién;

- Hé thdng thu vién truc tuyén.

Trong qua trinh trién khai tr ngay
15/6/2017, nghién ctru da dat duoc ket qua rat
kha quan, hé thong da va dang hoat dong on
dinh. Tur d6 cho thay, cac ung dung duoc phat
trién sau nay c6 thé sur dung dich vu ching thuc
tap trung. Trung binh mot ngay hé thong xu ly
4000 dén 5000 lugt ching thyc.

7.2. Huéng phat trién

Pé tai nghién ciru ndy ciing rat hitu ich cho
cac Truong, cong ty doanh nghiép lén muon
phat trién hé thong chirng thuc tap trung cho da
nen tang tng dung, nham quan ly tai khoan
nguoi dung va thuan tién cho nguoi sir dungd

Loi cam on

e tai nghién ciru ndy dugc hd tro tir
nguon kinh phi nghién ciau khoa hoc cua
Truong Pai hoc Giao thong van tai TP. HCM
(MS KH1633).
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