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T6m tidt: Cach mang cong nghiép lan thir i dang dién ra manh mé dem lai cho céc quac gia nhiéu

co héi dé phét trién kinh té, van héa, xa héi, khoa hoc cong nghé...

Tuy nhién, cugc cach mgng nay

ciing dat ra nhiéu thach thic cho cong tac phong, chang toi pham dac biét la tgi pham cong nghé cao.
Nang cao nhdn thizc vé tgi pham cong nghé cao 1a nhu cau ciia moi c& nhan, té chize d@é nang cao hiéu

quda dau tranh phong, chong nhém téi pham nay.

Tar khoa: Cach mang cong nghiép, toi pham cbng nghé cao, tgi pham mang.

Chi so phin logi: 3.5
Abstract:

opportunities for economic, cultural, social, scientific and technological development...

The industrial revolution 4.0 is taking place strongly, giving countries many

However, this

revolution also poses many challenges to the prevention and control of crime, especially high-tech
crimes. Improve awareness about high-tech crime is the need of all individuals and organizations to
improve effectively fighting and preventing of these crimes.
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1. Giai thiéu

Cugc cach mang cong nghiép lan thir fur
(hay con goi la: Cach mang cong nghigp 4.0)
dang dién ra véi hi vong dem lai nhiing thay
ddi 1on lao trong cac linh vuc kinh té, khoa
hoc cbng nghé, van hoa, xa hoi. V4i Viét Nam
cach mang cong nghiép 4.0 1a co hoi dé ching
ta thuc hién viéc don dau, tranh tha thanh tuu
khoa hoc va cong nghé day nhanh tién trinh
cdng nghiép hoa, hién dai hoa dit nuéc, hoi
nhap quoc té va thu hep khoang cach phét
trién. Tuy nhién, cudc cach Mang nay cing
dit ra nhiéu thach thtc vé an ninh quéc gia,
dic biét 1a cong tac phong, chéng toi pham.

Céch mang cong nghiép 4.0 la cudc cach
mang dua trén nén tang céng nghé ky thuat sd,
tich hop tat ca cong nghé thdng minh nhit,
hién dai nhat, tao ra nhirng kha ning méi nhat,
tac dong sau sic dén doi song kinh té, chinh
tri, xa hoi, v.v...NO khéng chi lam dao 16n
moi md thic truyén thdng vin hoa, tinh than
vén da ton tai trong xa hoi, ma con lam thay
doi ban d6 kinh té the gioi; lam suy giam
quyén luc caa mot s6 qudc gia dya chu yéu
vao khai thac tai nguyén nhung lai lam gia
tang sirc manh cua cac quoc gia nam trong tay

cbng nghé. Cung vdi cudc cach mang nay,
mot loai hinh toi pham méi da ra doi va ngay
cang phat trién. Do 1a toi pham cdng nghé cao,
loai toi pham nay da va dang de doa tdi an
ninh caa céc quéc gia trén thé gigi vi khoa hoc
va cdng nghé phét trién qua nhanh, trong khi
co so ha tang ky thuat chua dap tng, trinh do
cdng nghé thdng tin con nhiéu han ché. Tim
hiéu vé toi pham céng nghé cao 1a nhu cau
thiét yéu dé nang cao higu qua cong tac du
tranh, phong, chong toi pham cua co quan nha
nuée ciing 1a chia khoa dé ngudi dan c6 thé tu
bao vé minh. Trong bai viét nay tac gia sé
trinh bay nhitng vin dé co ban dé ngudi doc
c6 thé nhan dién nhém toi pham nay thong
qua viéc phan tich dinh nghia, dic diém cua
toi pham cdng nghé cao trong Luat Hinh su
Viét Nam, dong thoi dua ra nhitng giai phap
dé phong, chbng toi pham céng nghé cao.

2. Pinh nghia t§i pham cong nghé cao

Thuat ngir “t6i pham cbng nghé cao”
dugc dé cap trong hé thong phap luat nhiéu
nude trén thé gidi véi nhiéu tén goi khac nhau
nhu: Toi pham cb6ng nghé cao (high-tech
crime); toi pham may tinh (computer crime):
To6i pham lién quan dén may tinh (computer-
related crime); toi pham mang (cybercrime)...
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Tir dién luat hoc Black’s Law dinh nghia,
t0i pham may tinh 1a: “76i pham doi hdi vé
kién thirc cong ngh¢ may tinh chdng han nhw
pha hoai hodc an cap dir liéu may tinh hay su
dung may tinh d@é thwc hién mét sé téi pham
khac” [1].

Theo tir dién Bach khoa Cong an nhan
dan: “Toi pham cong nghé cao la logi toi
pham ¢6 sir dung nhitng thanh tuu moi Cua
khoa hoc — ky thudt va cdng nghé hién dai lam
cong cu, phwong tién thuc hi¢n hanh vi pham
t6i mgt cach ¢é y hay vo y gay nguy hiém cho
Xa hoi” [2].

Trong phap luat Viét Nam, toi pham c6ng
nghé cao dugc dé cép truc tiép trong Nghi
dinh s&: 25/2014/ND-CP ciia Chinh phu vai
tén goi: tdi pham sir dung cbng nghé cao.
Theo khoan 1, Diéu 3: “Tgi pham 0 sir dung
cdng nghé cao la hanh vi nguy hiém cho xa
hoi dwoc quy dinh trong Bo ludt Hinh sy cé
sur dung cong nghé cao” [4].

Trong d6 cum tir cong nghé cao duoc
hiéu la: Coéng nghé c6 ham luong cao Vvé
nghién ctru khoa hoc va phat trién cong nghé;
duoc tich hop tir thanh tyu khoa hoc va cbng
nghé hién dai; tao ra san pham cé chét luong,
tinh nang vuot troi, gia tri gia tdng cao, than
thién v6i méi truong; ¢ vai trd quan trong ddi
véi viéc hinh thanh nganh san xuat, dich vu
méi hoic hién dai héa nganh san xuat, dich vu
hién co [3].

Trong Luat An ninh mang 2018, toi pham
cong nghé cao duoc dé cap véi tén goi khac 1a
toi pham mang, theo d6: “Toi pham mang la
hanh vi s dung khong gian mang, cong nghé
thong tin hodc phwong tién dién tu dé thuc
hién toi pham dwoc quy dinh tai Bo luat Hinh
su” [7].

Tur cac dinh nghia va khai niém trén, ta
c6 thé thdy diém chung trong ndi ham cua cac
khai niém nay déu chi cac hanh vi pham toi
lién quan dén viéc str dung may tinh, thiét bi
s, khai thac mang may tinh, mang V1en thong
dé gay t6n hai cho loi ich cua céc t6 chuc, ca
nhan va toan xa hoi. Ngoai ra toi pham cdng
nghé cao con tac dong dén thdng tin va dit ligu
dién tu duoc luu trir, truyen phét trong mang
vién thong va thiét bi sd.

Do vay theo tac gia: “Tgi pham cong
nghé cao la hanh vi nguy hiém cho xd hoi
duwoc quy dinh trong B¢ luat Hinh sy duoc
thue hién mét cach cé ¥, sw dung tri thire, ky
nang, cong cu, phwong tién ky thudt so tac
déng trai phap ludt dén thdng tin, di liéu, tin
hiéu dwoc luu triv, xir y, truyén tdi trong hé
tho”ﬁg mang may tinh, mang vién thong, thiét
bi s0, xam pham dén trdt tw an toan thong tin,
gdy ton hai lpi ich ciia Nha nude, quyén va

cdc lm ich hop phdp cua cdc t6 chirc, cd

3. Pic diém

T6i pham cbng nghé cao la hanh vi vi
pham phap luat cé tinh chit dic biét do vay dé
nhan dién tdi pham nay ching ta phai dua vao
cac dic diém co ban sau:

Thi# nhdt: Tgi pham cong nghé cao phdi
Ia nhizng hanh vi vi pham dwroc quy dinh trong
Lugt Hinh sw. Hanh vi vi pham phap luat co
su dung cong nghé cao goém nhiéu loai V&i
nhiéu mic do tuy nhién chi nhitng hanh vi
dugc quy dinh trong Bo luat Hinh sy mai
duoc coi la toi pham.

Nhitng hanh vi vi pham tuy c6 su dung
cong ngh¢ cao xam pham dén trat ty an toan
thong tin, gay t6n hai loi ich ciia Nha nuéc,
quyén va cac loi ich hop phap cua cac t6 chuec,
ca nhan néu khong dugc quy dinh trong Bo
luat Hinh sy thi khéng phai la to6i pham.
Nhitng hanh vi nay s& bi xir ly v& mat hanh
chinh, dan su theo nhirng quy dinh caa phép
luat.

The hai: Tgi phgm cdng nghé cao bat
bugc phai si dung cdng cu, phuwong tién co
yéu to cdng nghé cao. Su khac biét giira toi
pham truyén théng c6 sir dung cdng nghé cao
va toi pham c6ng nghé cao chinh la cong cu,
phuong tién pham toi. T6i pham cdng nghé
cao bit budc phai st dung méy mac thiét bi,
cong nghé ky thuat s6 thi méi thuc hién duoc
hanh vi pham tdi, con toi pham truyén thdng
khong c6 nhitng cong cu, phuong tién nay thi
hanh vi pham toi van c6 thé dugc thuc hién:
t6i gian diép (Piéu 110), toi danh bac (Piéu
321), toi truyén hoa vin héa pham doi truy
(Diéu 326) [5] ...

Su khac biét vé cong cu, phuong tién
pham toi d4 khién cho t6i pham cdng nghé cao
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c6 thé thuc hién nhiing hanh vi ma toi pham
truyen thong khong thé lam dugc nhu: Chiém
quyén kiém soat ciia mot hé théng diéu khién
van hanh bang cong nghé thong tin nhu nha
ga, san bay, mang ludi giao thong... danh cap
tién tir tai khoan ngan hang, danh cap dir liu
...t dién thoai, may tinh cua bat ky ai, & bt
ky khu vuc hay noi ndo trén thé gisi mién la
thiét bi d6 c6 két ndi Internet.

Nhu vay véi su ho trg cia cac cong cy,
phuong tién cong ngh¢ cao, toi pham nay cd
thé tac dong dén nhiéu déi trong, @ mot pham
vi rong lon.

~ Thar ba: Chu thé téi pham c6 trinh dg,
hiéu biét, ki nang vé cong nghé thdng tin.
Nhing t6i pham thong thuong, nguoi thuc
hién hanh vi khéng co yéu cau veé trinh do, ky
nang cong nghé thdng tin.

Nhung véi nhém toi pham cong nghé cao
ngudi thuce hién hanh vi phai c6 hiéu biét nhat
dinh vé cong nghé tham tri trinh d6 cong nghé
théng tin cua ho con cao hon nhirng nguoi
binh thuong.

Tuy nhién, nguoi thuc hién hanh vi nay
chi phai chiu trach nhiém hinh su néu cé du
nang lyc trach nhiém hinh sy theo quy dinh
ctia Luat Hinh su. Cu thé: Pu 16 tudi tré Ién,
6 kha nang nhan thtrc va diéu khién hanh vi
binh thuong.

Thee tw: Khéch thé tgi pham cong nghé
cao la trdat tw an toan thong tin. Toi pham
cdng nghé cao xdm pham dén trat ty an toan
thdng tin duoc Nha nudc bao vé, gay ton hai
cho loi ich cua Nha nuéce, quyén va céc loi ich
hop phép ciia c4c to chirc ca nhan.

Trat ti an toan thong tin bao gdm cé&c quy
tic dam bao an toan thong tin va nhimg quy
tac lién quan dén trat ty phap luat trong khai
thac, str dung thdng tin do Nha nuée dat ra [8].

Thir ndm: Léi ciia chi thé 14 16i 6 .
Ngudoi pham téi nhan thic rd hanh vi cua
minh Ia nguy hiém, 12 tréi quy dinh ctia phap
luat, c6 thé gay ra thi¢t hai cho ngudi khac
hodc x& hoi nhung van thyc hién, mong mudn
hodc dé mic cho nhing hau qua nay xay ra.

Quan diém nay cua tac gia cd sy khéc biét
s0 voi khai niém vé toi pham st dung cong
nghé cao duoc dua ra trong Tir dién Cong an

nhan dan cho rang toi pham nay c6 thé thyc
hién véi 16i ¢6 y hodc vo .

4. Toi pham cong nghé cao trong Luét
Hinh sy Viét Nam

Toi pham céng nghé cao khong phai la
mot t61 danh doc lap dugc quy dinh trong Bo
luat Hinh sy ma 12 t6 hop cua nhitng toi pham
st dung tri thie, phuong tién cdng nghé cao
dé xam pham cac quan hé xa hoi duoc Luat
Hinh su bao vé.

To1 pham cong nghé cao s€ bi xu Iy hinh
su theo quy dinh tai muc 2 - Toi pham trong
linh vuc cbng nghé thdng tin, mang vién
théng, chuong 21 cta B luat Hinh sy nam
2015 gém 10 tdi danh: Tdi san xuét, mua ban,
trao d6i hodc tang cho cong cuy, thiét bi, phﬁn
mém dé sir dung vao muc dich trai phap luat
(Piéu 285); T6i phat tan chuong trinh tin hoc
gay hai cho hoat dong ctia mang may tinh,
mang vién thong, phuong tién dién tar (Didu
286); Toi can tro hodc gy réi loan hoat dong
clia mang may tinh, mang vién thong, phuong
tién dién tir (Piéu 287); Toi dua hodc str dung
trai phép thong tin mang mdy tinh, mang vién
thong (Piéu 288); Toi xam pham trai phep
vao mang may tinh, mang vién thong hodc
phuong tién dién tr cua ngudi khac (Piéu
289); Toi sir dung mang may tinh, mang vién
thong, phuong tién dién tir thuc hién hanh vi
chiém doat tai san (Diéu 290); T6i thu thap,
tang tri¥, trao déi, mua ban, cong khai hoa trai
phép thong tin vé tai khoan ngan hang (Diéu
291); Toi cung cap dich vu trai phép trén
mang may tinh, mang vién thong (Piéu 292);
To1 st dung trai phép tén s6 vo tuyén dién
danh riéng cho muc dich cap clru, an toan, tim
kiém, ciru ho, ctru nan, quoc phong, an ninh
(Diéu 293); T6i c¢b y giy nhiéu c6 hai (Piéu
294) [5].

Tuy nhién xuét phat tir tinh hinh thyc té
khi stra ddi, bo sung nam 2017, Bg luat Hinh
su da bo toi danh duogc quy dinh tai biéu 292:
Toi cung cap dich vu trai phép trén mang may
tinh, mang vién thong [6]. Nhu vay, hién nay
con chin t6i pham cong nghé cao dugc quy
dinh trong B¢ luat Hinh su.

5. Giai phap phong chéng tdi pham
cdng nghé cao
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Mgt 14, mdi to chuc, ca nhan can ting
cudng bao vé mat khau, khdéa mat khau, co so
dix liéu, théng tin ca nhan, thdng tin tai khoan
va hé thdng thiét bi cdng nghé cao cua minh
bang céc bién phép cu thé nhur thudng xuyén
thay d6i mat khau, thlet lap bao mat nhleu
budc, cai dat cac phan mém quét virit...; can
trong vai nhitng thao tac trén may tlnh, dl¢n
thoai khong click vao nhiing duong dan
khong rd ngudn géc, noi dung dugc giri toi
thiét bi; doc ky nhitng diéu khoan khi cai dat
cac tng dung trén may tinh, dién thoai; khong
cung cap thdng tin c& nhan mat cach tay tién.

Hai 13, tang cuong phol hop trong cong
tac quan ly nha nudéc, gan cdng tac dau tranh
phong, chong loai toi pham nay véi cac linh
vuc phat trién khoa hoc, ki thuat, cong nghé
cua dat nudc.

DPay manh cbng tac tuyén truyén, giéo
duc phong chdng t6i pham cong nghé cao qua
d6 nang cao y thuec, trach nhiém phong ngua
nhitng nguy co xam hai caa toi pham st dung
codng ngh¢ cao.

Ba I3, xay dung, phét trién lec lwong canh
sat phong, chéng toi pham céng nghé cao c6
s6 lugng, trinh dd ngang tim nhiém vu trong
tinh hinh méi.

Chu trong tuyén chon, thu hat chuyén gia
gioi vé cdng nghé théng tin, vién théng mai
c6 thé dau tranh phong, chong toi pham cong
nghé cao; dong thoi thuong xuyén dao tao, boi
dudng, tap huin nhim nang cao trinh do
nghiép vu, phép luat, ngoai ngir, kién thic va
ky nang st dung phuong tién, thiét bi cong
nghé cao cho d6i ngii can bo chuyén trach, cir
ngudi du tiéu chuan vé pham chat chinh tri,
dao duc, trinh d6 di hoc tap, bdi dudng tai cac
co sO dao tao uy tin trong va ngoai nudc.

Bén 14, nghién ctu va phd bién phuong
thac, tha doan va nguy co, tac hai cua toi
pham cong nghé cao. Trang bi cho céc t6 chic
va ca nhan kién thirc, ky nang tu phong, chng
toi pham cong ngh¢ cao; ky nang ung phd khi
bi tin cdng, xam nhap trai phép vao hé théng
thong tin, co so dir lidu.

Nam 13, ting cuong hop tac qubc té trong
linh vyc du tranh phong, chdng toi pham st
dung cong nghé cao. Tap trung trao doi thdng
tin t6i pham, ky két, gia nhap diéu uéc quéc

té vé dan do, xur ly d6i vai toi pham sir dung

cdng nghé cao; phdi hop thuc hién cac hoat

dong twong tro tu phap trong phong ngira, dau
tranh chéng toi pham cong nghé cao.

Thu thap, nghién ctu, trao d6i thong tin,
kinh nghiém phong, chéng toi pham cong
ngh¢ cao vai cac nudc trén thé gidi. Phéi hop
VGi cac qudc gia dao tao, boi dudng, huan
luyén nghiép vu vé phong, chéng toi pham
céng nghé cao cho luc lugng can bo chuyén
trach.

6. Két luan

Cach mang cbng nghiép 4.0 da va dang
tac dd6ng manh mé& dén moi khia canh cua cugc
séng. Nhirng tac dong tich cuc ma cudc cach
mang ndy mang lai cho nén kinh té, van hoa,
x& hoi cua Viét Nam 1a diéu khdng thé phu
nhan. Tuy nhién, thach thic dat ra la toi pham
cong nghé cao ngay cang gia tang vdi phuong
thurc, tha doan ngay cang tinh vi.

Do vay, Nha nuéc can nhanh chéng
hoan thién hé thong phép luat, ting cudng cac
thiét ché dé glam st va xu ly toi _pham cbng
nghé cao. Céc t6 chuc, ca nhan can nang cao
y thic trdch nhiém va y thac canh giac véi
nhém ti pham nay déng thoi 4p dung nhiéu
bién phép ky thuat & dam bao an toan thdng
tin, dix liéu cho cac thiét bi cia minhQ
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