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Electricity losses is one of the most important factor of the power
quality. Electricty losses include technical and non-technical lossess.
Technical losses are caused by iron and copper losses in electric
equipments such as generator, transmission line, transformer, motor.
Non-tecnical losses, on the other hand, are normally caused by
management problem, inaccurate metering data and electricity thief.
In non-technical losses, electricity theft is the most popular type and
account for high percent. However, this type of loss is very difficult to
detect traditional methods. In this study, we propose to use deep
learning method, based on a convolutional neural network model
combined with a attention mechanism to detect electricity theft. The
model was trained on the dataset collected from 42372 customers for
147 weeks. The dataset was obtained from China electricity utility
company. The results show that the proposed model can detect the
user's electricity theft with the AUC accuracy of 92.2%.
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Ton that dién nang 1a mot trong cac chi tiéu quan trong dé dénh gia
chit luong dién ning. Ton that dién nang bao gdm hai thanh phan la
t6n that k§ thuat va ton that phi ky thuat. Tén that ky thuat 1a ton that
ddng va ton that sit trén cac thiét bi dién nhu may phat dién, duong
day, méy bién ap, dong co. Tén thit phi ky thuat 1a ton that & khau
quan ly, do dém dién ning va an trom dién. Trong cac loai tn thit
phi ky thuat, ton that dién ning do hanh vi trom cép dién 1a dang tén
that phé bién, gay thiét hai vé mat kinh té nhung lai khé phét hién
bang cac phwong phap truyén thdng. Trong nghién ctu nay, ching
t6i dé xuat sir dung phuong phap hoc sau, dua trén mé hinh mang no-
ron tich chap két hop vai co ché tap trung dé phat hién hanh vi trom
cép dién. M6 hinh dugc huan luyén trén tap dir liéu dwoc thu thap tir
42372 khach hang trong 147 tuan. Két qua phan loai cho thay, mo
hinh d& xuit c6 thé phat hién dwoc hanh vi trom cép dién cua ngudi
dung véi @6 chinh xac AUC la 92,2%.
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1. Giéi thigu

Ngay nay, dién ning da trd thanh mot trong nhiing loai ning luong thiét yeu nhat trong cudc
séng cuia ching ta. Theo Ngan hang thé gidi, trong nam 2017, hon 88% dén s6 thé gioi duoc tiép
can va sur dung ning luong dién duoc cung cip thong qua mot hé théng ludi dién truyén tai tur
nha may dién téi nguoi tiu dung. Ludi dién thong minh da tré thanh mot giai phap quan trong
trong viéc van hanh va giam sat nang lugng. N6 cung cap cho khach hang kha ning theo doi,
kiém tra va du doan mic do sir dung dién ning bang cach tich hop cac thiét bi ky thuat sé hién
dai c6 thé thu thap cac thdng sé cua hé thdng dién qua giao thuc truyén thdng khong day, hé
thdng Internet van vat (1oT).

Tuy nhién, bén canh su phat trién tich cuc caa nd, van con ton tai nhiéu han ché khé khin
chua khic phuc dugc; dac biét 1a su thiét hai do ton that dién xay ra trong qua trinh phét dién,
truyén tai va phan phéi dién nang. Cac bién phap lam tang hiéu qua trong qua trinh tao, truyén tai
va phan phdi dién 1a mot bai toan nan giai khdng chi ¢ trong nuéc ma con la trén khap thé gioi.
Ton thét dién nang thuong duoc phan loai thanh hai dang chinh la ton that k§ thuat (TTKT) va
ton that phi ky thuat (TTPKT). Ton that ky thuét xay ra do tan dién trong cac vat liéu tao nén hé
thong dién, chang han nhu cap, dau ndi va may bién ap dién. Ton that phi ky thuat dai dién cho
ton that nang lugng do trom cap va sai sot khi lap hoa don hodc do luong [1].

Trong nghién ctru ndy, ching tdi tap trung nghién ciru vé ton that phi k§ thuat do hanh vi trom
cép dién gy nén. Cac hanh vi sai trai nay thudong dugc thuc hién bang viéc dwa dién ning khong
thong qua dong hd do, hodc lam cho dong ho khéng thuc hién duoc dung chire ning. Theo Béo céo
t6n that phan phéi dién duoc cong bd bai ANEEL (Co quan Dién luc Quéc gia Brazil) [2], ton that
dién phi ky thuat chiém khoang 6,6% tong ning lwong dwoc dua vao hé théng dién Brazil vao nim
2018. Ngay ca mot cudng qudc nhu Hoa Ky thi thiét hai do trom cap dién dugce wdc tinh vao
khoang 4,5 ty d6 la mdi nam [3]. Theo bao cdo [4] nam 2020, cong ty Pién lyc Ha Tinh da phat
hign, Xt Iy 92 vu trom cép dién, truy thu 188.449 kWh dién, twong duong trén 603 tri¢u dong.

Do d6, trdm cp dién 1a van dé& chung trén toan thé givi va da c6 rat nhiéu nhirng nghién ctu
trude day nham dua ra cic phuong phap dé giai quyet van dé nay. Cac phuong phap phat hién
trom cap dién thong thuong bao gom: kiém tra viéc lap dat, st dung va tinh trang hoat dong cua
ddng ho, so sanh céc chi sb do bat thuong vai nhimg cai binh thuong va Kiém tra duong truyén...
Tuy nhién, cac phuong phap nay vo cing ton thoi gian, can mot nguodn nhan lyc Ion, ton kém vé
tai chinh nhung khéng mang lai nhiéu hiéu qua. Cung c6 mot s6 phuong phap tién tién hon nhur:
Str dung luéi dién thong minh [5], thuat toan vector hé trg (SVM) [6], ring ngau nhién [7], mang
no-ron nhan tao [8] dé phét hién trom cip dién. Tuy nhién, cac phwong phap d6 c6 d6 chinh xéac
thap vi hau hét dir lidu dugc sir dung theo 1 chiéu (1-D) va khong thé nam bat chu ky tiéu thy
dién cua nguoi tiéu dung.

Tai nghién ctru nay, chiing toi dé xuét sir dung mét phuong phéap hoc ¢ gidm sat dua trén cac
mang no-ron tich chap (Convolutional Neural Network - CNN) két hop voi co ché tap trung
(Self-attention) dé nhan dang va phat hi¢n cac hanh vi trom cip dién cua nguoi tieu dung. Dy 1a
mét phuong phap gitp tiét kiém chi phi, thoi gian va ngan sach cua nha cung cap dién.

2. M6 hinh phat hi¢n trém cip dién sir dung mang no-ron tich chap

Tinh hiéu qua va wu viét cia co ché tap trung di dugc khing dinh va chitng minh théng qua
cac bai toan thugc 16p xir Iy ngdn ngir ty nhién. Trong cac nghién cau gan déy, co ché tap trung
cling dugc sir dung cho céc 16p bai toan thi gidc may, dir liéu dang bang cho két qua kha quan.
Tai nghién ctru nay, chung t6i ciing d& xuat mo hinh két hop sir dung co ché tap trung va cac 16p
tich chap, chi tiét mo hinh dugc thé hién nhu Hinh 1 duéi day.

Lép tich chap: M6 hinh dé xuét str dung I6p tich chap gom hai phan. Cu thé phan dau tién 1a
I6p tich chap tiéu chudn co kich thuéc nhan 3x3, phan con lai 14 16p tich chap véi hé sb gidn no 1a
2, kich thudc nhan 3x3. Két qua cua hai phan s& dugc ndi lai dé tao thanh mot du ra duy nhat
cho lop.
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Hinh 1. Kién triic mé hinh dé xudt sir dung két hop co ché tap trung va céc Iép tich chdp

Co ché tap trung: Trong m6 hinh ndy, co ché tap trung dé xuat s& sir dung cac kénh cua dau
vao lam cac dau cta co ché tap trung. Pau tién, véi dau vao 3 chiéu co kich thudc (C, L, D) sé
duoc trai phang va bién doi thanh ma tran 2 chiéu X € RE*LP, gip cho ma tran trong sb
W, W, W, € RP*CPcd thé biéu didn dugc mdi quan hé. Trong do, C s6 kénh cia dau vao hay
s6 dau vao cua co ché tap trung, L 1a kich thudc d6 dai chudi ddu vao, D sb lugng céc chudi cua
dau vao, C 1a sb kénh cua dau ra hay sé dau ra cta co ché tap trung. Khi d6 ting dau ra s& duoc
tinh Ok = XWqpp Ogryr € RECP, ké tiép s& bién ddi va chuyén vi lai thanh 3 chiéu
Dq;k_,, € RC_‘XLXD , cudi cung s& dugc di qua 16p Softmax theo cong thurc (1), diéu nay cho phép
nhat quan vé kich thudc dé két hop vaéi 16p tich chap.

T
Attn = Softmax (Oqu) 0, (1)
VD

Trich xuat dic trung: Sau khi dau vao duoc di qua khdi co ché tap trung két hop véi l6p tich
chap, s& duoc cho qua mot 16p tich chap khac co kich thudc nhan 1a 1x1, ¢ nhiém vu théng nhat
lai dic trung, theo sau 1a cac 16p chudn hda, 16p kich hoat va 16p dropout.

Phan loai: Cudi ciing, dau ra cua cac 16p trude dé duoc trai phang va dwa vao mot mang no-
ron truyén thang két nbi day du, dau ra phan loai 1a ngudi dung c6 hanh vi an cp dién hoic la
binh thuong.

Trong kién trdc md hinh caa minh, ching tdi sir dung hai 1an khéi trich xuat dic trung, véi
khdi dau tién sé dau cua co ché tap trung C = 2, s6 dau ra € = 16, khéi thir hai C = 48, C = 16.
Phan 16p tich chap s& nhan dau vao 1a 2 kénh ma tran 2D, dau ra 32 kénh véi ma tran cé cing
kich thuéc, s6 bo loc duoc st dung & cac 16p tich chap lan luot 12 16 tai 16p tich chap tiéu chuan
va 16 tai 1p tich chap c6 hé sb gian no. Tai mang két ndi day du, ching t6i ding 1024 no-ron
cho 16p 4n va lép dau ra gdm 2 no-ron.

MBS hinh dugc huan luyén va kiém thir trén bo dir liéu dugc thu thap va cong bé boi Tong
cong ty ludi dién Trung Quéc (State Grid Corporation of China). Bo dir liéu bao gém muc tiéu
thu dién nang hang ngay ctia 42372 khach hang dugc thu thap thong qua cac cong to mét thdong
minh. Dt liéu dugc thu thap tir ngay 01/01/2014 t6i ngay 31/10/2016, twong tng vaoi khoang 147
tuan. Dit liéu duoc gan nhan thanh hai loai 1a nguoi ding dién thong thuong va nguoi ding dién
c6 hanh vi trom cap, dir liéu khong thé hién ngay hanh vi trém cip dugc thuc hién. Trong do, ti 16
nhin 1a ngudi ding trom cép dién chiém xap xi 8,53%; ti 1¢ dir liéu bi thiéu chiém gan 25,64%.
Chi tiét veé tap dit lidu dugc thé hién tai Bang 1.
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Bang 1. M0 td tdp diz liéu cua Tong cong ty ludi dién Trung Quac.

M6 ta Gia tri
Thaoi gian thu thap dir liéu 01/01/2014 — 31/10/2016
Tong sb khach hang 42 372
Khach hang binh thuong 38 757 (91,47%)
Khéch hang trom cip dién 3615 (8,53%)

Trong nghién ctru ndy, ching tdi nhan thay rang c6 su bién dong vé lugng dién tiéu thy theo
tirng ngay cua khach hang, su bién dong nay Ién hon tai cac khach hang dugc gan nhin 1a an cap
dién. Cac dic trung nay rat kho thé hién dugc dudi dang dir lidu 1-D, tuy nhién véi cach dinh
hinh dit liéu thanh 2-D theo tuan thi c6 thé d& dang nhan thay chu ky tiéu thu dién cua khach
hang nhu Hinh 2. Trong d6 tai dit liéu tiéu thy dién cua khach hang binh thuong, khong c6 dau
hiéu bat thuong, dao dong trong mot khoang hep. Tuy nhién, véi dir liéu sir dung dién cua khach
hang duoc gan nhén Ia trom cip dién co thé nhan thay dién ning tiéu thu sut giam 16n tai ngay
thr 4 cua tuan 2 va tuan 4.
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Hinh 2. (a) Tinh chu ky dién nang ciia khdch hang binh thirong théng qua cac tuan va (b) Su bt thirong
trong chu ky tiéu thy dién nang cua khdach hang an trém dién qua cac tuan

Dé thé hién 15 rang hon tinh chu ky tiéu thu dién cua nguoi dung binh thuong va su bat binh
thuong trong hanh vi tiéu thu dién cua nguoi ding trom cap dién, ching toi thuc hién phan tich
mdi tuong quan trén dir liéu tiéu thy dién. Tai Hinh 3 cho thiy ma tran hé s6 tuong quan cua ca
khach hang binh thuong va trom cép dién ning theo tudn. Cu thé, tai Hinh 3a) thé hién gié tri
tuong quan phu tai tiéu thy cia khach hang binh thuong, trong khi Hinh 3b) thé hién méi tuong
guan phu tai cia khach hang an trom dién. Vi méi twong quan tiéu thy dién ning giira cac tuan
ctia khach hang binh thudng ta c6 thé nhan thiy khong c6 sy bat thuong, tuy nhién méi twong
quan tiéu thu dién ning cta khach hang trom cip dién cho thy su thay d6i 1on tai cac tuan ghi
nhan sy bién dong sut giam dién ning tiéu thy.
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Normal Customers's Person Correlation Coefficient - Thieves's Person Correlation Coefficient

(b)
Hinh 3. (a) Ma tran the hi¢n moi tuong quan tiéu thu dién ndng theo tuan Cia khach hang binh hwong va
(b) Ma trdn thé hién moi twong quan tiéu thu dién nang theo tuan cua khach hang c6 hanh vi trém cap dién

Week 2

Week 3 Week 4

@

Week 1 Week 2

Mo hinh dugc xay dung biang ngdn ngir 1ap trinh python, str dung thu vién Pytorch va huan
luyén trén GPU NVIDIA Tesla T4. Nghién ciru duoc huan luyén theo ki thuat kiém dinh chéo K-
fold, véi gia tri k = 5 duoc khai tao. Trong nghién ctiu nay, ching t6i sir dung phwong phap tdi
uu hoa mang no-ron RAdam, d¢ hiéu qua cua phuong phap dugc ching minh va thyc nghiém
cho thdy cai thién so véi cac phuong phap trude d6 nhu Adam, SGD [9].

3. Két qua va ban luan

Trong nghién ciru nay, dé kiém tra két qua phan loai cia md hinh ching tdi sir dung chi s6
dién tich dudi dudong cong ROC (AUC) dé danh gia. ROC (Receiver operating characteristic) la
mot dudng cong biéu dién xéac suat va AUC (Area under the ROC Curve) biéu didn mic do phan
loai trung binh ctia mo hinh. AUC thé hién xac suat mot mau duong tinh dugc lay ngau nhién xép
hang cao hon mot mau am tinh dugc lay ngiu nhién, dugc thé hién tai cong thire (4). Pudng cong
ROC biéu dién cac cap chi sé (Recall, FPR) tai mdi ngudng véi Recall (TPR) ¢ tryc tung va FPR
& tryc hoanh. Chung t6i ciing dua trén chi s6 F1-Score dé danh gia hiéu suit va dang lam tiéu
chuan dé tinh chinh céc tham s6 md hinh. Céng thiic cua chi sé danh gia F1-Score duoc thé hién
tai (6). Ngoai ra ching t6i con str dung d6 chinh x4c trung binh MAP [10] dé do luong d6 hiéu
qua cua viéc dwa ra két qua du béo.

TP
Recall = -———— 2
eca TFI’:I‘;‘ FN ( )
FPR=—" )
TN + FP
AUC = P(score(xt) > score(x™)) (4)
Precision = —— )
TP+FP
Precision*Recall TP
F1 = * — = T (6)
Precision+Recall TP+E(FP+FN)
MAP@K — K; £(=1Ti (ij.ﬂ’j) (7)
Zi:lri t

Trong d6, TP 1a sb lugng md hinh dir doan khach hang an trom dién la dung, TN la s6 lugng
mo hinh du doan khac hang binh thuong la dung, FP 1a s6 lugng mo hinh dy doan khéach hang an
trom dién la sai, FN la so6 du doan cia mé hinh cho ra két qua khach hang binh thuong Ia sai. Bé
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tinh gi& tri MAP, truc tién can sip xép cac gia tri nhan thyc té theo xac suat méd hinh du doan,
ldy K gia tri dau va tinh theo cdng thirc (7), véi r; 1a gia tri nhan thuc té ciia khach hang thu i,
1; = 1 néu la khach hang trom c6 hanh vi trom cap va r; = 0 khi 1a khach hang binh thuong.
Chung t6i da danh gia mo hinh trén tap kiém thir ¢a dugc chia va cach ly khoi tap huan luyén
Vi ti 1€ 80-20.
Bang 2. Két qua cia md hinh trén tap kiem ther

Chi sb %
AUC 92,2
MAP@100 99,2
MAP@200 98,2
F1-Score 64,5
Bang 3. So sdnh mé hinh dé xudt véi cac nghién cizu khac trén cing tdp da lidu
Chi so AUC (%) F1-Score (%)
AdaBoost[11] 53,46 13,34
DANNJ11] 69,00 45,83
CNN[12] 78,15 -
M3 hinh dé xuit 92,2 64,5

Tai Bang 2, chiing t6i d3 trinh bay d6 chinh xac cua mé hinh dé xuit. C6 thé thiy do chinh
xac AUC dat duoc 1a 92,2%, MAP@100 1a 99,2%, MAP@200 1a 98,2%. Chung t6i cling so sanh
v6i nhitng mé hinh khac dugc huan luyén va kiém thir trén ciing bo dir liéu cua Tong cong ty ludgi
dién Trung Quéc tai Bang 3, két qua cho thay cac mé hinh hoc may nhu AdaBoost dugc Bohani
va cac cong su [11] huan luyén cho két qua tuong dbi thip chi dat AUC 53,46%, F1-Score
13,34%. Ciing tai nghién ciu d6 két qua cua mang no-ron sau cho thay day 1a mot huéng kha
quan khi AUC dugc cai thién 1én 69%, F1-Score 45,85%. Tuy nhién, mang no-ron don thuan 1a
khong du, Zheng va céc cong su [12] da cai thién do chinh xac AUC 78,15% khi sir dung mang
no-ron tich chap. Vi viéc sir dung co ché tap trung trong mang no-ron tich chap, nhém nghién
clru da cai thien mot cach dang ké. Tuy nhién, do sy mat can bang vé dir liéu giita cac khach hang
dugc gan nhan 13 ¢6 hanh vi 4n trom dién va khach hang binh thuong, két hop véi viéc dit lidu bi
khuyét vai ti 1¢ 25,64% khién cho md hinh gap nhiéu kho khin trong viéc xac dinh dugc hanh vi
trom cap, chi s F1-Score dat duoc 1a 64,5%. Nghién ciru ndy mo ra nhiéu huéng nghién ciru dé
cai thién do chinh xac trong tuong lai.

4. Két luan

Nghién ciru nay dé& xuat mot céch tiép can dé phat hién tu dong céc hanh vi trom cép dién
trong ludi dién théng minh dua trén md hinh tich chap két hop véi co ché tap trung. Tur két qua
nghién ciru da chi ra rang, md hinh mang no-ron dé xuat cho két qua kha quan véi do chinh xéac
AUC la 92,2% vuot troi so véi cac thuat todn hoc may, mang no-ron don gian. Trong tuong lai,
nhom s& tiép tuc nghién ciru cai thien mé hinh hoc sdu dé ning cao d6 chinh xac cua thuat toan.
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