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MOQT SO KY THUAT TAO CO SO DU LIEU MAU MA PQC

Trinh Minh Dic”, Pinh Khanh Linh, Lé Khanh Duwong, V6 Van Truong
Truong Pai hoc Cong nghé thong tin & truyén thong — DH Thai Nguyén

TOM TAT

Hién nay cac cudc tan cong bang ma doc dang phat trién v6i mot toc do rat nhanh, s luong ma
ddc méi xuat hién ngay cang nhiéu, dic biét c6 nhiéu loai ma doc nguy hiém ma cac phan mém
diét virus con chua phat hién dugc. Bén canh d6, nhiing thiét hai do ma doc gay ra ngay cang
nghiém trong hon. Do vay, viéc xay dyng mot hé thé)ng c6 kha nang ty dong nhan dién va phat
hién ma doc 1a hét strc can thiét. Bai béo nay trinh bay ba k¥ thuét chinh dua trén ddu hiéu d6 1a ky
thuat dya trén ma bam, dua trén ma byte va dua trén kinh nghiém dé tao co s dir liéu mau ma doc
phuc vu cho qua trinh quét ma ddc. Cac ky thuat nay da duoc thir nghiém trén cac tép tin da bi
nhiém ma ddc trén hé diéu hanh Microsoft Windows dé tao ra mot bo co s& dit liéu mau ma doc
m&i. Két qua cho thiy khi sir dung ba cong cu quét ma doc ClamAV, Yara va Ssdeep két hop vai
co so dir liéu mau nay, c6 khoang 90% mau ma doc di duoc phat hién.
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ABSTRACT

Nowadays, malware attacks are growing rapidly, the number of new malwares is appearing more
and more. Many dangerous malwares can even easily bypass antivirus programs. Besides, losses
caused by malwares become extremely serious. Hence, building a system which is capable of
detecting malwares automatically is essential. This paper presents three main techniques based on
signature to create malware database used for malware scanning process: hash, byte signature and
heuristics. These techniques are applied to infected files on the Microsoft Windows operating
system in order to generate a new malware database. These techniques have been tested and
demonstrated the effectiveness on malware scanning tools ClamAV, Yara and Ssdeep. The results
showed that when using three open source malware scan tools, including ClamAV, Yara and
Ssdeep in combination with this malware sample database, about 90% of malware samples were
detected.
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1. Mé dau

Bai bao nay gidi thiéu viéc tao co so dir liéu
(CSDL) miu mi doc cho cac phin mém
chéng virus. Hién nay c6 rat it thong tin lién
quan dén viéc tao CSDL miu ma doc, chi ¢
mot sb it tai liéu vé cach tao CSDL véi
ClamAV [1]-[3] hoac sir dung cac cong cu
khac. Vi vay, chung t6i gidi thiéu ba k¥ thuat
chinh dé phat hién ma doc dya trén ddu hiéu
(Signature) va tap trung chu yéu vao tao
CSDL cho nhiing t€p tin thuc thi trén hé diéu
hanh Microsoft Windows. Cac déu hiéu phd
bién nhét 12 ma bam (Hash), mi byte (Byte-
signature) va dwa vao kinh nghiém
(Heuristics). Nhitng ¥ tuong thé hién trong
bai bao co thé sir dung dé tao CSDL ma doc
trén cac loai tép khac. Ngoai ra, thong tin ciia
bai bao co thé tro gitp hitu ich cho cac nha
nghién ciru trong viéc tao ra cac CSDL ma
doc dé phan loai hodc phat hién céc tai liéu
hodc chuong trinh ddc hai.

CAu truc bai bao duoc chia thanh 5 phan: Sau
phan mé dau 1a phan 2, gidi thiéu mot sd
cong cu tao CSDL mau ma doc; Phan 3, trinh
bay k¥ thuat tao CSDL ma ddc dya trén ma
bam; Phan 4, trinh bay k¥ thuat tao CSDL ma
doc dua trén ma byte; Phan 5, trinh bay k¥
thuat tao CSDL ma ddc dua trén kinh nghiém
va phan cudi cing danh cho két luan.

2. Mt s6 cong cu tao c6 s dir lidu miu ma doc
Mot s6 cong cu ma ngudn mé ¢o thé dugce sir
dung dé quét cac tép va dugc st dung cho cac
vi du trong bai bao nay. Nhitng cong cu nay
rat dé sir dung va c6 thé phu hop v6i hau hét
cac moi truong, chung co thé chay trong moi
truong Linux hodc Windows. Duéi day 1a tén
clia cong cu va mot s6 kha ning quét cua no.
Céc 1énh duoc trinh bay kém theo vi dy, dé
ngudi doc ¢ thé tu kiém tra va phat trién.
Trong bai bao nay, ching toi dé cap dén 3
loai cong cu quét ma doc nhu sau:

a. Cong cu ClamAV ding dé quét mi Hexa
Byte, quét biéu thirc chinh quy, quét MD5 va
quét ting phan MD5, trong dé sigtool la

cong cu dé tao cac signature va ma bam [1].

b. Cong cu Yara la mét cong cu quét manh
mé dua trén luat, ho trg nhiéu diéu kién va
kiéu dir liéu nhung khéng hd trg ma bam
[3]-[5].

c. Cong cu Ssdeep 1a mdt cong cu dé tao va so
sanh ma bam [3], [6], [7].

3. CSDL ma dgc dua trén ma bam

Kiéu ddu hiéu don gian va co ban nhat 1a mot
gia tri bam. Gia tri ndy dugc tao ra bdi mot
ham bam, 1a mot thu tuc hodac ham toan hoc
chuyén d6i mot lugng 16n dir liéu thanh mot
gia tri don. Him bam dugc sir dung pho bién
nhat 14 MD5 va SHA-1 [8], [9]. Cac ham bam
nay cuc ky chinh xac, néu c6 khéi dir liéu da
dugc bam va sau d6 cung mot khdi dir lidu
nhu vay c6 mot byte thay ddi va bam lai thi
cac gia tri bam s€ khac nhau. Trong vi du
duéi day, hai chudi “HelloWorld!” va
“HelloWorld” chi khac nhau mét ky tw “!”
nhung gia tri bam lai hoan toan khac nhau.

MD5 cua chudi "HelloWorld!" =
"06e0e6637d27b2622ab52022db713ce2"

MD5 cua chudi "HelloWorld" =
"68e109f0f40ca72al15e05cc22786£8e6"

CSDL ma doc dua trén MD5 c6 thé duoc tao
ra bang cach sir dung cong cu ClamAV, cong
cu Yara khong hd trg bam tép tin va cong cu
ClamAV yéu cau hai thudc tinh dé tao ddu
hiéu ma bam MDS5, d6 la: kich thudc tép tin
theo byte va ma bam MDS5. Cong cu ClamAV
di kém v&i mot cong cu hd trg, d6 1a sigtool,
cong cu nay co thé dugc sir dung dé tao diu
hiéu ma MDS5. Sigtool co thé dugc tim théy
trong thu muc "bin" ctia thu muc cai dat
ClamAV. Duéi day 1a vi du vé cach sir dung
sigtool cho tép tin one.txt

C:\EXP\clamwin\bin>sigtool.exe --md5
one.txt
08bc3del54cadb33affd7d4433ebc3le:16:C
:\EXP\one.txt

Céc mau déu hiéu cua ClamAV duoc phan
cach béi dau hai chdm "' Phan thir nhét 1a
ma MD5
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(08bc3del54cadb33affd7d4433ebc31e), phan
thir hai 1a kich thudc va phan cudi cung 1a vi
tri tép tin hodc diu ra. Pau ra thuong 13 tén
ma doc hoac mot cai gi d6 dic trung cho tép
tin. D4u hai chim khong duoc str dung tai dau
ra bdi vi chiing dugc coi 1a cac ky ty dac biét
trong CSDL ctia ClamAV. CSDL mau MDS5
can duge luu trong mot t€p c6 dudi .hdb. Pau
ra tir sigtool ¢ thé dugc dan dén (>) mot tép
tin goi la shredder.hdb. Piéu nay gitip dé dang
tao cac dau hiéu md MD5 vdi tit ca cac tép
trong mot thu muc, sit dung mot vong lap don
gian trong cira s6 dong 1énh (xem [1]). Ngoai
ra, diéu ndy ciing gitp tao cac di liéu miu ma
doc ClamAV tir két qua cua Virustotal ma
khong can c6 tép tin d6, vi ma MD5 va kich
thudc tép di duoc cung cip trong trinh phan
tich cua Virustotal.

Gia tri bam rét hitu ich trong truong hop mau
mi doc 1a tinh, nhung néu mot byte trong tép
thue thi bi thay d6i thi mau ma bam sé& bi pha
v&. Trong mot sb truong hop ma ngudn cia
tép thuc thi khong bao gio thay doi nhung dir
liéu ma tép thuc thi thyc hién lai thay d6i luc
nay can phai str dung ma bam tirng phan. Mot
vi du vé mi ngudn khong thay ddi nhung dir
liéu thay ddi 1a tép tin thyc thi dugc tao ra bdi
bd GUI Remote Access Trojan. Phin ma s&
gidng nhau nhung néu mot ngudi dung sur
dung dia chi 192.168.0.1 va mot nguodi khac
sit dung 192.160.2 thi cac phan dit liéu s&
khac nhau. Trong vi du dudi ddy, ma bam
ting phan co6 thé duoc st dung dé nhim toi
ph?m ma nguén va tao mot ddu hiéu dua trén
ma bam.

PESectionSize:MD5:MalwareName
.code:0970e94b5ea5bbb91b9cf963c47b489
5:MalwareName

Céc mau dau hiéu nhan biét nay can duoc luu
trong mot tép c6 dudi .mdb dé c6 dinh dang
phi hop véi ClamAV. Nhu da trinh bay, dau
hai chdm duoc coi la ky tu dédc biét dé tach dix
liéu trong CSDL mau cua ClamAV. Phan dau
tién 1a tén phan PE (.code), phan thir hai 1a ma
bam  MDS5 cia phan PE  nay
(0970e94b5ea5bbb91b9cf963c47b4895)  va

cubi ciing 1a tén cua ma doc (MalwareName)
(xem [1]). Mi bam ciing c6 thé dugc sir dung
dé xac dinh cac tép tin da bi stra doi hay
khong. Thuat nglt Fuzzy Hashing [3], [10],
[11] 1a mét ky thuat ma co ban van 1a nhan
dang chuong trinh ma doc qua ma bam,
nhung di duoc bd sung thém cac phan tich va
tinh toan dé tir mot ma bam cua ma doc cé thé
nhdn ra cic ma bam “h¢ hang” nham nang
cao kha nang phat hién ma doc. K¥ thuat nay
c¢6 thé duge str dung dé xac dinh cac tép tin
chira cac dit liéu di bi x0a, stra d6i hodc chua
dir liéu moi da duge chen thém. Dudi day la
mot vi dy so sanh hai t&p tin thyc thi véi sy
khac bi¢t mét byte.

C:\EXP>md5sum *
Obcc4aabl4639664£f63865cc4959fb53

second-edit.exe

1d4720491£fb7d551b38ab4299%a2e6787

second.exe

C:\EXP>ssdeep *

ssdeep,1l,1--

blocksize:hash:hash, filename

384 :cKxNLII2Fz67gMvzoH/WjCpu6JBnPL17]
z:cKnH26xCX0, "C:\EXP\second-edit.exe"

384 :BKxXNLII2Fz67gMvzoH/WiCpu6JBnPL17]
z :BKnH26xCX0, "C:\EXP\second.exe"

C:\EXP\second.exe matches
C:\EXP\second-edit.exe (99)

Con sb & cudi dong trén (99) 1a mot d6 do su
tuong dong, con sd nay cang 16n nhiing tép
tin ndy cang tuong dong nhau.

Fuzzy hashing yéu cdu tit ca cac gia trj bam
dugc luu trir trong mot t&p tin van ban ASCIL
Kiéu quét nay doi hoi nhiéu tinh toan hon so
voi cac dang quét khac do phai bam va so
sanh tit ca cac gia tri bam. Mot van dé voi
Fuzzy hashing (ciing nhu véi tit ca cac ham
bim) 13 nhirng sira d6i dudng nhu rit nhé cua
1ap trinh vién ciing c6 thé thay ddi dang ké gia
tri dd duwoc tinh toan. Tép tin thyc thi
second.exe bén trén dd dwoc sta dbi bang
cach thay d6i mot sd chudi dau ra va bién
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dich lai thanh second2.exe, khéng doan ma
ngudn nao bi thay doi. Tiép tuc s dung cong
cu ssdeep dé so sanh hai tép nay nhu trong vi
du dudi day.

C:\EXP\ssdeep *

ssdeep,1l.1--

blocksize:hash:hash, filename

384 :BKxXNLII2Fz67gMvzoH/WiCpu6JBnPL17]
7z :BKnH26xCX0, "C:\EXP\second.exe"

384 :5KTNJIv2w05gDvzoHoRjCpP6Jgnull7jz
:5KOCXrQQ0, "C:EXP\second2.exe"

C:\EXP\string>ssdeep

ssdeep: No input files
C:\EXP\string>ssdeep -d *

C:\EXP\string>ssdeep *

ssdeep,l.1--

blocksize:hash:hash, filename

384 :BKxNLII2Fz67gMvzoH/WjCpu6JBnPL17]
z:BKnH26xCX0, "C:\EXP\string\second.ex
en

384 :5KTNJIv2w05gDvzoHoRjCpP6JgqnuLl7jz
: 5KOCXrQQ0, "C:\EXP\string\second2.exe

:\EXP\>ssdeep second.exe > o.txt

:\EXP\>ssdeep second2.exe > 02.txt

:\EXP\o2.txt matches C:\EXP\o.txt

C
C
C:\EXP\>ssdeep -d out*
C
(50)

Vi tit ca cac ma bam can dugce luu trong mot tép
tin van ban sau d6 dugc so sanh v61 nhau nén
ssdeep c6 thé doi hoi chi phi tinh toan cao [7].

4. CSDL dua trén ma byte

M3 byte (Byte signature) 1a mot dau hiéu dya
trén mot chudi cac byte c6 mat trong mot tép
tin hodc ludng dir liéu. Pay 1a mot ki thuat
phat hién rat phd bién va di dwoc sir dung
trong chuong trinh quét virus dau tién. Tinh
hitu dung cuia k¥ thudt nay la do d¢ chinh xac
ma n6 cung cap cho viéc phat hién mot chudi
cac byte. Chudi byte dugc chon bdi vi nd ton
tai trong nhiéu bién thé cua ma doc tir cing
mot ho. Ma byte c6 thé 1a bat ky loai dir liéu

nao nhu mot doan ma nguén hoac dir liéu
dugc chtra bén trong mat luéng dir liéu hoac
mot tép thuc thi, tép PDF (Portable Document
File) hodc tai li€u Word. Bén dudi 1a mot
doan ma byte trong dinh dang cia ClamAV
cho tép second.exe.

Seconddotexe:1:77CF2463CC0263AB0185E6

Trong d6 "Seconddotexe" 1a dau ra duoc hién
thi bdéi chuong trinh quét ClamAV; day
thuong 14 tén ctia mot ho ma doc. Phan thir
hai 1a danh cho chuong trinh quét cuia
ClamAV biét duoc loai tép tin cua tép tin da
duge quét. Gia tri 'l1' dé chuong trinh quét
nhan biét cac tép tin thuc thi di dong (PE
files). D& quét bat ky loai tép nio, can phai st
dung gia tri '0'.
"77CF2463CC0263AB0185E6" 1a biéu dién
thap luc phan ctia doan chuong trinh hop ngit
dudi day.

start: 0x302C2F length: 0xC

77 nop

CF 24 call dword ptr [esi]
63 CC 02 add esi, 4

63 AB 01 add ebx, 1

85 E6 jnz short loc 302F30

Trong dinh dang ctia Yara doan ma byte dugc
bicu dién nhu sau.

rule example

{
strings:

signature = { 43 77 CF 24 63 CC 02
63 AB 01 85 E6 }

condition:
signature

}

Dinh dang diu hiéu nhin dang mi doc cua
Yara khac nhiéu so v6i ClamAV. Phong cach
¢t phap tuwong ty nhu mot cdu triic cia ngdn
ngit C. Chudi dau tién xéac dinh rang ching ta
dang tao ra moét ludt cia "example". Cac
"strings" va "condition" 1a cac tr khoa duoc
st dung boi chuong trinh quét Yara. Cac
“strings” s€ xac dinh cac dau hiéu nhan biét
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chuong trinh ma ddc. DAu hiéu nhan biét cua
Yara c6 thé 1a bét ky dinh dang nao tir chudi
(strings), hex-byte, regex va mot s6 dinh dang
khac. Tu khoa “condition” x4c dinh trong
nhiing trudng hop nao Yara s& canh bao vé
déu hi¢u nhan biét. C6 rat nhiéu diéu kién c6
thé xay dung cho Yara dé phat hién mot tép
tin (xem [2]).

Binary diffing

Céac ky thudt phan tich thu cong va ty dong co
thé duoc st dung dé tim cac khdi ma c6 mat
trong cac bién thé. Qua trinh so sanh nhiéu
tép tin thuc thi cho cac diém twong ddng dugc
goi la Binary diffing [3], [12], [13]. Binary
diffing theo cach thii cong bao gém viéc xem
xét ma hop ngit ciia nhiéu tép tin va ghi lai
céc phan ma ton tai trong cac tép tin. Khi cac
khdi ma duge xac dinh, mot sy so sanh lién
tiép co thé dugc thuc hién dé kiém tra sy
tuong dong. Néu ma c6 do tuong dong cao,
n6 c6 thé 1a mot tng cir vién tét cho cach
nhan biét byte-signature. Mot cach tiép can
ban ty dong cia ky thuat Binary diffing bao
gdém viéc nhom céc tép tin thanh cac tép tin
tuong dong nhau, sir dung mot cong cu dé
dich ma may thanh ma hop ngir (disassembler)
va ghi vao mot tép van ban, sau d6 so sanh va
phan tich cac doan md hop ngit twong dong
nay. Ching ta ¢ thé sir dung cong cu IDA
(Interactive Disassembler) [3], [14], [15] dé tao
ma hop ngu: va sau do str dung KDiff (cong cu
mi ngudn md dé so sanh sy khac nhau cta cac
tép tin) [16] nhu vi du sau.

C:\EXP\>dir
23,503 second.exe
23,503 second2.exe

C:\EXP\>"C:\ProgramFiles\IDAFree\idag

.exe" -B "second.exe"

C:\EXP\>"C:\ProgramFiles\IDAFree\idag

.exe" -B "second2.exe"
C:\EXP\>dir
51,262 second.asm
23,503 second.exe

204,956 second.idb

51,274 second2.asm
23,503 second2.exe
204,956 second2.idb

Co "-B" 1a dé tao ra mot CSDL cho IDA
(.idb) va mot dau ra 1a tep ma hop ngitr (.asm).
KDiff 1a mot cong cu t6t dé so sanh céc tép
tin bai vi n6 khong thye hién mot sy so sanh
tryc tiép gitra hai tép tin, no s& thir sip xép
cac doan ma bi tach biét bdi mat luorng 16n dir
liéu hodc ma. Cac phan nay co thé khac nhau
do mét chirc ning cé thé khong nam trong
mot tép thuc thi hodc co su xudt hién mi hoac
dir liéu rac. KDiff ciing ¢ thé so sanh dén ba
tép tin cung mét luc. Céac cong cu ty dong nhu
Bindiff [3], [17], PatchDiff2 [3] va
DarunGrim [3] ¢6 thé dugc sir dung dé tim
kiém su khac biét gitta cac tép CSDL IDA.
VxClass [3] 12 mgt cong cu khac c6 thé dugc
su dung dé tao ra cac bo bién thé, so sanh va
xac dinh cac ph?m ma ¢o thé duoc st dung
cho sy phat hién dua trén diu hiéu. Qua trinh
so sanh cling rt hitu ich cho viéc hién thi cac
doan ma noi cac ky tu dai dién can phai duogc
st dung cho sy phat hi€n dua vao byte-
signature. Cac ky tg dai dién s€ cho phép
chuong trinh quét bd qua cac byte ma khong
¢d dinh trong nhiéu bién thé. Cac byte khong
¢b dinh nay c6 thé bi gay ra bai viéc chén ma
rac, bd sung hoac loai béd ma hay dir liéu. Mot
su thay doi nho trong bd cuc tép tin c6 thé
pha v& qua trinh phat hién duya vao byte-
signature. Céc 1énh phé bién sir dung do léch
(offset) dua trén bd cuc tép 1a long jmps, 10i
goi cadc ham con (sub-routine), cac API hodc
cac lénh khic nhu cmp, mov, sub, add...
Cach t6t nhat 1a khi tao céac signature, ta luon
thém cac ky tu dai dién (wildcard) cho cac
offset, mic du chung van giit nguyén trong
nhiéu bién thé. Vi du duéi ddy cho thdy bd
cuc tép tin ¢6 thé pha v& qua trinh phat hién
dua vao byte-signature. Hai kh6i ma trong hai
tép three.exe va three2.exe, dia chi bat dz‘iu,
chirc ning va chiéu dai déu giéng hét nhau.
Su khéc biét duy nhit giita hai khdi ma 1a do
Iéch dia chi cia dword dugc so sanh véi ebx.
Su khac nhau trong bd cuc tép tin la do cac
chudi dau ra c6 d6 dai khac nhau.
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Khéi mi trong three.exe

start: 0x412368 length: 0x14

62 EC 6B 23 52 00 cmp ebx, offset
dword 52236B

1E 63 2B FF FF FF jnb loc 411236
CB 22 EC 23 00 mov esi, 23EC22h
6E 8B F2 lea edi, [ebptvar 20]

62 EC 6B 23 52 00 1E 63 2B FF FF FF
CB 22 EC 23 00 6E 8B F2

Khéi ma trong three2.exe

start: 0x412368 length: 0x14

62 EC 73 23 52 00 cmp ebx, offset
dword 522373

1E 63 2B FF FF FF jnb loc 411236
CB 22 EC 23 00 mov esi, 23EC22h

6E 8B F2 lea edi, [ebptvar 20]

62 EC 73 23 52 00 1E 63 2B FF FF FF
CB 22 EC 23 00 6E 8B F2

Trong dinh dang ctia ClamAV chung ta co thé
biéu dién cho ca hai t&p nay nhu sau.

Both three dot exe
:1:62EC******x*1E632BFFFFFFCB22EC2300
6E8BF2

Trong dinh dang ciia Yara ching ta c6 thé
biéu dien nhu sau.

rule both three dot exe

{

strings:

signature = { 62 EC ?? 2?2 2?2 2? 1lE 63
2B FF FF FF CB 22 EC 23 00 6E 8B F2 }
condition:

signature

}

5. CSDL dwa vao kinh nghiém

K§ thuat phat hién cubi cing 1a dwa vao kinh
nghiém (heuristics). Heuristics dugc st dung
khi chuong trinh ma doc hai qua phirc tap ddi
véi ma bam va byte-signature. Heuristics la
thudt nglt chung cho céc ky thuat khac nhau
duoc st dung dé phat hién chuong trinh doc
hai dua vao hanh vi cua chung. Py la mot

trong nhimg dang phat hién phic tap nhat.
Mot cong cu chong virus cé thé sir dung cac
ky thudt phan tich nhu gia 1ap moi truong,
APl hooking, sand-boxing, cac bat thuong
trong tép tin... dé phat hi¢n ma doc. Mbi cong
cu chéng virus st dung cac thuét toan khac
nhau va k¥ thuat doc quyén khac nhau. Mot vi
du don gian vé viéc tao ra mot ddu hiéu nhan
biét dya trén heuristics gém c6 mot API
logger va cac luat (rules) dua trén cac APL
Hay bt dau v6i chudi "Hello World" ctia ma
ddc Poison Ivy (mot loai Trojan trén hé diéu
hanh Microsoft Windows). Chiing ta c6 thé sir
dung mdt may chu lam vi du dé tao mot dau
hiéu nhan biét dua trén luat API (API rule).
Khi Poison Ivy dugc thuc thi n6 s€ tao ra mot
muteX, thém mot khoa (key) vao registry va
sao chép chinh né vao thu muc System32.
Mutex mac dinh cho Poison Ivy la ")!
VoqA.I4". Bang cach s dung chwong trinh
giam sat Kerberos APl Monitor ching ta cé
thé moé phong mot API hook (co thé duoc sir
dung bdi mot cong cu chéng virus). Mot luat
API dya trén heuristics cho Poison Ivy c6 thé
nhu sau.

Rule A

An API call to RtlMoveMemory with a
string of
"SOFTWARE\Classes\http\shell\open\com

mandv"
Rule B

An API call to CreateMutexA with a
string of ") !VogA.I4"

Rule C

An API call to GetSystemDirectory

if ( Rule A then Rule B then Rule C )
then

Process = PoisonlIvy

Keribos Output

Rule A

second.exe | 00401447 |
Rt1lMoveMemory (0012F458, 0040162F:
"SOFTWARE\Classes\http\shell\open\com
mandv", 00000028) returns: 0012F458
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Rule B room/whitepapers/forensics/intelligence-
driven-incident-response-yara-35542

second.exe | 0040155D | [Accessed Dec. 2, 2018].

CreatelMutexa (00000000, 00000000, [5]. V. M. Alvarez, YARA User's Manual, 2014.

0012F43B: ") !VogA.I4") returns: [6]. J. Kornblum, “Ssdeep’documentation,” 2015.

0000003C [Online] Available: https://ssdeep-
project.github.io/ssdeep/. [Accessed Dec. 2,

........... 2018].

Rule C [7]. J. Kornblum, “Identifying Almost Identical

cecond. exe | 004018BF | Files Using Context Triggered Piecewise

GetSystemDirectoryA (0012F6F1,

000000FF) returns: 00000013

6. Két luan

Bai bao trinh bay mot s ky thuat dé tao
CSDL miu mi doc cho cac chuong trinh
chbng virus. Chung t6i hy vong cac két qua
trinh bay trong bai bao nay s€ hitu ich va co
thé cung cap mot s6 y tuong cho nhimng ngudi
lam vé linh vyuc phén tich phan mi doc. Trong
thoi gian t6i chung toi s& tiép tuc nghién ciru
mo rong ky thudt phat hién dya trén kinh
nghiém tr do két hop véi cac thuat toan hoc
may vao qua trinh xdy dung cac hé thong co
kha nang ty dong nhan dién cac dang ma doc
mot cach chinh xac.

Lo&i cdm on

Bai bao 1a két qua nghién ciru cua d& tai cip
Dai hoc Thai Nguyén, tén dé tai: “Xay dung
phin mém diét virus ictuav”, mad sb dé tai
DPH2016-TNO7-01. Chiing t6i xin gui 101 cam
on dén cac thanh vién trong nhom di nhiét
tinh giup do trong qua trinh nghién curu.
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