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MQT GIAI PHAP XAY DUNG THIET BI TRUYEN THONG KHONG DAY
CHO PLC SU DUNG CHUAN ZIGBEE

Ping Vin Ngoc”, Nguyén Duy Minh, Hoang Thi Thuong
Truong Pai hoc Cong nghé Thong tin va Truyén thong — PH Thai Nguyén

TOM TAT

Trong cic nha may san xuét cong nghi€p ngay nay, hé thong gidm sat va diéu khién thong thuong
¢6 day doi hoi phai dao ranh dé dat day moi, sira chita hodc thay thé day cap cil c6 thé cuc ky t6n
kém, do kha nang m¢ rong thap vaty lé thit bai cao ciia cac dau ndi. Bai bao nay cung cap mot
giai phap xay dung thiét bi truyén thong khong day cho bo diéu khién logic 1ap trinh (PLC) sir
dung chuin ZigBee. Mot giai phap phan cting cua thiét bi da duoc thue hién, s dung PLC ghep
nbi voi bd chuyén dbi tin hidu theo chuin Ethernet va mo-dun truyén thong khong diy XBee S2.
Qua d6 tién hanh xay dung mot mang khong day bao gdm ba loal thiét bi: Gateway; Router; End
device. Hi¢u ndng cua mang da duoc dénh gi qua cac thong s6 nhu sau: Kha nang m¢ rong mang,
do tin cdy, tinh linh hoat, kha nang dinh tuyén mang, ty 18 truyén nhén goi tin cua toan mang. Két
qua cho thdy bo truyén thong khong day cho PLC c6 khoang cach truyén 1a 55.5m va 26.05m, ty 1&
truyén nhan géi tin 1a 98.4% va 84.2% tuong tmg trong moi truong khong vat can va cé vat can.
M6 hinh mang khong day thuc nghiém thyc hién duoc chirc ning tu dinh tuyén khi lién két duong
truyén bi hong va mé rong mang linh hoat.
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Dang Van Ngoc”, Nguyen Duy Minh, Hoang Thi Thuong
TNU - University of Information and Communication Technology

ABSTRACT

In today's industrial production plants, conventional wired monitoring and control systems that
require trenching to place new wires, repairing or replacing old cables can be extremely costly,
due to the possibility of low expansion and high failure rate of connectors. This paper provides a
wireless communication device building solution for a programmable logic controller (PLC)
using the ZigBee standard. A hardware solution of the equipment was implemented, using a PLC
paired with an Ethernet standard converter and XBee S2 wireless communication module.
Thereby building a wireless network including three types of devices: Gateway; Router; End
device. Network performance has been assessed through the following parameters: Network
scalability, reliability, flexibility, network routing, and packet transmission rate of the entire
network. The results show that the wireless communication unit for PLC has transmission
distance of 55.5m and 26.05m, packet transmission rate is 98.4% and 84.2% respectively in an
obstacle-free and obstructive environment. The experimental wireless network model performs
self-routing when link failure and flexible network expansion.
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1. Giéi thiéu

Hién nay trong cac day truyen san xuét tai cac
nha may, xi nghlep su dung mang truyen
thdng cung cap nhiéu loi thé nhung yeu cau
day cap dé két ndi cac thiét bi. Piéu nay dan
dén chi phi lap dat va bao tri cao, do kha nang
mo rong thap va ty 1¢ that bai cao trong viéc
két ndi cac dau ndi. Mot trong nhitng d6i méi
htra hen nhat trong cac nha may san xuét 1a sy
ra doi cua cong ngh¢ khong diay. Muc dinh
nham thay thé s6 luong 16n cap hién dang ndi
day cho céc nha may bang hé thong khong
déy s€ cho phép giam chi phi trién khai va
bao tri. Cac hé thong khong day ciling cho
phép céac ting dung moi vi tinh di dong néng
cao va md hinh giao tiép linh hoat hon [1].

Trong cac cong nghé khong day dung trong
mang khong day (Wifi, Bluetooth, ZigBee) Xu
hudéng hién nay sir dung nhiéu cong ngh¢
ZigBee [2] va IEEE 802.15.4 [3] do cong suit
tiu thy nho, gia thanh thip, dé mo rong
mang, truyén nhan dir liéu dang tin cay.

l
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Hinh 1. So d6 hé thong mang khéng ddy
Hién nay, mot sb hing PLC ph6 bién nhu
Mitsubishi, Omron, Siemens,... Trong do, pho
bién va thong dung nhét 1 hang Siemens, dién
hinh Ia cac dong PLC S7-200, S7-300, S7-400,
S7-1200, S7-1500. Tuy nhién, trong cic tng
dung hi¢n nay, PLC hau hét sir dung cac bd
truyén thong c6 day truyen théng [4]. Chinh vi
véy, chiing t6i dua ra giai phap xdy dung b
truyén  thong khong day  (Wireless
Communication Module-WCM) cho PLC si
dung chuin ZigBee. Qua do xay dung mot
mang khong day nhur hinh 1 dé thu thap dir licu
thong sd nhiét do thong qua cac thiét bi
Gateway, Router va End device hién thi gia tri
trén giao dién HMI va WinCC. Sau d6 dua ra
cac kich ban dé danh gia mang khong day nhur:

khoang cach truyén thong, kha ndng mo rong
tam hoat dong, kha ning dinh tuyén ctia mang,
ty 1& truyén va nhan dit lidu.

2. Thiét ké hé thong
2.1. Gidgi phdp phén cirng
Trong thiét ké nay, phan cung cua hé thong

st dung hai phuong thirc truyén thong dir licu
nhu sau:

e Truyén thong dir liéu khong day

e Truyén thong dit ligu c6 day

Truyen thong dir li¢u co day: Bo xur ly trung
tam st dung Kit Arduino UNO [5] ket noi véi
module Ethernet Shield [6] dé truyén thong
dir liéu do PLC (S7-1200) [7] xtr 1y tin hi¢u tur
cdc cam bien hodc tin hi¢u di€u khién co cau
chap hanh thong qua chuan Ethernet st dung
giao thirc Modbus [8].

Truyén thong dir lieu khong day: Bo xu ly
trung tam ghép ndi véi module XBee S2 [9]
dé truyen/ nhan dir liéu trong WSN thong qua
chuan ZigBee.

Hinh 2 minh hoa so d6 khdi cua bod truyén
thdng khdng day.
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Hinh 2. Sordo khoi bé truyén thong khéng day — (WCM)
Hinh 3 minh hoa so @6 ghép ndi cia WCM.
2.2. Cétu hinh phan ciing

e Thiét bi End device/Router

Hinh 4 minh hoa so d ghép n01 clia thiét bi
End Device/Router, trong do thiét b str dung
PLC S7-1200, cam bién nhiét d6 PT100 va
WCM. Cam bién PT100 truyén tin hiéu nhiét
do vé cho PLC. PLC s€ xu ly tin hi¢u ctia cam
bién rdi sau d6 truyén gia tri nhiét do xudng
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cho b6 WCM dé dinh dang khung truyén ¢
dang 3 byte dir li¢u “ID_phantach_nhietdo”.
Sau d6 dir liéu dugc WCM truyén khong day
cho nat Gateway.

15}'[01 TRp{E) ) KEOIXILY 1(1{”0; TRL"YE;\
THONGKHONGDAY |4—> oo (4| THONGCODAY
(ZIGBEE) ’ (ETHERNET)
KHOINGUON

Hinh 3. So d6 ghép néi bé truyén théng khéng day
— (WCM)

Dé cau hinh phan cing nguoi dung st dung
phan mém mién ph1 X-ICTU do héang Digi
International cung cap dé nap firmware cho
module Xbee S2 nham dinh dang bo truyén
thong cua thiét bi 1a End device/ Router/
Gateway Ngoal ra, phan mém Arduino IDE
va phan mém Tia Portal V13 s& glup nguoi
dung lap trinh phan cing cho PLC va WCM
mot cach dé dang.

e Thiét bi Gateway (GN)
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Hinh 4. So do ghép néi ciia thiét bi
End device/Router
Hinh 5 minh hoa so dd ghép nbi cua thiét bi
Gateway, trong do sir dung PLC S7-1200 ghep
no6i véi bo WCM, man hinh HMI KTP-400 va
méy tinh thong qua Switch, sau d6 c4u hinh sao
cho dia chi IP phai trung Network ID nhung
khac nhau Host ID. Gia tri nhigt do duoc
truyén khong diy tr cac thiet bi End
device/Router vé cho Gateway xur 1y boc tach

dir liéu va hién thi nhiét d6 thu dugc 1én man
hinh HMI va giao dién WinCC trén may tinh.

HMI

ETHERNET

PLC $7-1200

ETHERNET

Hinh 5. So' @6 ghép noi ciia thiét bi Gateway
2.3. Gidi phdp phin mém
2.3.1. Thiét ké giao dién cho man hinh HMI
KTP-400

Giao dién man hinh HMI KTP-400 dugc thiét
ké vé6i hai biéu dd hién thi gia tri nhiét d¢. Gia
tri “NHIET DO 1” biéu dién véi thang do
100°C ung dyng trong do nhié¢t 4o moi trudong
khong khi, nudc, dat, v.v... Gia tri “NHIET
DO 27 bleu dlen véi thang do 800°C tung
dyng trong moi trudong c6 nhiét d6 cao nhu 10
hoi, 16 nhiét, v.v... Hinh 6 minh hoa thiét ké
giao dién man h1nh HMI KTP-400.

SIEMENS

HMI_1 GIAM SAT THU THAP DU LIEU

NHiét D6 DCN_1

Nhiét D4 DCN_2

o |

Hinh 7. Giao dién trén WinCC
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2.3.2. Thiét ké giao dién WinCC Flexible

Tuong tu nhu thiét ké trén man hinh HMI,
giao dién WinCC trén may tinh ciing duogc
thiét ké voi hai biéu d6 gia tri nhiét do la:
“NHIET DO 1” va “NHIET DO 2” nhu miéu
ta trong hinh 7.

2.3.3. Cdu hinh phian mém
e Thiét bi End device/Router

CAu hinh dia chi IP cho PLC cta End device dia
chi 192.168.0.4, Router 192.168.0.5 va dia chi
Subnet mask 255.255.255.0. Khoi 1ap trinh
Main (OB1) duoc cau hinh d truyén dir liéu
cho WCM thong qua chuan Modbus TCP/IP.
Hinh 8 miéu ta cdu hinh khi 1énh MB_Client
trong OB1.

%Wwsa

“MB_CUENT_DB"
MB_CLIENT
EN ENO
*%Qo.0 *MB_CLIENT_
“Tag_7" DONE —iDB" DONE
—At—-reQ *MB_CLIENT.
BUSY —DB".BUSY
%0 "MB_CLIENT_
“Tag_10" ERROR — DB" _ERROR
— }——— pisconnecT “ME_CLIENT_
CONNECT_ID STATUS — D8".STATUS
IP_OCTET_1
IP_OCTET_2
IP_OCTET_3
IP_OCTET_4
\P_PORT
ME_MODE

ME_DATA_ADDR
MB_DATA_LEN
PIDB2 DBX0 .0

*Data_block_

2" DATA_NHAN ME_DATA_FTR

Hinh 8. Cdu hinh khéi lénh MB_Client

Hinh 9 minh hoa bang cdu hinh khéi truyen
thong Data_block_1 dé PLC giao tiép véi
WCM qua dia chi IP 192.168.0.20.

Data_block 1

Name Dats type Offset Start value
< v Static
<= ¥ connection ‘TCONJF’;M ﬂ 0.0
- = Interfaceld HW_ANY 0.0 &4
- L] 1D COMN_OUC 20 1
0| L] ConnectionType Byte 4.0 6%0B
- - ActiveEstablished  Bool 5.0 TRUE
- = ¥ RemoteAddress IP_v4 6.0
- = v ADDR Array(1_4] of Byte 00
< = ADDR[1] Byte 0.0 192
< ADDR[2] Byte 10 168
- ADDR[3] Byte 20 o
&0 | ADDR[4] Byte 30 20
- L] RemoteFort Uint 100 502
- L] LocalPort Uint 120 o

Hinh 9. Cau hinh ciia khéi truyén thong
Khéi Data block 2 dwoc ciu hinh kiéu méang
s6 nguyén (int) vi 3 gia tri duoc truyén di 1a ID
(DATA[O0]), gia tri phan tich (DATA[1]), nhiét
d6 do duoc tr cam bién nhiét PT100

(DATA[2]) duoc gan vio MB_DATA PTR dé
truyén dit liéu nhu hinh 10.
Data_block_2

Mame Data type Offset
<@l ~ Static

<m[= ~ DaATA | Array0..2] o... 0.0
- = DATA[O] Int 0.0
4m = DATA[1] int 2.0
@ = DATAL2] Int 4.0

Hinh 10. Cdu hinh khoi truyén dir liéu
e Thiét bi Gateway

Céu hinh dia chi IP cho PLC ciia Gateway dia
chi 192.168.0.11. Khéi lénh MB_CLIENT
trong khdi Main OBI1 dugc thiét 1ap dé nhan
dir liéu nhiét do tir thiét bi Router va End
device thong qua chan MB_MODE dugc thiét
1ap bang 0. Cau hinh dia chi IP: 192.168.0.21
ciia WCM trén PLC duoc miéu ta nhu hinh 11.

w84

“*MEB_CLIENT_DB"
MB_CLIENT
EN ENO
%o 0 *MB_CLIENT_
*Tag_7" DONE — DB* DONE
—4t——re0Q *MB_CLIENT_
BUSY —DB".BUSY
%01 “ME_CLIENT_
*Yag_10" ERROR —4 DB"_ERROR
—— }——— pisconmEecT “MB_CLIENT_
CONNECT_ID STATUS DE™.STATUS
IP_OCTET_1
IP_OCTET_2
IP_OCTET_3
IP_OCTET_4
IP_PORT
MB_MODE
MB_DATA_ADDR
MB_DATA_LEN
PIDB2 DBXD .0
“Data_block_

27 DATA_NHAN MB_DATA_FTR

Hinh 11. Cdu hinh khéi lénh MB_Client nhdn dit
liéu cia thiét bi Gateway
Hinh 12 miéu ta khi Data block 1 voi dia chi
6 nhd tr 40001 dén 40006 dé lu’u dir liéu tur
thiét bi Router va End deive giri vé.
Data_block_2

Mame Data type Offset

<@ ~ Static

0| * DATA_MNHAM | arrayio.s] o... [El[~] 0.0
S| = DATA_NHAN[O] Int 0.0
< [ DATA_NHAN[1] Int 2.0
S| [ DATA_NHAN[Z2] Int 4.0
< [ DATA_NHAN[3] Int 6.0
< [ DATA_NHAN[4] Int 8.0
< [ DATA_NHAN[S] Int 10.0

Hinh 12. Cdu hinh khéi nhén dit liéu
2.3.4. Luu do thudt todn
Hinh 13 minh hoa Iuu d6 thuat toan phan
mém nhing cho bd WCM cua thiét bi
Gateway Hinh 14 minh hoa thuat toan phan

mém nhung cho by WCM trén thiét bi
Router/End device.
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| EChii tao ba TART |
| EChii tao ¢ hoin AMoedbus TCF/ TP |

| EChdi tao trang thai hoat dGnes cia |

GateWay
| Ehéi tas PAN ID |
| EChéi tao kénh trivén |

| M hin dir ién tir na X |

Truyen dir lifn mit X cho PLC thins qua
Alodbus TCEIP

Hinh 13. Luu do thudt todn WCM ciia thiét bi Gateway

| Khéi tas bé UART |

¥

[ Khéi tac chuin Medbus TCP/ TP l

Hhidtao trang thai hoat ding cia Router.
End Device

| EChéi tan phrons thirc truyén Broadcast |

!

l Nhin dir liféunhiét 46 PT100 tir PLC ‘

Niut X tham gia vao mang?

Truyén dir Eén nhiét & cianat X cho nit
Gateway

Hinh 14. Luu do thugdt toan phan mém nhiang cho
WCM cua thiét bi Router/End device

3. Két qua va danh gia

Hinh 15 miéu t& mé hinh phan cimg thyc té
cua b WCM. Hinh 16, 17 mi€u ta ghép noi
thiét bi Router/End va Gateway trong thyc te.
Gia tri nhiét do cia PT100 thu thap tr nuat
End device do ¢ moi truong khong khi va nut
Router do & moi truong 10 hoi hién thi trén
giao dién HMI va WinCC dugc miéu ta trong
hinh 18, 19.

Hinh 17. Thiét bi Gateway

VI 1 GIAM SAT THU THAP DU LIEU

Hinh 18. Gid tri nhiét @6 hién thi trén HMI

NHiét P DCN_1

!

[ 29 C

Nhigt B DCN_2

| 87 C

_ e |

Hinh 19. Gid tri nhiét dé hién thi trén giao dién WinCC
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3.1. Danh gia khodng cdach truyé;n giita cdc
nut trong mang

Thi nghiém dugc thuc hién nham danh gia
khoang céach truyén/nhan dir liéu gitia cac bo
WCM cua thiet bi Gateway/Router/End
device trong moi treong khong c6 vat can va
c6 vat can. Mo hinh cua thi nghiém duogc
miéu ta trong hinh 20.

. Gateway

- -®
. . End device

Hinh 20. Khodng cdch truyén/nhdn giita hai niit
trong mang

Hinh 21 miéu ta két qua khoang cach
truyén/nhan dit liéu cua hai nut trong mang
duoc thyc hién trong 15 phép do. Thu duogc
khoang céach trung binh trong méi truong
khong c6 vat can la 55,5 m, con trong moi
truong co vat can khoang cach 1a 26,05 m.
Khoang cach truyén gitta cac nit mang

60
e e —*
50
40

30

20

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

== Khing vat can Co vt can
Hinh 21. Khodng cdch truyén/nhdn giika hai mit

3.2. Pdnh gid mé réng tim hoat dpng
Khoang cach truyén/nhan dir liéu ctia cac nuit
bi han ché (55,5 m hodc 26,05 m), do do6 dé
gidi quy€t bai toan ndy ta st dung cac nut
Router dong vai tro trung chuyén dir liéu
nhdm tang khoang cach. M6 hinh thi nghiém
duoc thé hién trong hinh 22.

. Gateway
—

/‘-\ -
+——» | R| «—» [®r] Router

5, / R

p—

. End device

Hinh 22. M6 hinh mo réng hoat dong
Thyc hién thi nghi€ém vaéi khoang cach 100 m
tir nat Gateway dén ntt End device. Két qua
cho thiy ndt Gateway van nhan dwoc goi tin
tr nat End device, chiing to nut Router da
hoat dong nhu mo hinh dua ra.

3.3. Pdnh gid khd néing dinh tuyén

Sau khi hinh thanh mang khong day dir li¢u
s& duogc chuyén tir thiét bi nay sang thiét bi
khac str dung duong truyén t6i wu nhat. Tuy
nhién, trong qua trinh truyén dit liéu cac nut
trung chuyén dir liéu (Router) c6 thé bi hu
hong hodc mét ngudn dan téi dudng truyén bi
gian doan. Vi thé, cac nut trong mang phai tu
khoi phuc mang thong qua dinh tuyén mang
ludi dé khoi phuc lién két dir liéu. M6 hinh thi
nghiém dugc miéu ta trong hinh 23.

®

Hinh 23. M6 hinh mang phuc héi lién két

Tién hanh thi nghiém ta thay, dit liéu cta nut
End device giri cho nit Gateway théng qua
Routerl. Sau mot khoang thoi gian 1am viéc,
Router 1 duoc tit di dé cho nit End device
phai im mot con duong khac dé chuyén géi
tin dén ntt Gateway. Khi nat Router 1 tit thi
duong lién két dir liéu cua End device dugc
chuyén sang nat Router 2 dé dén nut
Gateway. Vay két ludn mang c6 kha ning
dinh tuyén.

. Gateway
o

{®] Router
N

. End device

3.4. Ddanh gid ty 1¢ truyén/nhdn géi tin

+ M6i trudmg khéng cé vat can

Nut Gateway dugc dat cach nut End device
v6i khoang cach 20 m. Chang toi s dung
phéan mém X-CTU véi tinh nang Range test
dé thiét lap thur nghiém gui 500 goi tin voi
thoi gian truyén 1s/1goi tin.

e 5 s

S Range Test type: | Cluster D 0x12 v
Packet payload: | Configure payload.

8
- g
-~ -

L =} a Rx timeout (ms); 1000

Teinterval (ms): 1000

. RssI[dBm]

@) Number of packets: 500
pax
W 9 LocalRssl [l (4 Remote rsst [l ) Percentage () Loopinfinitely

Packets sent 98.40%
Remote: -88 dBm ST)O -

Tx errors: 8

Local -89 dBm

Packets received
492

Packets lost: 0

Hinh 24. Ty I¢ truyén nhdn géi tin ¢ khodng céch
20 m khéng ¢ vdt can
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Hinh 24 miéu ta két quad thtr nghiém thu dugc
v6i 500 goi tin gui di tir nat End device thi c6
8 goi tin truyén di bi 16i. Ty 1 truyén nhan
gai tin thanh cong la 98.40%.

+ Moi trwong co6 vat can

Tuong tu nhu thi nghiém trong moéi truong
khong c6 vat can, nut Gateway duoc dat cach
nat End device v6i khoang cach 20 m va thiét
1ap thir nghiém vai 500 goi tin.

Select the local radio device; @ Select emate radio device;

@ CO13AZOHUEEMB  Coordinator Zighee  API2 | Remate selection

Discovered device -

0013A20040FCF1D6 - ROUTER 9 -

Range Test

Configuration
Range Test type: | Cluster ID 0x12
Packet payload: | Configure payload...

RsSI [dBm]

*a R timeout (ma); 1000
Teinterval (ms): 1000
(®) Number of packets; 500
M (V) tocoi rssi [l (%) Remote Rssi [l (¥ Percentage ) lempininis

Packets sent 84.20%
Remote: -83 dBm 500

Tx errors: 1
Packets received
421

Packets lost: 78

Hinh 25. Ty I¢ truyén nhdn géi tin ¢ khodng cach
20 m c6 vdt can

Local: -85 dBm

Hinh 25 miéu ta két qua thir nghiém thu duoc
véi 500 goi tin gui di tr nat End device thi c6 1
g0i tin truyén di bi 16i, 78 gbi tin nhan bi mat.
Ty 1& truyén nhan goi tin thanh cong 1a 84.20%.
4. Két luan

Trong bai bdo nay ching t6i da xay dung
thanh cong bd truyén thong khong day
(WCM) cho PLC sir dung chuan ZigBee. Tir
d6 ghép ndi thanh cong cac thiét bi Gateway,
Router va End device. Dya trén céc thiét bi da
thiét k&, ching t6i di xdy dung dugc mot
mang khong day cho PLC, dong thoi thiét 1ap
mot s6 thir nghiém dé danh gia khoang cach
truyén thong, kha ning mé rong mang, ty 18
truyén nhan géi tin, kha ning dinh tuyén ciu
hinh mang ciia cac thiét bi trong méi truong
c6 vat can va khong c6 vat can.

Dbi v6i cong viée trong twong lai, ching toi
s sir dung két qua ciia bai bao nay dé nghién

ciru mo rong di sau vao viéc xay dung mot l}é
SCADA khong day tmg dung cho bai toan cu thé.
Loi cam on

Nghién ciru ndy 1a san pham ciia dé tai cap co
s& ¢6 ma s6 T2020-07-02, duoc tai tro béi
kinh phi cia Truong Pai hoc Cong nghé
Thong tin va Truyén thong.
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