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NGHIEN CUU XAY DUNG HE THONG XAC THUC PA NHAN TO
CHO WEBSITE

Ping Xuan Bao”, Tran Thi Xuyén, Hoang Thu Phwong, Nguyén Thi Hong Ha
Hoc vién Ky thudt Mdt ma

TOM TAT

Mot trong nhitng yéu ciu quan trong ciia an toan thong tin 1a xac thuc danh tinh ctia dbi tuong
dugc cap quyén s dung céc tai nguyén dién toan cua hé thdng nhu truy nhép tai khoan, doc va
chinh sira tai liéu d6i voi hé thdng thong tin ciia co quan nha nude, hay thuc hién cac giao dich
tryc tuyén trong cac hé théng thuong mai dién tr. Phuong thire xac thyc tryc tuyén phd bién nhat
hién nay la s dung mat khau. Tuy nhién, trong bdi canh hién nay tinh an toan cua phuong phap
nay khong cao. Dé tang tinh an toan trong qua trinh xdc thyc can st dung mat khau véi cac yéu t6
khac, hay x4c thuc da nhan t6. Bai bio nay s& gidi thidu mot phuong phéap xay dung hé thong xac
thuc da nhan td cho mot website.

Twr khéa: Xdac thue, xdc thwe da nhan t6; ma OTP; md HOTP; ma TOTP; md OR
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ABSTRACT
One of the most important requirements of information security is to authenticate the identity of
the object, who authorized to use the system computing resources such as account access, read and
edit documents for the information system of state agencies, or conduct online transactions in e-
commerce systems. The most popular online authentication method is to use a password.
However, in the current context, the safety of this method is not high. To increase the security for
authentication process, the password should be used with other factors, or called multi-factor
authentication. This article will introduce a method to build multi- factors authentication system
for a website.
Keywords: Authentication; multi-factor authentication; OTP code; HOTP code; TOTP code;
QR code.
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1. Gioi thiéu

Xac thuc la viéc xac lap hoac chirng thuc mot
thyc thé dang tin cdy, c6 nghia 1a nhiing
thong tin do mot ngudi dua ra hoic vé mot cai
gi d6 1a dung dan. Xac thuc mot dbi tugng
con ¢6 nghia 1a cong nhan ngudn goc cua ddi
tuong, con xac thuc mot nguoi thuong bao
goém viéc tham tra nhan dang c& nhan caa ho.
Xéc thue 1a khau dic biét quan trong dé bao
dam an toan cho hoat dong cua mot hé thdng
thong tin. D6 1a mot quy trinh nham xac minh
nhan dang sé cua bén g thdng tin trong lién
lac trao d6i, xur ly théng tin, chang han nhu
mot yéu ciu ding nhap [1]. Mat khau ding
nhap la mot dang xac thuc danh tinh nguoi
dung. Nguoi dung s& st dung né dé diang
nhap vao website, ung dung va dir liéu.
Nhung kiéu xac thuc danh tinh truyén thng
nay dé dang bi hacker bé khoa. Bé tang tinh
an toan cho qué trinh xac thuc, giai phap xac
thue da nhan t6 da dugc sir dung. Xac thuc da
nhan té la su két hop téi thiéu cua 2 trong 3
nhan t6 sau day [2]:

- Something that you have: Nhitng gi ma chi
ban m&i c6. Chiang han nhu thé théng minh,
thiét bi token cua ngan hang.

- Something that you are: Nhitng gi thudc vé
sinh tric cia ban. Vi du nhu dong tir, trong
mét, ddu van tay hay giong noi cua ban...

- Something that you know: Nhirng gi ma chi
ban m¢i biét. La nhiing thdng tin ma mot
minh ban tao ra nhu: tén diing nhap, mat khau
dang nhap, tén nguoi than cua ban, ngoi
truong cap 3 cua ban,...

Xac thuc da nhan té thuong hay dugc st dung
trong linh vuc nhu kinh doanh online, ngén
hang, mang xa hdi... Hién nay, trong xac thuc
da nhan t6, nhan t§ dau tién duoc st dung
thuong 12 mét khidu do ngudi dung cai dit,
con nhan t6 thir hai thuong 1a mat khau st
dung mot 1an (OTP). Péi voi mat khiu st
dung mot lan, ma OTP (hinh 1) va Token vat
1y (hinh 2) 14 hai Iya chon duge sir dung nhiéu
nhét hién nay [3].

Ma OTP la 245462. Ma
OTP chi su dung 1 lan
cho giao dich ngan hang
dien tu Techcombank.
Quy Khach vui long bao
mat thong tin. Hotline:
1800588822

Hinh 1. Ma OTP dwoc giri qua tin nhdn khi thuc
hién giao dich ngdn hang dién tir Techcombank

S
— ‘.‘.’/::’&_\.,/. il /s

Hinh 2. Token key sinh ma OTP khi thuc hién
giao dich ngdn hang dién tr Techcombank

Tuy nhién, chi phi khi sir dung ma OTP la rat
16n (phi tin nhén, phi thiét bi). Vi vay, trong
bai bao nay chiing t6i trinh bay giai phap xay
dung xac thyc da nhan td sir dung hé théng
phin mém, giup tiét kiém chi phi cho qua
trinh x4c thuc da nhan t6. Thuc nghiém duoc
tién hanh trén mot website gia dinh.

2. Giai phap va cong nghé thwe hién

Hién nay c6 hai cach sinh ma OTP la sinh
theo phuong phap dong by bo dém (RFC-
4226) va sinh theo phuong phap dong bo thoi
gian (RFC-6238). Theo RFC-4226, thuat toan
sinh OTP duva trén déng bd bd dém dugc goi
I HMAC-Based One-Time Password
Algorithm (HOTP), voi

HOTP (K,C) =Truncate (HMAC_SHA-1(K,C)) (1)
Trong do:

- K: Gia tri chia sé bi mat gitra Client va Server.
- C: Bo dém da duoc dong bo giita Client va
Server, C c6 d6 dai 8 bytes.

- Truncate(): Ham tach chudi, thuc hién viéc
trich xuat két qua tor ham bam Hash d€ cé
dugc mat khau OTP.
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- HMAC_SHA-1(K,C) 1a mC)t’ ham tinh toan

dua trén thuat toan HMAC két horp vO1 ham

bam SHA-1 cuia gia tri K va by dém C.

HMAC_SHA-1(K,C)=SHA-1(K&@Cl... ||

SHA-1(K& C2... I C)) 2

voi:

- C1 = 0x36 (36 trong h¢ thap luc phan).

- C2 =0x5c¢ (5C trong hé thap luc phéan).

Gia trj mat khau duoc tinh theo cong thuc:

HOTP = HOTP(K,C) mod 10° (3)

Trong d6: d 1a sé chit s6 cua OTP, thong
thuong mot mat khau OTP sinh ra ¢6 do dai
tir 6 dén 8 chit sb.

Truncate
N SHA

| _ L ' p-3dgk
N 15001 )
N HMAC 3.
|
- |
W I
|

Hinh 3. So' d6 md ta thugt todn HOTP sinh mat
khau OTP

Tiéu chuan RFC 6238 dua vao thuat toan
Time-based One Time Password (TOTP). N6
c6 phuong thirc hoat dong tuong tw HOTP da
trinh bay ¢ muc trén. TOTP ciing ¢6 hai nhén
t6 1a khoa chia sé va mot bo dém (gidng nhu
gia tri K va C trong HOTP), nhung b dém
cua TOTP hoat dong khac so voi HOTP. Cu
thé thuat toan TOTP sinh mat khdu OTP dya
theo thoi gian thi gid tri T vé thoi gian dugc
tinh nhu sau:
T = (Tcurrent_unix_time — T0) / X 4)
Trong cong thure (4) ¢ trén:
- Tcurrent_unix_time la gia tri thoi gian hién
tai dugc tinh theo thoi gian Unix (duoc tinh
tr thoi diém cua Unix Epoch 13 ngay
01/01/1970 theo UTC (gid chuan quéc té).
- TO: La gia tri thoi gian ban dau (thuong
chon T0=0).
- X: La budc thoi gian, day 1a tham sb quyét
dinh thoi gian hop 1& ciia mat khau OTP.

- T l1a két qua tinh (da ldy phan nguyén) tir
cong thirc tinh toan trén.

Thuat toan TOTP dua trén thuat toan HOTP
(RFC-4226) thay gia tri dém (C) bang gié tri
thoi gian (T):

TOTP = HOTP(K, T) (5)

D6i voi thuat todn TOTP d¢ dai cia mat khau
OTP duoc tinh nhu sau:

TOTP = TOTP(K, T) mod10¢ (6)
Trong cong thirc (6): d 1a sb chir s6 ciia mat
khiau OTP. Ciing giéng véi HOTP, TOTP
thong thuong ciing c6 do dai tir 6 dén 8 ky tu.
So sanh hai phuong phap nay, phuong phap
sinh md OTP theo déng bo thoi gian an toan
hon vi dam bao viéc ma OTP duogc sinh ra chi
¢ tac dung trong mot thoi gian ngin chon
truge, con ddi véi ma OTP duge sinh ra theo
phuong phap dong bo dém thoi gian tac dung
phu thudc vao sb su kién dang nhap va cé thé
ton tai mot khoang thoi gian dai, dan dén viéc
c6 thé bi tim ra [4]. Vi vdy, trong nghién ciru
nay lua chon phuong phéap sinh ma OTP theo
ddng bo thoi gian (RFC-6238). Véi phuong
phap dong bo thoi gian, ma OTP dugc sinh
theo thuit toan Time-based One Time
Password [5]. Trong thuat toan Time-based
One Time Password viéc lya chon tham sb X
1a rét quan trong, anh huong dén hoat dong ciia
hé thong. Néu X qua 16n s& gitp ké tin cong do
ra duoc mi OTP, néu X qué bé s& gay kho khin
cho nguoi dung. Trong RFC-6238 thoi gian X
mic dinh 13 30 gidy. Pé dam bao tinh bi mat
cua khoa chia sé, viéc gui khoa chia sé dugc
thuc hién thong qua ma QR [6].
3. Thiét ké xay dung h¢ théng
Ciu triic hé thong
Nhu vay, hé théng x4c thuc da nhan té cho
website bao gdbm nhitng thanh phan sau day:
may chi sinh ma QR; may chi web; may
chu co s& dir liéu; rng dung doc ma QR va
sinh ma OTP trén dién thoai ciia nguoi dung
(hinh 4).
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- May chu sinh ma QR lam nhiém vu sinh khéa
chia sé, dong goi khoa chia vao mot ma QR va
gui toi ung dung doc ma QR trén may nguoi
dung thong qua giao dién trén may chu web.

- Ung dung doc mi QR trén may ngudi dung
doc ma QR tir may chu gui dén, lay khoa chia
s¢ va sinh ma OTP theo RFC-6238. Ma OTP
duogc sinh ra s€ st dung trong qua trinh dang
nhap cua nguoi dung.

- May cha web tién hanh xac thuc nguoi dung
bang mat khau va ma OTP

- May chu co s¢ dit liéu luu dir li€u cia tung
nguoi dung nhu té€n dang nhap, mat khéu, ma

QR...
™~ Ny ch% e
ma QR
R

5 .

Ngwdi ding voi img Miy chiz web

dung doc mi QR

Hinh 4. Hé théng xdc thue da nhdn t6 cho website

4. Tich hop hé théng token mém trong qua
trinh xac thwe nguwoi dung

Modul xac thuc dugc xay dung dua trén su
két hop dang nhip bang username va mat
khéu cOng vadi viée xac thuc ma OPT.

Nguoi dung s€ phai dang ki tai khoan vdi hé
thdng thuong mai dién tir. Sau d6 nguoi ding
c6 thé tuy chinh bat tat tinh nang xac thyuc hai
16p trong phén cai dit.

Khi bét tinh nang xac thyc hai lop phia server
s€ tao ra mot ma QR c¢o6 dang nhu sau:
optauth://totp/<Host>%3A<Username>?secret=
XXXXXXXXX> & digits=<x>&issuer=<Host> (7)

Trong d6

- Host: s& 1a tén mién ctia hé thong.

- Username: tén dang nhap cua ngudi dung.

- serect: 1 khoa bi mat dwoc hé thong tao ra.
DPé c6 thé thuc hién viée xac thuc b?mg ma
QR, dau tién nguoi ding can bat tinh ning
nay. Sau khi bat thanh cdng may chu s& sinh
mot md QR c6 dang (7) khac nhau cho mdi
nguoi dung. Nguoi dung s dung phan mém
doc ma QR trén dién thoai dé nhan khoa bi
mat 1am tham s dau vao cho qua trinh sinh
ma OTP.

Trong pham vi bai bio nay phan mém doc ma
QR duogc st dung la Google Autheticator [7].
Sau d6 nguoi ding sir dung mat khau va ma
OTP duoc sinh ra dé tién hanh xdc thuc khi
dang nhap. Trinh tu hanh dong clia nguoi
dung dugc néu trong hinh 5.

Vé6i lan dang nhap du tién vao website,
nguoi dung chi sir dung mat khau. Trong lan
dang nhap nay ngudi dung giri yéu cau bat
tinh nang xac thuc hai 16p. Khi tinh nang xac
thuc hai 16p duoc bat trén website, nguoi
dung s€ nhan dugc mot ma QR do may chu
sinh ma QR sinh ra qua giao dién cia website.
Nguoi dung sir dung tng dung quét ma QR
dé doc mi nay va sinh md OTP theo RFC-
6235 va su dung cho cic lan dang nhap tiép
theo. Tir lan dang nhap thr hai nguoi ding
can sir dung ca mat khiu va m3 OTP duoc
sinh ra trén tng dung Google Autheticator dé
tién hanh xéc thuc.

V& phia may cha website, khi nhan dugc yéu
ciu sir dung tinh ning xac thyc tir phia ngudi
dung, glri yéu cau nay dén may cha sinh ma
QR. May chu sinh mi QR tién hanh sinh ma
QR cho tirng nguoi dung theo RFC-623(x06a
phan chit o nay). Ma QR nay dugc gii t6i
giao dién website va luu vao co s¢ dir li¢u.
Khi nguoi dung dang nhép lai s& tién hanh
kiém tra mat khdu va ma OTP cta ngudi ding
(hinh 6).
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>

Ngudi ding yéu cau bt
xac thuc hai lop

4

Quét ma QR

v

Pang nhap sir dung mét
khau va ma OTP

Hinh 5. So do thudt todn hoat déng nguwoi ding
khi dang nhap

3

Nhan yéu ciu bat xac
thuc hai lop

k¢

Tao va giri ma QR cho
ngudi dang

4

Kidm tra mat khdu va
ma OTP cua nguoi
dung

Hinh 6. So do thudt todn hoat dong ciia mdy chii
khi xac thuc

4.1. Thiét ké cdc chirc ning ciia mdy chii
sinh mad QR
Pé tao md QR trong nghién ciu s dung
framework ma nguén m¢é Django (thu vién
django otp) [8]. Poan code tao ma QR va gui
tra vé cho client nhu sau:
def get(self, request, *args, **kwargs):
# Get the data from the session
try:
key =
self.request.session[self.session_key name]
except KeyError:
raise Http404()
# Get data for grcode
image_factory_string = getattr(settings,
"TWO_FACTOR_QR_FACTORY",
self.default_qgr_factory)
image_factory =
import_string(image_factory_string)
content_type =
self.image_content_types[image_factory.kind
]
try:
username =
self.request.user.get_username()
except AttributeError:
username = self.request.user.username
otpauth_url =
get_otpauth_url(accountname=username,
issuer=self.get_issuer(),secret=key,
digits=totp_digits())
# Make and return QR code
img = grcode.make(otpauth_url,
image_factory=image_factory)
resp = HttpResponse(content_type=con
tent_type)
img.save(resp)
return resp
4.2. Tinh ning tgo ma OTP trén Google
Authenticator
Nguoi dung st dung tUng dung Google
Authenticator da duoc cai trén dién thoai cua
minh dé quét md QR. Hai tham sd shared
secret key va thoi gian thuc dugc két nbdi véi
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nhau va dua qua ham bam SHA-1. Dau ra s&
1a ma TOTP dugc chuyén vé dang d& sir dung
cho nguoi dung gdm 6 ky ty. Tién hanh nhap
ma OTP va giii 1én phia server, néu ma OTP
vira nhédp trung véi ma OTP dugc sinh trén
server thi server s& tién hanh luu trang thai
xac thuc hai 16p cia tai khoan nay da duogc
bat ¢ co s& di lidu.

Poan code mau tao ra ma OTP trong
Google Autheticator:

original_secret = XXXX XXXX XXXX XXXX
XXXX XXXX XXXX XXXX

secret =
BASE32_DECODE(TO_ UPPERCASE(REM
OVE_SPACES(original_secret)))

input = CURRENT_UNIX_TIME() / 30

hmac = SHA1(secret + SHA1(secret +
input))
four_bytes =

hmac[LAST_BYTE(hmac):LAST BYTE(hm
ac) +4]

large_integer = INT(four_bytes)

small_integer = large_integer %
1,000,000.
5. Két qua thir nghiém
Maéi trudng yéu cau dé cai dit va trién khai hé
thong 1a: Hé diéu hanh Linux, di cai dit
Python 3.6, Django 1.11, co s& dir li¢u
SQLite. Yéu cau phan cimg: 6 clng trong
50Mb, RAM tir 4Gb.
Dau tién, can khoi chay may chu sinh ma QR
(hinh 7).

v git:(master) » python3 manage.py runserver

Watching for file changes with StatReloader
Performing system checks...

System check identified no fssues (@ silenced).
Deceaber 24, 2019 - 09:53:05

Django version 3.0, using settings 'example.settings’'
Starting development server at hitp://127.0.9.1:80088/
Quit the server with CONTROL-C.

Hinh 7. Hé thong token mém
Tiép theo, ngudi dung yéu ciu bat tinh ning
xéc thuc hai yéu té (hinh 8).

Account Secunty

N T TS A PE] wahel

Hinh 8. Bdt tinh nang xdc thuc hai lop
Sau khi bét tinh ning xac thuc hai yéu t6,
may chu sinh ma QR s& sinh mdt ma QR cho
nguoi dung (hinh 9).
Sau do6 nguoi dung st dung Google
Authenticator dé doc ma QR va sinh ma OTP.
Két qua sinh ma OTP nhur trong hinh 10.
Tién hanh dang nhap st dung mat khau (hinh
11) vama OTP (hinh 12).

Enable Two-Factor
Authentlcatlon

L) ) e Qe — - g W e S i Ta P e
Canra (O eanTEeE e G ATt atis [t e T L Gt @tm] Ty Te

we

Hinh 9. Ma OR duoc sinh ra

ol Vinliel = YD

= Autheanticator

duancbadogmall com-NZ4 o

838 224

tuliba 1896 CoinExahangelo v
BITBOX
duancbhatigmall com i

127.0.0:8000

289 619

w1920 "

12700 118000

341 538

et ¢

Hinh 10. Ma OTP dwoc tao ra
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Login

Usomame

Password

Hinh 11. Giao di¢n dang nhdp

Login

Pate ¥ AN JENCITED by YO ke Ot 4T

Tohwn

»02 m

Hinh 12. Sir dung ma OTP dé xdc thuec

6. Két luan

Nghién ctru di trinh bay su can thiét cia van
dé x4c thuc da nhan t6 trong dam béo an toan
thong tin hién nay. Trong d6 xac thyc da nhan
t6 sir dung ma OTP 1a rat phd bién hién nay.
Két qua cuia nghién ctru 1a da phén tich, thiét
ké va xay dung thanh cong hé thdng xac thuc
da nhan t5 st dung ma OTP cho mot website
cu thé. Hé théng chay 6n dinh, co dap Gng
dugce nhu cu binh thuong ciia ngudi dung.
Hé thdng d& xuét co thé tich hop vao cac
trang web, cac ung dung thuong mai dién tir
nhu shopee, lazada... dé thuc hién chic ning
xac thyc nguoi dung ciing nhu xac thyc hanh
dong cua nguoi dung (dat hang, dang san
pham, huy don hang...). Hé théng d& xuat
cling co thé tich hop vao hé thdng may chi

clia cic ngén hang dé xéac thuc cac giao dich
tryc tuyén, tuy nhién cin xdy dung mot tng
dung sinh ma OTP thay thé cho Google
Authenticator dé dam bao cac chuan an toan
riéng trong linh vuc thanh toan dién tir.
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