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NGHIEN CUU GIAI PHAP XAC THUC NGUOI DUNG
CHO HE THONG MANG KHONG DAY SU DUNG TUONG LUA
TiCH HOP WEB PORTAL VA RADIUS SERVER

Trin Quang Huy', Vii Viét Diing
Truong Dai hoc Cong nghé thong tin va Truyén thong — DH Thai Nguyén

TOM TAT

Ngay nay, mang khong day da rét pho bién tai tat ca cac van phong, khu cong nghiép, gia dinh, cac
truong hoc. Tuy nhién, can phai c6 giai phap xac thuc dé ngan chén viée truy cdp trai phép. Mat
khac, tai cac truong dai hoc, do dic thu vé sé lwong ngudi dung rat 1on, giai phap bao mat mang
béng mat khau Wi-Fi Protected Access (WPA) trd nén khong kha thi. Vi vy, nhom tac gia dé xuat
giai phap xac thuc bao mat mang khong diy bang cong nghé Captive Portal két hop véi phuong
thirc xac thuc RADIUS. Captive Portal 1a mot cong nghé cho phép diéu khién va gii han tat ca
céc truy cap sir dung giao thirc HTTP tir trinh duyét. Nguoi dung trong mang sé& duoc chuyén dén
mot portal dé xac thuc trude khi dwoc phép truy cép internet. RADIUS 14 mot dich vu mang cho
phép xac thuc va cip quyén cho ngudi ding trong mang. Bai bao ndy s& md phong viéc két hop
tinh nang Captive portal trén tudng lira pfsense v6i mot may chii Active Directory dé cung cip
dich vu xéc thyc ngudi dung tir xa RADIUS cho hé théng mang khong ddy cua Trudng Pai hoc
Cong nghé thong tin va Truyén thong — Pai hoc Thai Nguyén.

Tw khéa: Mang khong ddy cuc bg; Captive Portal; Tuong lika pfSense; dich vu xdc thuc RADIUS;
dich vu Active Directory.
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RESEARCH ON USER AUTHENTICATION TECHNIQUE USING WEB
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Tran Quang Huy*, Vu Viet Dung
TNU - University of Information and Communication Technology

ABSTRACT

Today, wireless networks are extremely popular in all offices, industrial parks, homes, and
schools. However, due to the nature of network technology, an authentication solution is needed to
prevent unauthorized access. On the other hand, at universities, due to the large number of users,
the network security solution using WPA password becomes not feasible. Therefore, we propose a
solution to authenticate wireless network security with Captive Portal technology combined with
RADIUS authentication method. Captive Portal is a technology that allows controlling and
restricting all access using HTTP protocol from the browser. Users on the network will be
redirected to a portal for authentication before being allowed to access the internet. RADIUS is a
network service that enables authentication and authorization for users on the network. This article
will present and simulate the combination of Captive portal feature on pfsense firewall with an
active directory server to provide RADIUS user authentication service for ICT - Thai Nguyen
university's wireless network.
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1. Gioi thigu

Véi su phat trién cua cong nghé thong tin
ngay nay, Internet da tré thanh mot céng cu
manh mé& va khong thé thiéu dbi voi tat ca
moi ngudi. Pdc biét ddi véi cac truong dai
hoc, viéc cung cap két néi mang Internet cho
nguoi dung la hoc sinh, sinh vién va giang
vién 1a dic biét can thiét cho hoat dong giang
day va hoc tap.

Tuy nhién, viéc quan 1y mdt hé théng mang
khong day ciing dem lai nhiéu thach thirc cho
céac nha quan tri.

1.1. Viin dé trong bio mét mang khéng day
Wireless Local Area Network (WLAN) hay
Wi-Fi la tén mot cong nghé mang khong day st
dung séng vo tuyén. Cong nghé niy sir dung
chuén 802.11 duogc quy dinh béi t6 chire IEEE.
Trong WLAN, cac thiét bi két ndi va truyén
dir liéu thong qua song vo tuyén. Vi vy nén
hé thong mang WLAN la mé voi tt ca cac
thiét bi trong ving phu séng. Pidu nay cho
phép ngudi ding co thé st dung hé thong
mang ma khong can xéac thuc hay dang nhép.
Dé giai quyét vin dé d6 nguoi ta da nghién
clru ra cac chuan cho phép ngin chin céc truy
cap trai phép va ma hoa dir liéu nhu WEP,
WPA, WPA2. Tuy nhién, cic 16 hdng trong
co ché hoat dong cua cac chuén nay hién da
duoc cong bd [1]. Vi vay néu tiép tuc dugc s
dung, ngudi dung c6 thé bé khoa va truy cip
vao hé théng ma khong can xac thuc. T do,
chung c6 thé tién hanh nghe 1én va danh cip
thong tin cia nhiing nguoi dung khac.

1.2. Vin dé quén Iy nguwoi ding

Thém vao do, véi mot hé théng mang khong
day & quy md 16n, c6 sb lwong ngudi dung
nhiéu, nhu & céc truong dai hoc, ha t?mg
mang khong thé dap tmg nhu ciu cua tit ca
nguoi dung tai cung mot thoi diém. Didu nay
s& dan dén viéc hé théng mang thudng xuyén
bi tic nghén, nguoi ding méi khong thé két
ndi vao mang, hoic khong thé truy cap dugc
cac tai nguyén trén Internet. Hon nira, ngoai
nhom nguoi diung thong thuong, con cd6 nhom

ngudi dung 1a khach dén lam viée tai truong
trong khoang thoi gian ngan. Luc nay, viéc sir
dung co ché bao mat thong qua mat khau
dung chung tré nén khong hi¢u qua. Vi vay
can c6 co ché, quan 1y nguoi dung linh dong,
va gidi han bang thong mang dé tranh ling
phi tai nguyén.

2. Pé xuit giai phap

Qua cic van dé da trinh bay & phan trén va
danh gia cac giai phap san c6, cung véi viée
phan tich cac dac thu cua hé¢ théng mang
khong day cho céac truong dai hoc. Nhom tac
gia cho ring, dé dap ung duoc yéu cau vé bao
mat va xac thuc cho hé théng mang, giai phap
st dung tuong lura pfSense c6 tich hgp cong
nghé Captive Portal 1a rdt phu hop. Tuy
nhién, can két hop thém véi cac co ché quan
ly tai khoan nguoi dung linh dong, phu hop
cho nhidu déi twong st dung khic nhau.
Chinh vi vdy, nhoém dé xuat thuc hién giai
phap két hop giita cong nghé Captive Portal
va dich vu Active Directory trén may chu
Microsoft. Dé thuc hién duoc viéc xac thuc
dua trén co so dir liéu nguoi dung cua dich vy
AD, cin c6 mot giai phap trung gian do la
dich vu xéac thyc nguoi dung tir xa - Remote
Authentication  Dial-In User  Service
(RADIUS).

2.1. Cong nghé Captive Portal

Captive Portal la cong nghé cho phép stir dung
mot web portal d& xac thuc ngudi ding, mdi
khi ngudi ding can truy cap Internet, trinh
duyét s€ chuyén ho dén mot trang web duogc
ciu hinh boi ngudi quan tri [2]. Cong nghé
nay st dung giao thirc truyén théng bao mat
nhu TLS dé truyén dir lidu, vi vy s& ngin
chan cac nguy co bi danh cép dir liéu. Miac du
t6 chirc IEEE da phat trién mot giao thirc xac
thuc va bdo mat cdi tién co tén 1a 802.1X dé
giai quyét cac 16 hong cua chuan WPA2 [3].
Tuy nhién, chudn 802.1X c6 yéu cau thiét bi
chay mot giao thuc phirc tap hon so voi
Captive Portal. Vi vay 802.1X khong dugc ap
dung rong rdi trong mang WLAN. Mot uu
diém nita cua Captive Portal d6 1a viéc xac
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thuc thong qua trinh duyét web nén ngudi su
dung s& khong can phai cai dat thém cac phan
mém diéu khién truy cip ¢ trén thiét bi cua
ho, k& ca 1a cac thiét bi di dong. Mit khac,
Captive Portal cho phép quan tri vién linh
hoat trong quan tri co s& dir li€u nguodi dung
bang kha ning két hop véi nhiéu loai dich vu
mang khac, vi du nhu Active Directory hay
LDAP.

Hién nay da c6 rat nhiéu giai phap quan ly
truy cdp duoc tich hop cong nghé Captive
Portal bao gom ca giai phap thuong mai va
phan mém ngudn mé. Vi du nhu:

e Air Marshall, mot tudng lira mém duoc phét
trién dya trén nén tang hé didu hanh Linux.

e PacketFence, phan mém quan ly truy cap
mang Vvéi tinh nang Captive Portal (open source)
e pfSense, 1a mot twong lra mém trén nén
tang FreeBSD (open source). pfSense c6 kha
ning cai dit thém cac gdi phan mém cua bén
thir ba nham hd tro, mé rong chire nang.

2.2. RADIUS Server

RADIUS 1a viét tit cua Remote
Authentication Dial-In User Service la mot
giao thuc mang, hoat dong trén céng UDP
1812 cung cap quan ly xac thuc tip trung
(Authentication), iy quyén (Authorization) va
kiém toan (Accounting) cho phép quan ly
ngudi dung két ndi va sir dung dich vu mang
[4]. RADIUS hoat dong trén mo hinh Client —
Server va chay trén 16p ing dung cuia bo giao
thirc TCP/IP, RADIUS thuong chay nhu mét
dich vu trén may chu UNIX hodc Microsoft
Windows Server.

Mo hinh hoat dong ciia RADIUS bao gdm 02
thanh phan chinh: NAS (Network Access
Server) va RADIUS Server. Trong d6: NAS
la may chu s€ nhan thong tin dang nhédp cia
ngudi dung bao gém tén ding nhap va mat
khau théng qua mot giao thirc. D6 c6 thé 1a
giao thirc PPP d6i véi cac dich vy Dial-up va
DSL, hodc ciing c6 thé 1a giao thie HTTPS
ddi voi cac dich vu web. Sau d6, NAS s& gui
thong bdo yéu cau truy cdp dén may chu
RADIUS. Két ndi giita NAS va may chu

RADIUS dugc ma hoa b?mg mdt chudi bao
mat (shared secret) dugc dinh san gitra 2 déu.
Cic théng tin dugc gii dén may chu
RADIUS bao goém: théng tin ding nhép,
thuong ¢ dang tén ngudi ding va mat khau,
hodc ching chi biao mat. Ngoai ra co thé bao
gdm cac thong tin khac ma NAS biét vé
nguoi dung, vi du nhu dia chi IP, dia chi
MAC v.v.

My chiit RADIUS sé kiém tra thong tin bang
cach st dung cac phuong thic xac thuc nhu
PAP, CHAP hodac EAP. Sau d6 may chu
RADIUS sé& phan hoi cho NAS thong tin vé
trang thai truy cap nhu sau: 1. TUr chdi truy
cip, 2. Yéu cau thém thong tin, 3. Chip nhan
truy cap (Xem hinh 1).

RADIUS RADIUS
Client Server

RADIUS: Access-Request —————

———— RADIU5: Access-Accept
or

¢—————  RADIUS: Access-Reject —|
or
i RADIUS: Access-Challenge 4|

Hinh 1. Co ché hoat dong cia RADIUS
Tir choi truy cép - Access Reject

Ngudi dung bi tir chdi truy cip vao tit ca cac
tai nguyén mang. Ly do c6 thé bao gém viéc
khong cung cdp chimg nhan hodc tai khoan
nguoi dung khong xac dinh hoac khong hoat
dong, bi khoa, v.v.

Yéu cdu giri thém théng tin truy cip -
Access Challenge

Yéu cau thong tin bd sung tir ngudi dung nhu
mét khau phu, ma PIN, ma thong bao hoac thé.
Access Challenge ciing dugc su dung trong cac
hop thoai xac thyc phitc tap hon, khi duong
him (tunnel) bao mat dugc thiét 1ap gitta may
ngudi dung va may chit RADIUS dé gidu thong
tin dang nhap khoi NAS.

Chép nhan truy cip - Access Accept

Nguoi ding dwuoc cip quyén truy cap. Khi
nguoi dung dugc xac thuc, may chu RADIUS
s& thuong kiém tra xem nguoi ding ¢ dugc
phép sir dung dich vu mang dugc yéu cau hay
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khong. Chang han mot nguoi dung nao d6 co
thé dugc phép sir dung mang khong day,
nhung khong dugc st dung VPN cua cong ty.
Thong tin nay co thé duogc luu trit cuc bd trén
may chi RADIUS hoic c6 thé dugc truy van
tai mot nguén bén ngoai nhu LDAP hodc
Active Directory.

3. Thuc nghiém giai phap

3.1. Co ché hogt djng

Trong bai bio nay, nhom tac gia dé xuat
phuong phap xac thuc véi co ché hoat dong
nhu sau: Tuong Itra pfSense s€ dong vai tro
lam gateway cho cdc may tinh trong mang,
ddng thoi déng vai tro lam RADIUS Client
trong m6 hinh xéac thuc véi RADIUS Server.
Nguoi dung trong mang khi sir dung may tinh
hodc thiét bi di dong két ndi vao mang s&
dugc chuyén dén mot cong ding nhip sir
dung giao thirc HTTP hodac HTTPS. Nguoi
dung phai tién hanh xac thuc bang username
va password di duoc cip. Thong tin xac thuc
s€ dugc tuong ltra pfSense gui cho RADIUS
Server théng qua mdt ban tin request-access.
RADIUS Server luc nay s& tién hanh truy vin
co s¢ dir liéu nguoi dung nam trong dich vu
Active Directory da dugc cai dat dé xac thuc
thong tin nguoi dung. Sau d6 RADIUS Server
s€ tra 101 lai cho RADIUS Client mét trong
cac ban tin thé hién két qua cua viéc xac thuc.
RADIUS Client s& dwa vao d6 dé dua ra
thong bao hién thi trén Web Portal cho ngudi
dung biét viéc minh di dugc truy cép hay
chua. M6 hinh hé thdng dugc thé hién thong
gua hinh 2.

Windows
Server 2012
1. ADDC
Firewall pfesnse 2. RADIUS
1. Publizh Server
Internet
2. DHCP Sarver

3 Captive Portl
4. NAS

Hinh 2. M6 td co ché hoat dong ciia hé thong

3.2. Mé phéng h¢ théng

Trong phin nay, nhom tac gia s& tién hanh
thir nghiém cac cdu hinh hé thong, véi cong
cu 12 phan mém 4o héa Vmware Workstation
gitlp mo phong lai hoat dong ciia hé thong
mang va cic may chi.. Cu thé bao gdm:

- Mot may 4o chay hé didu hanh Windows
Server 2012 R2 dong vai tro lam may chu
dich vu Active Directory va mdy chu
RADIUS théng qua Network Policy Services.
Dich vu Active Directory s€ luu trit thong tin
cua nguoi dung cho viéc xac thyc, trong khi
d6 NPS sé tao cac chinh sach mang cho phép
RADIUS Client (ltc nay la firewall pfsense)
thue hién viéc chuyén cac thong tin xac thuec.
- Méy 4o chay hé diéu hanh Windows 7 sé&
thuc hién cac budc xac thuc nguoi dung
thong qua trinh duyét web va tai khoan nguoi
dung da duogc cip. Pam bao sau khi duoc xac
thuc s€ c6 kha nang truy cap Internet.

‘ Internet

L.

wan Firewsll pfsense

Host

Virtual Machine

WAN 1P
192 1é8 10,2001 s+ PUDlISh internet
M SEEEmESE 2. DHCP Server
LAN IP: S ——— 3. Captive Portal
> o
10.10.100.100/24 4. NAS
CAY IP: 10.10.100.10/24

e

Windows Server
1. AD-DC
2. RADIUS Server

Client

Hinh 3. So @6 mang
- Mé}{ ao chay FreeBSD s€ duoc cai tuong
Ira mém pfSense s€ dong céc vai tro nhu sau:
e Gateway cung cap Internet cho cac may 4o
con lai trong mang.
e Tuong hira trién khai céc chinh sich bao mat
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e Méay chu DHCP cap phat dia chi IP, cac
thong tin vé default gateway va DNS

e Captive Portal cung cap giao dién xac thuc
cho nguoi dung.

¢ RADIUS Client guri théng tin xac thuc cua
nguoi dung I1én may chu AD

Pé dam bao duoc cac vai tro trén, may 4o
chay pfSense phai c6 2 NIC. Trong d6 1 NIC
s€ dong vai tro cong WAN két ndi ra internet
va 1 NIC dong vai tro gateway cho mang
LAN bén trong. M6 hinh mang dugc thuc
hién nhu hinh 3.

Sau khi trién khai cau hinh hé théng co ban
nhu trén, phan ti€ép theo nhom tac gia sé€ trinh
bay cac budc cau hinh két hop tuong lta
pfSense va may chu AD phuc vu cho viéc
quan tri va xac thyc nguoi dung. Cuy thé bao
gom cac budc nhu sau:

- C4u hinh tuong lra pfSense 1am Captive Portal;

- C4u hinh may chu AD lam RADIUS Server;
- Cau hinh céc chinh sach mang va co ché bao
mat trén tuong lira pfSense;

- Khéi tao va quan 1y nguoi dung.

3.2.1. Cau hinh firewall pfSense lam Captive Portal
Céc budce thuc hién ciu hinh cu thé nhu sau:
Budc 1: Cai dit pfSense va céu hinh cac
network interface nhu hinh 4.

Hinh 4. pfSense sau khi cai dat

Buéc 2: Cau hinh DHCP Server, cdu hinh
DNS Resolver.

Budc 3: Bat tinh nang Captive Portal trén
trang quan tri, lya chon céng mang, cAu hinh

xéac thuc, va ciu hinh tuy chon. Mot s6 cdu
hinh chi tiét va giai thich dugc mo ta & phia
duoi [5]:

1. Lwa chon cong mang: Coéng nghé
Captive Portal sir dung mot cong LAN cua
tuong lira pfSense. Cong nay duoc dit dia chi
IP tinh va s& c6 vai tro la dia chi Default
Gateway cho tat ca cac may khéc trong mang.

2. Cau hinh  Maximum  Concurrent
Connection: Cau hinh gisi han két nbi dong
thoi. Ty chon nay s& gidi han s lugng két
ndi d6i véi méi mot dia chi IP dén trang
Portal, diéu nay sé& gitp han ché viéc Portal bi
tan cong tir chdi dich vu.

3. Idle Time Out va Hard Time Out: 2 tuy
chon nay s& ngit két ndi nguoi ding khi
nguoi dung khéng hoat dong hoac sau mot
khoang thoi gian nhat dinh.

4. Traffic Quota: tuy chon cho phép gidi
han s6 bang théng ma mot nguoi ding dugc
s dung trong mot phién két ndi. Tinh ca
download va upload.

Descriptive nues
Type

RADIUS Server Settings

Protocol

Hostname or P address

Accoumiing port
Authanticetion Timoout
Hinh 5. Cau hinh RADIUS Client trén pfsense
5. Concurrent user logins: vO0 hiéu héa
tinh nang nay s€ giup gidi han viéc nhicu
nguoi dung chung mot tai khoan dé ket noi
vao Internet.
6. Phuong thic xac thuc: st dung Xac
thuc trén RADIUS Server.

7. Enable HTTPS login: Bat tinh nang
truy cap Portal thong qua giao thuc HTTPS.
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Budc 4: Cau hinh RADIUS Client tai muc
Authentication Server. Cau hinh nhu hinh 5.

3.2.2. Céu hinh mdy chii AD lam RADIUS Server
Dé cai dat mot may chu AD lam RADIUS
Server can cai dat dich vu Network Policy

Service. Sau d6 tién hanh khai bao mot
RADIUS Client nhu hinh 6.

Naw RADIUS Cisent =

Settngs | Advanced

1! Enebla thes RADW S chart

Nore and Addese
Frianaly nans

of pwrrem Kot AT

Addrons IV or DS
1070700 100 Yerty

Srwnd Seomt
Seinct a0 estateyg Shared Secrets teopisie

| Pona

To maousdy How 5 shvied sacret chck Nanoal 7o atonaticoly Qenersts & shansg
secvet. ek Gerrans. You must ootfigue the RADILS chert wih e seme shwed
secint arneres havs Shared cacTels Ao Case-aanaliyn

* Manax Ganacte
Tharec seomt

Confin chared secied

oK Caocel

Hinh 6. Khai bao RADIUS Client

Sau khi cau hinh xong RADIUS Client can
cau hinh mét network policies, trong d6 chi ra
dau 12 nhom nguoi dung duoc cap quyén dé
xéc thuc. Ngoai ra, chung ta ciing c6 thé chi
rd phuong thac xac thue duoc su dung. Hinh
7 chi ra mot chinh sach dang dugc ap dung
cho RADIUS Server

Rl Adcn Yiew Hep

» o | u
RADIUS Ryl Seppergy = T
2 1 Patos Natwod peicas miow you 12 desgrate wWht i ariowd §9 coe

- > 11 Petveds a0t e Groumetioces under which Py i & O
Connection feqeest Pa |

o
Netnork Polcies
Heath Pelkcles Polcy Mace Qmen  SoceawgOde kecem Ty
3 B Newerk Actess Protection trivne Enied et Ao
5 g Correcenate Wicnloh  Erabied 339332 Derry fezs
| . s Rt Wlorrectomiodtrerss . Eroblad 399935 Deryy oo

l

Hinh 7. Cdu hinh Network Policies
3.2.3. Khai bao va quan tri nguoi dung
Dich vu AD ctia Windows Ser\fer cung cap
kha ning quan tri ngudi dung rat chi tiet va

linh hoat, cung voi d6 1a kha nang tich hop
vO1 cac hé théng ung dung khac tao thanh mot
hé théng dang nhap ddng bo (Single Sign-on).
Nguoi sir dung chi can sir dung mot tai khoan
cho tit ca cac dich vu trong hé théng mang.
D¢ thyc hién mé phong hé thong cho bai bao
nay, nhom tac giad thuc hién tao 1 group trén
AD c6 tén 1a pfSense va 1 user dé thir nghiém
viéc xac thuc nhu hinh 8:

Active Dsectory Users and Computers

pfsense Properies

Actien View Hep

b2 EE| X

AEE

e — Gene= | Merbes | Mamber(s | Manazed B
cirée Direciory Users 20d Com ) e
| Spved Quens Herbes
| Loy ) Hare Actve Diectiry Donain Serdioes &
Sultin y L chwn Henss
) Camputes

+ & Deman Conirobers
.. FareqoSecuryPrincat
Menaged Senvce Accow
= phense
Lers

Hinh 8. Tao nguwoi ding trong hé thong
Ngoai nhimg dbi tuong ngudi ding thong
thuong trong hé thong, khong thé khong tinh
dén nhém dbi tuong 1a nguoi dung khéch,
nhom nay c6 dic diém la chi hoat dong trong
thoi gian ngan. Chinh vi vay, can c6 giai phap
dé cung céap Internet tam thoi dén cho nhom
nguoi dung nay. Cong nghé Captive Portal
trong tuong lira pfSense c6 cung cap mot tinh
nang cho phép nguoi st dung dang nhap
thong qua cac Voucher c6 gidi han thoi gian.
Co ché nay rat linh dong va phu hop véi dbi
tuong nguoi dung trén. Hinh 9 mod ta cac
budc ciu hinh bat tinh ning dang nhap thong
qua Voucher va danh sach cac Voucher dugc
tao ra.

Hinh 9. Cdu hinh Voucher
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Céc Voucher nay s& duoc cung cap cho ngudi
dung dé nhap vao trang ding nhap. Chuyén
vién quan tri mang c6 thé tily bién sd lugng
Voucher dugc tao ra va thoi gian sir dung cua
mdi Voucher. Khi ngudi dung st dung
Voucher dé ding nhap vao hé thong. Nguoi
quan tri c6 thé dé dang quan 1y théng qua giao
dién ¢ trén tuong ltra pfSense nhu hinh 10.

i R e Voudha

S ———
Vouchers in Use (1)

Vouchar Holl Activuted at

A ABInBHY 1 11072020 0% 4304

Hinh 10. Xem thdng tin Voucher

3.2.4. Cau hinh giao thizc HTTPS

Trong khudn khd bai bao nay, nhom tac gia sé
thir nghiém viéc cu hinh https cho trang web
portal. Tuy nhién, do hé théng chi phuc vu
muc dich thir nghiém nén cac certificates duoc
sir dung déu la self-certificates. Viéc cau hinh
dugc thuc hién trong giao dién diéu khién cua
tuong lira pfsense nhu hinh 11 va 12,

System | Cortifcate Manager/ Centfcate

U bt Bt rovd Nime

o

T I a0t

A B, TV Mg 2000

w Toe B0 e 200 TRILEY v

w01 2000 VT 7 v

Hinh 11. Qudn ly chizng chi sé

Laogin @ Enabile HTTRS bogin
HYTPE asever namne

SSL Cenificate oot I

HTTPR Forwards (rsable HTTPS Forward

==
Hinh 12. C4u hinh https

3.3. Thir nghiém viéc xac thwe ngwoi dung

Pé thu nghiém viéc xac thyc nguoi dung,
nhom tac gia su dung mdt may tinh chay hé
diéu hanh Windows 7 1am client nhu mo ta &
phan trén. Thyc hién két ndi giao tiép mang
vao hé thong. M¢ trinh duyét va truy cap mot
website bt ki. Ngay 1ap tic cira s6 yéu cau
déng nhap hién ra nhu hinh 13.

g o inatiiss R (8 ot Provtioge P

Hinh 13. Giao dién Web Portal
Pay la giao dién cua trang ding nhdp mac
dinh dwoc cung cip boi tuong lira pfSense,
nguoi quan tri hoan toan cé thé tiy bién giao
dién khac cho phu hop véi t6 chirc ctia minh.
Sau khi nhdp thong tin, nguoi st dung dugc
thong bao di két ndi va duge chuyén tiép dén
website minh mudn truy cap tir dau.

Lic nay trong giao dién trang thai cua
Captive Portal xuat hién thong tin cta ngudi
dung dang duoc két ndi nhu hinh 14.

Rt ame

——. ]
Hinh 14. Thong tin nguoi dung dang nhdp

4. Panh gia va két luan
Trong khudn khé bai bao nay, nhom tac gia
da dé xuat mot giai phap don gian va hiéu qua
cho viéc sir dung co s¢ dir liéu nguoi dung
dugc luu trix trong dich vy Active Directory
dé xac thuc va truy cap Internet trong hé
théng mang noi bo caa mot trudng dai hoc.
Giai phap nay to ra hi¢u qua hon so vai viéc
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stir dung cac phuong thirc xac thuc cuc bo nhu
chia sé mat khau.

Qua qua trinh nghién ctu, nhdm tac gia danh
gia pfsense 1a mot giai phap rat tét cho viéc
diéu khién truy cap mang. Pfsense rat linh
hoat trong viéc cai dit, ciu hinh va c6 thé
hoat dong trén nhiéu vai trd nhu tuwong lira
hay bo dinh tuyén. No ciing cung cap rat
nhiéu tinh nang thuong thiy trong cac tuong
lra thuong mai dit tién. N6 c6 thé duoc cau
hinh va nang cap théng qua giao dién web rat
tryc quan va d& hiéu, quan tri vién khdng can
c6 céc kién thirc lien quan dén nén tang hé
diéu hanh FreeBSD ma van c6 thé quan tri
duoc pfsense. Ngoai ra, pfsense ciing ho tro
cac cong cu dén tir cong dong nguoi sir dung
va dén tir bén thir ba.

O phan 3, nhom tac gia da mo ta cach thuc
trién khai va cau hinh xéac thuc cho ngudi sir
dung théng qua moét may chu RADIUS.
Nguoi dung két néi voi mang duge gan dia
chi IP bang DHCP Server trong pfsense, khi
d6 bat Ki truy cap nao ra ngoai internet ciing
s& dugc chuyén hudng dén web portal. Chi
khi ngudi dung nhap dung thong tin tai khoan
va mat khau thi méi dugc phép truy cap
Internet. C&c cu hinh nang cao s& han ché
viéc nghe Ién thong tin nguoi dung trong
mang cling nhu viéc mét tai khoan bi s dung
boi nhiéu ngudi ding.

Nhu vay, giai phap da dat dugc muc tiéu la
cung cap mot giai phap xéc thuc an toan, linh
dong,dé dang cai dat, trién khai vai chi phi

thip, du dap tng nhu cau cho mét hé thong
mang khéng day c6 quy md I16n véi nhiéu ddi
tugng ngudi ding khac nhau. Tuy nhién, can
danh gia thém kha ning chdng chiu cua hé
thong khi bi tan céng vai nhimg ki thuat cao
hon nhu thay d6i MAC address hoic DNS
Tunnel.

Lo&i cdm on

Bai bao nay duoc thuc hién trong khuon kho
ctia dé tai nghién ciru khoa hoc cép co so sd
hiéu: T2019-07-12 dugc tai trg bdi Truong
Pai hoc Cong nghé thong tin va truyén thong
— Dai hoc Thai Nguyén nam 2019. Nhom tac
gia xin tran trong cdm on quy nha trudng.
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