DAU TRANH PHONG, CHONG TOI PHAM MANG:
THUC TIEN G NGA VA TRIEN UONG CUA SU HOP TAC QuaC TE"

PLOKHOV SERGEY VLADIMIROVICH*

Ngady nay, chung tay d6i phé véi cdc thdch thiic toan cau va cdc moéi de doa doi
vGi an ninh thé giéi la nhiém vy v6 cing quan trong cua tit ca cic qudc gia. Mot
trong nhiing moi de doa nguy hiém nhat chinh la t6i pham mang va cong nghé cao.
Do dnh huong cia dai dich Covid-19 nhitng ndm gin ddy, t6i pham nay da mé rong
quy mé lén cdp A méi véi qud trinh s6 héa rong rdi, tdi san do tré nén phd bién hon
va sy di chuyén an danh xuyén bién gidi cia ching. Gidi tdi pham si dung Darknet?
rong rdi véi muc dich budén bdn bit hop phdp théng tin va cdc mdt hang bi cam.
Internet bi lgi dung dé thuc hién cdc hanh vi khiing bé va cuc doan, tdc dong tiéu cuc
dén thé'hé tré, 16i kéo va kich dong thanh thiéu nién thyc hién hanh vi pham toi. Lién
bang Nga ciing khong ditng ngodi sy dnh huwdng tiéu cuc ciia viéc gia ting buing né cdc
logi t6i pham mang va cong nghé thong tin. Bdi viét thong tin vé nhiing thdch thikc
trong ddu tranh phong, chdng t6i pham mang va cong nghé thong tin & Lién bang
Nga; thuc tién hoat dong vé thuc thi, hodn thién phdp ludt, xdy dung thé ché va hop
tdc qudc t& cia Nhém cong tdc lién nganh cia Toéng Vién kiém sdt Lién bang Nga
trong boi canh gia tang vé sé luong, tinh chdt, quy mé cua t4i pham tdi pham mang
va cong nghé thong tin.

Tir khéa: Tdi pham mang, ti pham cong nghé théng tin, hop tdc qudc té, Lién
bang Nga.
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Every nation can not underestimate the importance of joint actions against
modern challenges and threats to global security which one of the most dangerous
threats is ICT-related crime (also called Cybercrime or High-tech Crime). Due to
the impact of the Covid-19 pandemic, it has acquired new dimensions with the
extensive digitization process, the spreading of virtual assets and its anonymous
trans-border movement. Criminals actively use Darknet for illegal trade of
information and prohibited items. Internet becomes a tool for perpetration of
acts of terrorism and extremism. It also has negative influence upon the youth,
involvement and inclination them to commit crimes. The Russian Federation is no
exception to the negative influence of the explosive global growth of ICT-related
crimes. The articles informs the challenges in preventing and fighting against
ICT-related crime in the Russia, the practice of implementing and perfecting legal
regulations as well as international cooperation of Interdisciplinary group of
Prosecutor General’s Office of the Russian Federation in the context of increasing
number, nature and scale of cybercrime.

Keywords: ICT-related crime, cybercrime, international cooperation, the
Russian Federation.
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1. Nhan dién cdc thach thic trong
dau tranh chéng tdi pham mang 6 Lién
bang Nga

Theo thong ké, trong nam 2021, Nga
da ghi nhan hon 517.000 t6i pham st
dung cong nghé thong tin, chiém hon
mot phan te tong sd cac hanh vi pham
t0i duoc ghi nhan & nuwdc nay®. Van dé
quan trong nhat trong qua trinh diéu tra
cac loai t0i pham trén thuwong lién quan
dén bao mat so bd cac dau vét dién tuw,
st phoi hop véi cac nha cung cdp dich
vu trong linh vic cong nghé thong tin va
truyén thong, ma hoa (ddc biét la ma hoa
dau cudi (End-to-End) trong tin nhn tic
thoi, cac mang ngang hang, Darknet), an
danh va quy két trong tdn cong mang.

Khac v6i toi pham truyén thong, viéc
phat hién, phong ngtra, dau tranh, chéng
loai t0i pham st dung cong nghé thong
tin va truyén thong tré nén khoé khan do
nhitng dac thu cta loai toi pham nay.
Trong thuc t€, cac nhom tin tac khong
bi gidi han boi bién gidi qudc gia truyén
thong ma mang tinh chdt xuyén quoc gia.
Viéc chuan bi va thuc hién ti pham c6
thé duoc tién hanh 6 mot qudc gia hoac
mot chau luc khac. Chinh diéu nay da
gdy ra nhing kho khan nhat dinh cho
cac co quan thuec thi phap luat trong qua
trinh diéu tra cling nhu thu thap ching
ct. Bong thoi, thuc t€ ciing cho thdy loai
toi pham nay da c6 sy thay déi nhanh
chong vé ciu trac va tha doan, su gia
tang vé tan suat va phuong thitc pham
t0i so v&i cac bién phap bao dam an ninh
va quy dinh phap luat. biéu nay doi hoi
cac nha lap phap va nhitng nguoi thuyc
thi phap luat phai kip thoi ap dung cac
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bién phép, phdi hgp cong tac, taing cuong
hop tac qudc té dé€ hinh thanh hé thong
bao dam an toan thong tin, dau tranh co
hiéu qua vdi toi pham mang.

2. Thyc tién va nhitng trién vong
trong hoat dong diu tranh chdng toi
pham mang cta Lién bang Nga

V6i muc dich ddu tranh véi tdi pham
mang va cong nghé thong tin, tir hai nam
trudc, Vién truong Tong Vién kiém sat
Lién bang Nga Igor Viktorovich Krasnov
da thanh 1ap Nhom cong tac lién nganh
la dai dién cac co quan c6 tham quyén
cua Nga, bao gom B9 Ngoai giao, B Tuw
phap, Bo Noi vu, Co quan An ninh lién
bang (FSB) va Uy ban diéu tra. Chtic
nang chinh caa Nhom la diéu phdi hoat
dong ctia cac co quan thuc thi phap luat
vé chdng tdi pham mang va cong nghé
thong tin. Bay 1a mot trong nhitng nhiém
vu then chét ctia co quan cong t0 Lién
bang Nga trong b6i canh Chién lwgc an
ninh qudc gia va Cac nguyén tac co ban
cta chinh sach nha nudc Lién bang Nga
trong linh vuc an toan thong tin quoc té
da dwoc Tong thong Lién bang Nga phé
duyeét.

b€ phong, chong tdi pham mang,

* Phé Tong Cuc truong Tong Cuc Hop tdc phdp
ludt quéc té, Tong Vién kiém sdt Lién bang Nga

! Bai viét la ban trinh bay ctia Tac gia tai budi lam
viéc va giang bai tai Trueong Dai hoc Kiém sat Ha No6i
ngay 03/10/2022. Tya dé va cac tiéu muc do Ban bién
tap dat. Bai viét phan anh quan diém cua Tac gia.

2 Pay 1a mang ctia cac trang web khong thé truy cap
ttr cong cu tim kiém, bao gdbm mét tap hop con cta
céc trang web bi mat ton tai trén mdt mang dwoc ma
hoa.

’ Pang luu y, trong 6-7 nam truede, cac hanh vi pham
toi trong linh viee nay chi chiém 2% trong tong s6 cac
vu pham toi.
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cac co quan thuc thi phap luat van tiép
tuc hinh thanh cdc don vi chuyén trach
va thwong xuyén nang cao trinh do
chuyén mon nghiép vu cho can bg, nhan
vién. May tinh, cac cong cu diéu tra hinh
st va hé thong tim kiém tue dong dang
duwgc dua vao hoat dong d€ ngan chan
toi pham mang va cong nghé thong tin,
cing nhu ngan chan viéc luu hanh trai
phép cac chdt ma tay, pho bién thong tin
bi cdm va cac hanh vi khac. Vi dy, trong
mot ndm ké tir khi van hanh hé thong
may tinh “Gian lan tir xa”*, Nga da xac
dinh duwoc hon 600.000 dau hiéu cua tdi
pham hang loat, trong d6 c6 nhiing dau
hiéu cua hanh vi pham ti thudc nhiéu
vung mién khac nhau cua dat nudc. Sy
phoi hop cong tac gitta cac co quan thuc
thi phap luat trong co ché hoat dong
cua Nhom cong tac lién nganh cho thay
nhing két qua tich cuc theo tirng nam.
Chi tinh riéng 6 thang dau nam 2022, t6i
pham mang va cong nghé thong tin da
giam 8% so vdi trede day.

Trong khuon khd hoat dong cua
minh, nhéom cong tac da soan thao va
phé duyét danh sach cac loai t¢i pham
duwoc thiec hién trong linh virc cong nghé
thong tin va truyén thong. Diéu nay da
ho tro cong tac thong ké trong linh viec
nay dé kip thoi ddi pho véi cac méi de
doa dang hinh thanh va phat trién trong
moi truong ky thuat s6. Nhom ciing tap
trung hoan thién luat phap cta Nga va

* P4y la phan mém giup thu thap, to chic, xt ly va
phén tich théng tin nhan duoc trong qud trinh diéu
tra cac vu 4n hinh sy vé toi pham st dung cong nghé
thong tin va vién thong tit xa cta Lién bang Nga,
cho phép ghi lai nhitng thong tin can thiét ké tir thoi
diém dang ky bdo cdo vé nhiing tdi pham nay.
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thuc tién ap dung luat cing cc van de
hop tdc qudc t€ trong linh viec chong t6i
pham mang, bao géom viéc hinh thanh
cac co ché€ qudc t€ tuong tng.

Co thé ké dén mot két qua ndi bat la
ban du thao ctia Lién bang Nga vé Cong
wdc cua Lién hop qudc vé chdng st dung
cong nghé thong tin va truyén thong vao
muc dich tdi pham do cdc chuyén gia
ctla nhom cong tac lién nganh bién soan.
Ban du thao nay da duogc chinh thitc dé
trinh 1én Uy ban lién chinh phu dic biét
cua Lién hop qudc vao thang 7/2021. Trai
nguoc voi cach ti€p can kha hep trong
viéc soan thao van kién qudc t& chi nham
chong lai toi pham mang ¢ mot sd quoc
gia, Lién bang Nga coi dit thao Cong wdc
nay la mot co ché toan dién dé€ phong,
chong cac hanh vi pham t0i ¢ st dung
cong nghé thong tin va truyén thong mot
cach rong rai nhat.

Ban dw thao thé hién 23 hanh vi
pham t0i, bao gom truy cap tradi phép
vao di liéu cd nhan, phan phdi bat hop
phép thudc gia va thiét bi y t& (van de
dac biét thiét thuc trong thoi ky dai dich
COVID-19), chu nghia khung bd, chu
nghia cuc doan, phuc h6i chu nghia phat
xit, budn ban trai phép ma tay va vi khi,
16i kéo tré vi thanh nién vao cac hoat
dong bat hop phap va nhiéu téi pham

5 Cu thé, trong ntra dau ndm 2022, Nga da chinh thirc
ghi nhan gan 249.000 t6i pham cong nghé thong tin va
truyén thong, trong dé chi ¢6 hon 4.000 t6i pham may
tinh (cha yéu la truy cap bat hop phap vao thong tin
mdy tinh; tao ra, st dung va lan truyén cac chwong
trinh mdy tinh dc hai). Diéu nay c6 nghia 1a toi pham
may tinh trong linh viec t0i pham cong nghé thong tin
va truyén thong chi chiém khoang 1,5%. Trong khi d6,
cac nudc phuong Tay thuc chat chi ghi nhan va xa ly
mot phan nho cac hanh vi pham tdi nay.
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khac nita. Day déu la nhitng van dé nhiic
nhdi trong thé gidi toi pham mang.

Pong thoi, ban dy thao clng tap
trung vao trinh tu t6 tung. Hoat ddng
hop tac qudc t€ va cac co ché tuong tro
cap bach la rdt quan trong va can thiét
dé€ nang cao hiéu qua diéu tra cac loai toi
pham c6 tinh chat xuyén bién gidi ctia cac
co quan thyee thi phap luat. Trong twong
lai, Cong wdc sé la co so d€ cac quoc gia
thanh vién Lién hgp qudc hoan thién luat
phap trong viéc bao vé con ngwoi, xa hoi
va doanh nghiép. Dy thao Cong wdc cling
8 gang can bang gifta viéc bao vé dit liéu
ca nhan, ton trong chu quyén qudc gia va
quyén con nguoi. Mot loat cac bién phap
da duoc thyc hién dé€ bao vé nhan ching
cing nhw viéc 4p dung tich cuc cac cong
nghé hién dai, trong d6 co cac hé thong
triee tuyén dé tham van nhan ching cling
nhw cdc tac vu tha tuc phap ly khac.

C6 thé thay, Cong wdc toan dién cta
Lién hop quoc vé chdng tdi pham mang
va cong nghé thong tin la su bo khuyét
can thiét cho cac cong cu hién cd, khoa
14p nhitng khoang trdng trong thuc tién
hop tdc qudc t€ trong dau tranh phong
chong loai tdi pham nay. That vay, d6i voi
cac van ban phap luat o cap khu vuc, vi
du nhu Cong wéc Budapest vé tdi pham
mang ctia Hoi dong chau Au da duoc
soan thao cach day 20 nam khi nhan loai
con chua biét dén cac van dé hién dai
nhu Darknet, Phishing, phan mém lira
dao, tan cong DDos, SPAM... Tuy nhién,
trong hai thap ky vira qua, thé giéi da
thay doi nhanh chong va cac doi tuong
pham tdi cing da trang bi nhitng cong
nghé do st dung cho cac muc dich pham

$6 06 - 2022

toi. Do do, Cong wdc toan dién cua Lién
hop qudc cung cap cho cac co quan thuc
thi phap luat nhitng cong cu can thiét ma
khong lam ton hai dén cac co ché hién co.

béang lvu y, Lién bang Nga va mot s
luong dang ké cac qudc gia khong tham
gia vao Cong wéc Budapest vé t6i pham
mang. Nguyén nhan la béi khoan b Biéu
32 cua Cong udc cho phép mot quic gia
thanh vién c6 quyén truy cap xuyén bién
gidi hau nhu khong gidi han vao thong
tin c6 ngudén nam & mot qudc khac ma
khong can thong bao cho cac co quan cd
tham quyén ctia qudc gia dé°. Trén thuc
t&, diéu nay duwoc hiéu la mot qudc gia cd
thé vién dan ly do la nham phong, chong
toi pham mang ma ty do xam nhap mot
cach khong han ché vao khong gian mang
cua cac quoc gia khac, vi pham nguyén
tac doc 1ap chu quyén qudc gia va cac
quyén tu do co ban cta con nguoi, ddc
biét la quyén riéng tw. Mot nhuge diém
khac cua Cong wdc Budapest la tinh chat
khu vice cua nd, bdéi Cong wdc nay duoc
soan thao cho cac qudc gia thudc Hoi
dong chau Au. Trong khi d6, ban dy thao
vé Cong wdc ctia Lién hop qudc vé chdng
st dung cdng nghé thdng tin va truyén
thong vao muc dich t6i pham la mot van

¢ Nguyén goc:

Article 32 — Trans-border access to stored computer
data with consent or where publicly available

A Party may, without the authorisation of another
Party:

b. access or receive, through a computer system in
its territory, stored computer data located in another
Party, if the Party obtains the lawful and voluntary
consent of the person who has the lawful authority to
disclose the data to the Party through that computer
system.
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ban toan dién va phé quat hon.

Thuc t€, sé mat nhiéu thoi gian dé
co thé xay dung, ban hanh va thong qua
Cdng wdc nay, trong khi nhiing van dé
cdp bach nham dau tranh phong, chéng
toi pham mang thi phai dwoc quan tam
giai quyét som nhat c6 thé. Do d¢, Lién
bang Nga dang thyc hién viéc ky két cac
thoa thuan va chuong trinh hop tac vé
phong, chong t6i pham mang va cong
nghé thong tin véi cac co quan c6 tham
quyén cua cac qudc gia khac. Trong gan
02 ndm qua, Téong Vién kiém sat Lién
bang Nga da ky hon 20 van ban hop tac
nhu vay. Diéu nay cho phép Nga ting
cuong hop tac qudc té va co tac dung tich
cure trong viéc xem xét cac yéu cau ho tro
phap ly — cong cu hop tac qudc té chinh
ctua Lién bang Nga trong cac vu an hinh
sw. Chi tinh riéng trong 8 thang dau nam
2022, Téng Vién kiém sat Lién bang Nga
da td chtec thuc hién hon 3.000 yéu cau
cuia cac co quan c6 tham quyén cua cac
nudc ngoai vé ho tro tu phap trong cac
vu an hinh sy thudc loai nay; trong do
c6 hon 2.000 yéu cau da dwoc thuc hién
xong’. N6i dung cdc yéu cau ho tro phap
ly (cac yéu cau guii dén va gui di) chu yéu
tap trung vao cac hanh vi gian lan may
tinh, tong tién va boc 16t tinh duc tré em
qua mang Internet.

Trong qua trinh xem xét va thuc
hién yéu cau ctia nuwdc ngoai, néu cac co
quan chtrc nang ctia Nga phat hién thay
cac dau hiéu cua toi pham thudc khu
viec phap ly cta Lién bang Nga, dac
biét la c¢6 thong tin vé sy hién dién cua

7 Hop tac ctia Lién bang Nga chu yéu voéi Belarus,
Armenia, Han Qudc, Ba Lan, Tho Nhi Ky va Phap.
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nguoi lién quan dén tdi pham d6 trén
lanh tho cua Lién bang Nga, thi Nga sé
dé nghi nuéc ngoai chuyén cho minh
cac ban sao ho so tai liéu vé trinh tuw
t0 tung hinh sy twong Gng ¢ nudc do.
H6 so gom cong van yéu cau hodc céac
thong bao khac vé tdi pham theo hinh
thiec ho tro twe phap hodc ho tro thuc thi
phap luat d€ giai quyét vu an hinh sy
hodc lap ho so nghiép vu. Trong treong
hop qudc gia nwdc ngoai tir chdi dan
do bi can thi Lién bang Nga dé nghi
chuyén ho so két qua truy ctu trach
nhiém hinh sy cta ngwoi do cho Lién
bang Nga theo nguyén tiac “khong dan
do thi truy t&”%.

Mac du tinh hinh thé giéi va khu vuc
van con nhitng dién bién phtic tap nhung
st hop tac trong linh viec thuee thi phap
luat trong phong, chong t6i pham mang
va cong nghé thong tin van dang tiép tuc.
biéu nay doi hoi cac qudc gia, cac khu v
phép ly phai nang cao hop tac, trao doi dix
liéu cho cac muc dich thuyec thi phap luat.
Viéc thiéu thién chi gitta cdc qudc gia chi
tao diéu kién thuan loi hon cho cac bang
nhom t0i pham. Do d6, Lién bang Nga
tiép tuc thye hién cac nghia vu qudc t€ cua
minh va s&n sang d6i thoai trung thuee va
ddi bén cung 6 loi véi cac qudc gia trén
thé gidi d€ cung nhau chong lai nhing
thach thic va moi de doa ctia mot trong
nhitng t0i pham nguy hiém nhat thoi hién
dai - t0i pham st dung cong nghé thong
tin va truyén thong./.

8 Pang chu y la tir thang 3 dén thang 8 nam 2022
Lién bang Nga da nhan dwoc hon 70 cong van tir
chdi yéu cau dan d6 cong dan, mot phan dang ké
trong s6 dé dwoc cac qudc gia nay cho la vi ly do
chinh tri.
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