~ HOAN THIEN PHAP LUAT VE PHONG, CHONG
CAC TOI PHAM TREN LINH VUC CONG NGHE THONG TIN,
MANG VIEN THONG

TRAN ANH TUAN*-HOANG DUY HIEP**

Trong tinh hinh hién nay, toi pham trong linh vyc cong nghé thong tin, mang vién thong dién
bién rdt phiic tap. Hoat dong phong, chong loai t0i pham nay co bdn da tién hanh cé hiéu qud,
tuy nhién van con nhiing han ché, trong d6 c6 nguyén nhin tir nhitng vuong mdc, bat cdp cia hé
thong phdp ludt cé lién quan. Do d6, hé thong phdp ludt cé lién quan dén phong, chong tdi pham
trong linh vuc cong nghé thong tin, mang vién thong cin duoc sira d6i, bo sung trong thoi gian téi.
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Recently, situation of crimes on information technology and telecommunications network
is very complicated. In general, the prevention and fight against this type of crime has been
carried out effectively. However, there are still limitations which are caused by inadequacies
of the relevant legal system. Therefore, it is essential to amended and supplemented the
legal system related to prevention and fight against crimes on information technology and
telecommunications networks in the next time.
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1. Dat van de

Trong tinh hinh hién nay, loi dung sw
phat trién cua khoa hoc ky thuat néi chung va
su phat trién ctia cong nghé thong tin, mang
vién thong ndi riéng, tinh hinh tdi pham trong
linh vic cong nghé thong tin, mang vién
thong dién bién ngay cang phtic tap, véi nhiéu
phuong thitc, tht doan hoat dong pham toi
ngay cang tinh vi, xdo quyét. D€ phong ngtra
va dau tranh chdng tdi pham trong linh vuc
cong nghé thong tin, mang vién thong, cac
co quan va nguoi ¢d tham quyén da ap dung
cac quy dinh cta phap luat c6 lién quan dé
phong ngtra, phat hién, ngan chan va xtr ly toi
pham. Qua do, tinh hinh t¢i pham trong linh
vire cong nghé thong tin, mang vién thong
thoi gian qua cling da co ban duoc kiém soat.
Bén canh nhitng thanh tich dat dwoc, cong tac
phong, chdng t6i pham trong linh vuc cong
nghé thong tin, mang vién thong van con
nhitng ton tai, han ché ma mot trong nhiing
nguyén nhan la do vuéng mac, bat cap tir hé
thong phap luat co lién quan. Chinh vi vay,
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viéc nghién cttu hoan thién hé thong phap
luat ¢ lién quan dén phong, chong t6i pham
trong linh vigc cong nghé thong tin, mang
vién thong 1a hét stic can thiét, c6 y nghia lén
ca vé ly luan va thuc tién.

2. Thyc trang hé théng phap luit vé
phong, chéng cac t6i pham trén linh vuc
cong nghé thong tin, mang vién thong

C6 thé ndi, hé thdng phap luat nham
phong, chong tdi pham trong linh vuc cong
nghé thong tin, mang vién thong la tuwong ddi
hoan thién, co ban dap ting duoc yéu cau cua
cong tac phong, chdng toi pham. Bén canh
nhitng quy dinh vé phong, chéng t6i pham
noi chung nhu quy dinh vé trach nhiém cua
ca hé thong chinh tri, toan xa hoi vé phong,
chong t0i pham, quy dinh vé hé thdng cac

* Thiéu td, Thac si, Truéng phong An ninh mang vd
Phong chdng toi pham stk dung cong nghé cao, Cong
an tinh Qudng Binh

** Trung td, Tién si, Khoa Ludt, Hoc vién An ninh
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bién phap phong, chdng tdi pham... thi phap
luat Viéet Nam da c6 nhiing quy dinh lién
quan truc ti€p dén hoat dong phong, chdng
t0i pham trong linh virc cong nghé thong tin,
mang vién thong. C6 thé ké ra nhitng van ban
quy pham phap luat dién hinh nhu Luat An
ninh mang ndm 2018; B luat Hinh sy nam
2015 (stta d6i, b6 sung nam 2017, goi tit la
BLHS nam 2015); By luat T6 tung hinh su
nam 2015 (stta d6i, bd sung nam 2021 goi tat
la BLHS nam 2015); Luat X ly vi pham hanh
chinh ndm 2012 (stra d6i, bd sung nam 2020);
Nghi dinh s6 15/2020 quy dinh vé xt phat vi
pham hanh chinh trong linh vic buu chinh,
vién thong, tan sd vo tuyén dién, cong nghé
thong tin va giao dich dién tt...

Céc quy dinh trén va nhitng van ban quy
pham phdp luat c6 lién quan khac da quy
dinh tuwong d6i day du vé nhiéu linh vyc hoat
dong dé€ phong, chong téi pham trong linh
vic cdng nghé thong tin, mang vién thong
nhu quy dinh vé hoat dong quan ly nha nudc,
quy dinh vé cong tac phat hién, ngan chan,
xtt ly cac toi pham trong linh vitc cong nghé
thong tin, mang vién thong. Dién hinh 1a quy
dinh tai Muc 2, Chwong XXI cua BLHS nam
2015 da xac dinh 10 céac tdi pham trong linh
vuc cdng nghé thong tin, mang vién thong
bao gom cac tdi sau day: Toi san xuat, mua
ban, trao d6i hodc tang cho cong cu, thiét bi,
phan mém dé stv dung vao muc dich trai phap
luat (biéu 285); T6i phat tan chuwong trinh tin
hoc gay hai cho hoat dong cua mang may
tinh, mang vién thong, phuong tién dién tr
(biéu 286); Toi can trd hoac gay rdi loan hoat
dong ctia mang may tinh, mang vién thong,
phuong tién dién tix (Diéu 287); Toi dua hodc
st dung trai phép thong tin mang may tinh,
mang vién thong (Diéu 288); Toi xam nhap
trdi phép vao mang may tinh, mang vién
thong hodc phuong tién dién t& cua nguoi
khac (biéu 289); Toi st dung mang mdy tinh,
mang vién thong, phuong tién dién ti thuc
hién hanh vi chiém doat tai san (Piéu 290);
T6i thu thap, tang trit, trao d6i, mua ban, cong
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khai hoa trai phép thong tin vé tai khoan ngan
hang (Biéu 291); Toi st dung trai phép tan s6
VO tuyén dién danh riéng cho muc dich cap
ctty, an toan, tim kiém, cttu hg, ctru nan, qudc
phong, an ninh (Diéu 293); Tdi c8 y gay nhiéu
0 hai (Diéu 294) [1]. C6 thé ndi hé thong phap
luat Viét Nam hién nay da tao hanh lang phap
ly twong doi hoan thién dé€ phong ngtra va
dau tranh chong tdi pham ndi chung va toi
pham trong linh vic cong nghé thong tin,
mang vién thdng ndi riéng.

Bén canh nhiing vu diém, hé thong phap
luat Viét Nam vé phong, chdng tdi pham
trong linh vic cong nghé thong tin, mang vién
thong van con nhitng han ché, bat cap, gay
khé khdn, vudéng mac cho hoat dong phong,
chong loai tdi pham nay. Cu thé nhu sau:

Thir nhidt, Luat An ninh mang va mot s6
luat chuyén nganh nhw Luat An toan thong
tin mang, Luat Vién thong, Luat Giao dich
dién ti, Luat Cong nghé thong tin, Luat Tan
s0 vO tuyén dién... tuy da tao hanh lang phap
ly quan trong trong cong tac quan ly nha nuede
dé€ phong, chong toi pham trong linh viee cong
nghé thong tin, mang vién thong nhung van
c6 nhitng quy dinh con chung chung, chwa
rd rang, chdm c6 van ban hudng dan gay kho
khén, vuéng mac cho hoat dong ap dung
phap luat xt ly cac hanh vi pham t0i.

Tai khoan 3 Diéu 9 va cac diém a, d khoan
1 Biéu 19 ctia Luat An ninh mang méi chi
quy dinh hét sttc chung chung vé hanh vi san
xudt, dua vao st dung phan mém; phat tan
chuong trinh tin hoc gay hai cho hoat dong
cia mang vién thong, mang Internet, mang
may tinh, hé thong thong tin, hé thong xu ly
va diéu khién thong tin, phuwong tién dién tt,
nhung chua quy dinh cu thé, rd rang nhu thé
nao la chuwong trinh tin hoc gay hai cho mang
mady tinh, mang vién thong hodc nhu thé nao
la cdng cy, thiét bi, phan mém c6 tinh nang
tdn cong mang mdy tinh, mang vién thong,
phuong tién dién tix d€ lam co so cho viéc xac
dinh t6i danh [6]. Do d¢, cac co quan, nguoi
tién hanh td tung gap nhiéu kho khan trong
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viéc xac dinh t0i danh theo cac t0i nhuw T6i
phat tdn chuwong trinh tin hoc gay hai cho hoat
dong ctia mang mdy tinh, mang vién thong,
phuong tién dién ti (Diéu 286) hoac Toi san
xudt, mua ban, trao do6i hodc tang cho cong
cy, thiét bi, phan mém dé sir dung vao muc
dich trai phap luat (Diéu 285) [1].

Khoan 3 Diéu 26 Luat An ninh mang quy
dinh: “Doanh nghiép trong nwdéc va ngoai nuwdc
cung cdp dich vu trén mang vién thong, mang
Internet, cic dich vu gia ting trén khong gian
mang tai Viét Nam c6 hoat dong thu thdp, khai
thdc, phan tich, xi¢ ly dit ligu vé thong tin cd nhan,
dir ligu vé moi quan hé cua nguwoi sir dung dich
vu, dir ligu do nguoi sie dung dich vu tai Viet Nam
tao ra phai lww triv dit ligu nay tai Vigt Nam trong
thoi gian theo quy dinh ciia Chinh phii. Doanh
nghiép ngoai nuwdc quy dinh tai khoan nay phai dqt
chi nhanh hodc van phong dai dién tai Viét Nam”
[1]. Mdc du vay, phap luat hién nay lai khong
quy dinh nao vé ché tai néu vi pham quy dinh
nay.

Thir hai, BLHS nam 2015 tuy da duwoc stta
doi, b6 sung kha cu thé, nhat 1a cac quy dinh
vé cac tinh tiét tang nang dinh khung hinh
phat, tao thuan lgi cho cac co quan, nguoi
tién hanh t0 tung trong xw ly cac t6i pham
trong linh vic cong nghé¢, mang vién thong.
Tuy nhién, trong B luat nay va cac dao luat
chuyén nganh lién quan con mét s6 quy dinh
chung chung, chwa bao dam ro6 rang, cu thé,
gdy vudng mac trong nhan thiec va ap dung,.

biéu 287 BLHS nam 2015 méi chi quy
dinh chung chung vé 03 hanh vi “Nguoi nao
tw y x0a, lam ton hai hodc thay déi phiin mém, div
liéu dién tir hodc ngan chan trdi phép viéc truyén
tdi dir lieu cua mang mdy tinh, mang vién thong,
phwong tién dién tir hodc c6 hanh vi khdc can tro
hodc gdy rdi loan hogt dong ciia mang mady tinh.
mang vién thong, phwong tién dién ti..” [1],
chua huéng dan cu thé tiing loai hanh vi nhu
thé nao la: 1) Hanh vi tu y xda, lam ton hai
hoac thay do6i phan mém, dw liéu dién tw; 2)
Hanh vi ngan chan trai phép viéc truyén tai
dit liéu ciia mang may tinh, mang vién thong,
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phuong tién dién tir hodc c6 hanh vi khac can
trd va 3) Hanh vi gay rdi loan hoat dong cua
mang may tinh, mang vién thong, phuong
tién dién ti...”. Do d6, cac co quan, nguoi tién
hanh t6 tung thuwong gap nhiéu khé khan dé
xac dinh tttng hanh vi pham t6i néu trén.

biém b khoan 2 Diéu 287 va diém b
khoan 2 Diéu 288 BLHS nam 2015 méi chi quy
dinh chung vé tinh ti€t “Loi dung quyén quan
tri mang mdy tinh, mang vién thong”, chua cd
huéng dan cu thé vé tinh tiét nay. Dong thoi,
khoan 1 Diéu 288 BLHS nam 2015 quy dinh
vé tinh tiét dinh t0i “gdy dw ludn xdu lam anh
huwéng t6i uy tin ciia co quan, t6 chikc, cd nhin...”,
khoan 2 Biéu nay quy dinh vé 02 tinh tiét ting
nang dinh khung hinh phatla: “Gdy dnh hwrong
xdu dén an ninh, trit tie, an toan xa hyi hodc quan
hé doi ngogi ctia Viégt Nam” (diém e) va “Dan dén
biéu tinh” (di€ém g) nhung clng chi quy dinh
mang tinh chat chung chung.

biém d khoan 1 biéu 290 BLHS nam
2015 chi quy dinh chung vé tinh tiét “Lira
ddo trong thwong mai dién tir, thanh todn dién
tir, kinh doanh tién té, huy dong von, kinh doanh
da cdp hodc giao dich chitng khodn nham chiéin
doat tai san” [1]. Khoan 4 Diéu 7 Luat An toan
thong tin mang ctng chi quy dinh chung vé
phat tan thu rac, phan mém doc hai, thiét lap
hé thong thong tin gia mao, Itra dao. Do do,
cac co quan, nguoi tién hanh t6 tung gdp kho
khan khi x&c dinh hanh vi pham va thu doan
pham t0i d€ co co so xac dinh t6i danh.

Bén canh d6, diém d khoan 1 Diéu 290
BLHS nam 2015 quy dinh tinh tiét “Thiét ldp,
cung cdp trdi phép dich vu vién thong, Internet
nhdm chiéim doat tai sdn”, con trude day diém
d khoan 1 Biéu 226b BLHS nam 1999 lai quy
dinh “hanh vi khdc nham chiém doat tai sin ciia
co quan, t6 chitc, don vi”, nén thuc t€ con chua
nhan thirc thdng nhat la 02 tinh tiét nay c6
tinh chat twong ty hay khong?

Khoan 1 Biéu 291 BLHS nam 2015 vé toi
thu thap, tang tr, trao doi, mua ban, cong
khai hoa trai phép thong tin vé tai khoan ngan
hang quy dinh “Nguwoi nao thu thdp, tang trik,
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trao d6i, mua bdn, cong khai hoa trii phép thong
tin vé tai khoan ngan hang ciia nguwoi khic véi s6
lwong tir 20 tai khoan dén dwoi 50 tai khoan hodc
thu loi bat chinh tir 20.000.000 dong dén dieoi
50.000.000 dong...”. Trén thuc tién, hién con
chua dugc nhan thiee thong nhat trong viéc
xtt ly d6i twong ¢6 hanh vi mua bén, cho thué,
cho muon trai phép thong tin vé tai khoan
ngan hang ctia nguoi khac cho ddi tuong khac
thwe hién hanh vi Itta dao chiém doat tai san
thi sé€ xt ly theo tdi danh thu thap, tang tri,
trao d6i, mua ban, cong khai hoa trai phép
thong tin vé tai khoan ngan hang theo Diéu
291 BLHS 2015 hay tdi danh ltra dao chiém
doat tai san theo Diéu 174 BLHS nam 2015
hay xt ly theo ca 2 t6i danh néu trén néu cd
du yéu td cau thanh ca 02 ti danh nay?

Thir ba, mot s6 quy dinh caia BLTTHS nam
2015 c6 lién quan tryec tiép dén phong, chong
toi pham trong linh virc cong nghé thong tin,
mang vién thong con chua cu thé va chat ché,
gay kho khan vudng mac cho cong tac khai 3,
diéu tra cac vu 4n vé cac toi pham trong linh
vuc cong nghé thong tin, mang vién thong.

Trudce hét, quy dinh caa BLTTHS c¢6 lién
quan dén qua trinh thu thap cung cd tai liéu
chitng cir 1a dit liéu dién t& nhu quy dinh
chi tiét vé hoat dong phuc hoi chiing ct div
liéu dién tx con chua cu thé. Day la van dé
rat quan trong lién quan tryc ti€p dén qua
trinh chting minh t6i pham. Khoan 4 Diéu
107 BLTTHS nam 2015 thu thap phuong tién
dién tk, d@ liéu dién t& mdi chi néu: “Viéc
phuc hoi, tim kiém, giam dinh div ligu dién tir chi
diegc thiee hign trén ban sao; két qua phuc hoi, tim
kiém, giam dinh phdi chuyén sang dang c6 thé’
doc, nghe hodc nhin dwoc” [2]. Ngoai ra, Bo luat
nay cling nhu cadc van ban quy pham phap
luat khac cho dén nay chua c6 quy dinh cu
thé vé hoat dong phuc hoi chiing ctt nhu co
quan, t0 chtrc, ca nhan c6 tham quyeén, thiét
bi, phan mém d€ phuc hoi dit liéu dién tw, div
liéu dién tr sau khi dwoc phuc hoi c6 duoc
coi 1a ngudn chiing c& hay khong. Thuc té
cong tac phong ngtra toi pham trong linh virc
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cong nghé thong tin, mang vién thong cho
thdy, phan 16n cac doi twong da kip thoi tdy
x0a, stta chita, tiéu huy dit liéu dién tk lién
quan dén hoat ddng pham t6i ctia ching ngay
truwée khi bi bit gitt. D€ xac dinh r6 hanh vi
pham t0i cua d6i twong, co quan chirc nang
bat bude phai phuc hoi lai nhitng di liéu dién
t& nay. Do chua c¢6 quy dinh cu thé vé hoat
dong phuc hoi dix liéu dién t& nén viéc sw
dung cac dir liéu dién t&r sau khi phuc hoi lam
tai liéu, chitng ct chitng minh hanh vi pham
t0i cua tdi pham con nhiéu bat cap.

Mot van dé ntta 1a quy dinh vé thdm
quyén diéu tra d6i voi cac toi pham trong
linh vuc cong nghé thong tin, mang vién
thong trong BLTTHS. Mot dac diém cua loai
toi pham nay la doi twong 6 moét dia diém va
thuc hién hanh vi pham t0i tai dia diém khac,
tham chi 1a & qudc gia nay nhung thuee hién
hanh vi pham t6i tai qudc gia khac. Chinh vi
vay, can c6 quy dinh cu thé tham quyén diéu
tra vu an vé cac toi pham trong linh vuc cong
nghé thong tin, mang vién thong.

3.Hoan thién phap luit vé phong, chdng
toi pham trong linh viec cong nghé thong tin,
mang vién thong

Trong thoi gian qua, vo6i sy tham muu
cuia cac co quan, t6 chic lién quan phong,
chdng t6i pham trong linh vuc cong nghé
thong tin, mang vién thong, Dang, Nha nudc,
Qudc hoi, Chinh phu da tirng bude xay dung,
ban hanh cac chi thi, nghi quyét, duong 161
chinh sach, cac van ban quy pham phap luat
lién quan phong ngtra toi pham trong linh viec
cong nghé thong tin, mang vién thong. Tuy
nhién, do su phat trién qua nhanh ctia khoa
hoc cong nghé, dac biét la cong nghé thong
tin, vién thong nén cac van ban quy pham
phéap luat da ban hanh con chwa theo kip dé
diéu chinh, quan ly trong linh vuc nay. D€ xay
dung, hoan thién hé thong van ban quy pham
phap luat phuc vu cho hoat dong phong ngtra
toi pham trong linh virc cong nghé thong tin,
mang vién thong can tap trung vao nhitng noi
dung sau:
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Mot Ia, tap trung nghién cttu ban hanh
c4c van ban quy pham phap luat huéng dan
Luat An ninh mang dé nang cao hiéu qua ap
dung Luat An ninh mang trong thuc tién,
nang cao hiéu qua cong tac phong ngtra toi
pham trong linh vic cong nghé thong tin,
mang vién thong.

bé phong, chéng t6i pham trong linh
virc cong nghé thong tin, mang vién thong,
can tap trung ra soat, nghién ctru dé xuat
v6i Qudc hoi, Chinh phu va phdi hop cac bg,
nganh chitc ndng ban hanh, tirng budc hoan
thién thong van ban quy pham phép luat lién
quan dén cong tac phong ngtra, ngan chan, xt
ly t6i pham trong linh vic cong nghé thong
tin, mang vién thong, hoan thién hé thong
van ban quy pham phdap luat nham tao hanh
lang phép 1y viing chac cho hoat dong phong
ngtra, diéu tra, xt ly toi pham trong linh vuc
cong nghé thong tin, mang vién thong, trong
d6 tap trung vao cac van ban huéng dan Luat
An ninh mang.

Nam 2018, Qudc hoi da thong qua Luat
An ninh mang, tuy nhién hién cdc co quan
chttc néng van dang nghién ctru xay dung cac
Nghi dinh huéng dan theo quy dinh ctia Luat
An ninh mang. Do vdy, can tap trung nghién
ctru xay dyng, sém ban hanh cdc van ban quy
pham phap ludt nay dé ap dung vao thuc
tién nang cao hiéu qua cdng tac phong ngtra
toi pham trong linh vurc cong nghé thong tin,
mang vién thong. Cu thé, thoi gian t6i can ban
hanh cac van ban quy pham phép luat sau day:

Nghi dinh stta d6i bd sung Danh muc hé
thong thong tin quan trong vé an ninh qudc gia;

Nghi dinh vé viéc thdm dinh, danh gia,
kiém tra, giam sét, ing phd, khac phuc c5 d6i
v6i hé thong thong tin quan trong vé an ninh
quoc gia;

Nghi dinh bao vé dit liéu ca nhan;

Nghi dinh quy dinh vé diéu kién kinh
doanh san pham, dich vu an ninh mang;

Thong tw bién phap nghiép vu chuyén
biét cua lyc lwong an ninh mang va phong,
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chong toi pham st dung cong nghé cao;

Thong tu tiéu chudn dinh mtc sit dung
thiét bi ky thuéat cho lwc lwong an ninh mang
va phong, chong tdi pham st dung cong
nghé cao.

Hai la, hoan thién quy dinh caa BLHS
c6 lién quan dén phong, chdng t0i pham
trong linh vic cong nghé thong tin, mang
vién thong.

D€ nang cao hiéu qua phong, chong t6i
pham trong linh vic cong nghé thong tin,
mang vién thong trong thoi gian téi, can tap
trung hoan thién BLHS hién hanh ¢ nhiing
noi dung co ban sau day:

Thtt nhat, can tap trung nghién ctru xay
dung trong BLHS mét chuong riéng vé cac
toi pham trong linh virc cong nghé thong tin,
mang vién thong bao gom cac tdi danh quy
dinh tai Muc 2 Chwong XXI BLHS nam 2015
va bd sung thém nhitng tdi danh quy dinh vé
nhitng hanh vi pham t6i méi du bao sé phat
sinh trong thoi gian téi. Hién nay, cac tdi nay
moi chi duegc quy dinh trong mot muc cta
Chuwong XXI BLHS hién hanh.

Tht hai, nghién cttu, ban hanh cac van
ban quy pham phap luat d¢ huéng dan mot
s0 quy dinh ctia BLHS vé cac toi pham trong
linh vic cong nghé thong tin, mang vién
thong, cu thé nhu sau:

Nghién ctru, giai thich, huéng dan thé
nao la cong cu, thiét bi, phan mém cé tinh
ndng tdn cong mang mdy tinh, mang vién
thong, phuong tién dién ttr.

Giai thich, hudng dan viéc xac dinh:
Chuong trinh tin hoc gay hai cho mang may
tinh, mang vién thong la chirong trinh tw dong
hoa xt ly thong tin, gay ra hoat dong khong
binh thuong cho mang mady tinh, mang vién
thong hodc sao chép, stra doi, x6a bd thong tin
lwu trit trong mdy tinh, phuwong tién dién tt.

Giai thich, huwdéng dan viéc xéc dinh:
Hanh vi phat tan chwong trinh tin hoc gay
hai cho mang mdy tinh, mang vién thong
duoc hiéu 1a hanh vi ¢6 y lan truyén chuong
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trinh virus, chwong trinh tin hoc nham gay
roi loan hoat dong, phong tda, sao chép, lam
bién dang, huy hoai cac dit liéu cia may tinh,
phuong tién dién tte.

Giai thich, hudng dan cu thé vé cac hanh
vi can trd hodc gay rdi loan hoat dong cta
mang may tinh, mang vién thong, phuwong
tién dién tt: 1) Hanh vi te y x6a, lam ton hai
hodc thay doi phan mém, di liéu dién tw la
hanh vi ¢6 y x0a, 1am ton hai hodc thay doi
phan mém, dit liéu dién t& ma khong duoc
sw dong y cua cha thé quan ly phan mém, dir
liéu dién tixr d6; 2) Ngan chan trai phép viéc
truyén tai di liéu ctia mang may tinh, mang
vién thong, phuong tién dién te 1a hanh vi
trai phap ludt ¢6 y lam cho viéc truyén tai di
liéu cia mang may tinh, mang vién thong,
phuong tién dién tx bi gian doan hoac khong
thuc hién dwoc; 3) Hanh vi khac can trd hoac
gay r6i loan hoat dong mang may tinh, mang
vién thdng, phuong tién dién t& 1a hanh vi
c0 y cuia nguoi khong ¢é quyén quan ly, van
hanh, khai thac mang mdy tinh, mang vién
thong, phuong tién dién tr lam anh huwong
dén hoat dong binh thuong ctia mang may
tinh, mang vién thong, phuwong tién dién ti
bang viéc dua vao, truyén tai lam hu hong,
x0a, lam suy giam, thay thé hoac nén di liéu
méy tinh, mang vién théng, phuong tién
dién tt.

Giai thich, huéng dan tinh tiét: Loi dung
quyén quan tri mang may tinh, mang vién
thong” (diém b khoan 2 Diéu 287; diém b
khoan 2 Biéu 288 BLHS nam 2015) la st dung
quyeén quan ly, van hanh, khai thac va duy tri
hoat dong 6n dinh hé thong mang may tinh.
mang vién thong ctia minh dé€ thuc hién hanh
vi pham toi.

Giai thich, hudéng dan cu thé vé hanh vi
“Ltta ddo trong thwong mai dién tk, thanh
toan dién tk, kinh doanh tién t¢, huy dong
von, kinh doanh da cdp hoac giao dich chiing
khoan qua mang nham chiém doat tai san”
(diém d khoan 1 biéu 290 BLHS nam 2015)
la hanh vi sit dung tht doan gian d6i, dua ra
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nhitng thong tin sai sy that vé mot san pham,
mot van dé, linh vuc trong thuong mai dién
tw, kinh doanh tién t¢, huy dong von tin dung,
mua ban va thanh toan c6 phiéu trén mang
nhdm tao niém tin cho chu tai san, nguoi
quan ly tai san, lam ho twdng la that va mua,
ban hodc dau tu vao linh vuc do; gii tin nhin
Itra trang thuong nhung thuc t€ khong co giai
thuwong dé chiém doat phi dich vu tin nhin;
quang cdo ban hang trén mang Internet, mang
vién thong nhung khong giao hang hoéc giao
khong dung s6 luong. chung loai, chat lwong
thap hon hang quang cdo va cac hanh vi nay
khong thudc truong hop quy dinh tai Diéu
174 BLHS nam 2015.

Huéng dan cu thé viéc 4p dung diém d
khoan 1 Biéu 290 BLHS nam 2015 quy dinh
tinh tiét “Thiét lap, cung cap trai phép dich
vu vién thong, internet nh3m chiém doat tai
san” theo hudng khong phai la tinh tiét twong
tng v6i quy dinh tai diém d khoan 1 Diéu
226b BLHS nim 1999 “hanh vi khac nham
chiém doat tai san cua co quan, td chirc, don
vi”, bodi vé mat nguyén tic 1a hanh vi pham
toi nao khi bi xt¢ ly hinh sy thi phai duogc cu
thé trong BLHS nam 2015. Day chinh la ly do
biéu 290 BLHS ndam 2015 bd quy dinh quét
“hanh vi khac”.

Nghién ctru, huéng dan viéc tinh hau
qua “gay thiét hai” ctia cac toi pham thé trong
linh vuc cong nghé thong tin, mang vién
thong theo hudng quy doi thanh tién doi véi
nhitng hdu qua nhu: Lam té liét, gian doan
ngung tré, dinh tré hoat ddng cua co quan, t6
chttc dan t6i gay thiét hai la co quan, t& chtic
va nguoi dan mat nhiéu thoi gian, tién bac ma
khong giai quyét duoc cong viéc va co quan,
t6 chitc mat tién tra lwong cho nguoi lao dong
cua co quan, to chtrc minh...

Ba la, hoan thién quy dinh caa BLTTHS
c6 lién quan dén phong, chong tdi pham
trong linh vic cong nghé thong tin, mang
vién thong.

Can tap trung hoan thién BLTTHS hién
hanh nhtGng quy dinh c6 lién quan dén
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phong, chdng tdi pham trong linh vuc cong
nghé thong tin, mang vién théng sau day:
Thit nhét, can nghién ctru bo sung thém
vao BLTTHS nam 2015 mdt s6 van dé lién
quan dén qua trinh thu thap ctng c6 tai liéu
chting ctt la dit liéu dién tir nhw quy dinh chi
tiét vé hoat dong phuc hoi ching c di liéu
dién tir. Day la van dé rat quan trong lién quan
truee tiép dén qua trinh chiing minh ti pham.
Do chua c¢6 quy dinh cu thé vé hoat dong
phuc hoi di liéu dién tir nén viéc stv dung cac
d@ liéu dién t&r sau khi phuc hoi lam tai liéu,
chttng ctt chitng minh hanh vi pham t6i cua
t0i pham con nhiéu bat cap. D€ giai quyét van
dé nay, can bd sung vao BLTTHS nam 2015
ndi dung quy dinh vé viéc cac co quan c6 thim
quyén khi phuc hoi phai st dung thiét bi phan
ctng la nhiing thiét bi nao, phan mém gi dé
phuc hoi (nhiing thiét bi phan cting va phan
meém c6 thé thay doi cho phu hop vdi sy phat
trién cua cong nghé va sy thay do6i nay phai
do co quan cé thAim quyén ban hanh bang
van ban). Nhing di liéu sau khi phuc hoi sé
duoc cong nhan la nguén chiing ct d€ ching
minh t0i pham. Hodc cac dit liéu dién tix lién
quan dén hoat dong pham tdi cua ddi tuong
dwoc lwru tai cdc mdy chu dat 0 niedc ngoai ma
khi co quan chtic nang tai vé (download) thi
c6 duogc coi la ngudn ching c hay khong?
Can ct xac dinh d liéu dién tir duoc tai vé
(download) d6 1a do d6i tuong tao ra (chang
han nhu can c&t vao email, s6 dién thoai dang
ky, xac thyec)... Day 1a van dé can duwoc quy
dinh trong BLTTHS nam 2015 d€ tao khung
phap ly cho qua trinh chttng minh t6i pham.
Thé hai, can sta ddi, b6 sung trong
BLTTHS nam 2015 quy dinh vé thdm quyén
diéu tra d6i voi toi pham trong linh viec cong
nghé thong tin, mang vién thong. Do dic diém
cua loai tdi pham nay la déi twong ¢ mot dia
diém va thuc hién hanh vi pham t6i tai dia diém
khac tham chi la 6 qudc gia nay nhung thuec
hién hanh vi pham t6i tai qudc gia khac. Chinh
vl vay can c6 quy dinh cu thé tham quyén diéu
tra vu an toi pham trong linh viec cong nghé
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thong tin, mang vién thong thudc Co quan
diéu tra noi doi twong ngodi thye hién hanh vi
hodc thudc tham quyén ctia Co quan diéu tra
noi dat hé thong may tinh, phuong tién dién t&
bi tdn cong hay thudc tham quyén caa Co quan
diéu tra phat hién ra hanh vi pham t6i.

4. Két luan

Cé thé ndi, qua trinh phong ngtra va dau
tranh chdng t6i pham trong linh vitc cong
nghé thong tin, mang vién thong chinh la qua
trinh ap dung cac quy dinh cua phap luat c6
lién quan dé€ phong ngtra va dau tranh chdng
loai t0i pham nay. Do d¢, syt hoan thién cua
phép luat cé vai tro to 16n quyét dinh hiéu qua
cong tac phong, chdng tdi pham trong linh
viee cong nghé thong tin, mang vién thong.
Trong thoi gian tdi, cadc co quan va nguoi co
tham quyén can quan tam hoan thién phéap
luat, kip thoi thao g& nhiing ton tai, han ché
cua hé thong phap luat, qua dé nang cao
hiéu qua ap dung phap luat phong, chdng
toi pham trong linh virc cong nghé thong tin,
mang vién thong./.
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