THU DOAN SU DUNG CAC UNG DUNG MANG CONG NGHE
THONG TIN, TRUYEN THONG DE PHAM TOI MUA BAN NGUGI
VA VIEC PHONG NGUA, PHAT HIEN, XU LY

NGUYEN BDUC HANH*

Trong nhiing ndm gian ddy, bén canh cdch thiic t6 chitc va thuc hi¢n t0i pham truyén
thong cia t¢i pham mua bdn nguoi, cdc doi tugng con si dung cdc phuong tién, cong nghé
thong tin truyén thong trong viéc chudn bi thuc hién t0i pham, t6 chitc thuc hién t0i pham
va che gidu tdi pham. Diéu ndy khién mitc dd nguy hiém cia t0i pham ting lén, s6 luong
nguoi bi hai nhiéu hon, sau khi thyc hién toi pham dé tron tranh phdp ludt hon. Vi vdy,
Yéu cdu trong viéc nghién citu thi doan pham t6i gitip phong ngiva, phdt hién t¢i pham ting
dung mang cong nghé thong tin va truyén thong la hét siic cin thiét, cdp bdch hién nay.
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In recent years, in addition to the traditional modes of organizing and carrying
out human trafficking, criminals also use technology to facilitate, organize and hide
their illegal activities. This increases the seriousness of the crimes and the number
of victims. Also, after committing the crimes, with the support of technology, it is
easier for criminals to abscond the law. This article explores how human traffickers
use technology to expand their networks, and how technology can be used to prevent,
detect and handle trafficking in persons cases.
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prevention.

0i pham mua ban nguoi (MBN)

trong nhitng ndm gan day dién

bién phttc tap véi tinh chat,
quy mo va tht doan hoat dong pham toi
ngay cang tinh vi, xao quyét, co t6 chirc
chdt ché gitta nguwoi mua va nguoi ban,
moi gidi, dan dit, hinh thanh céc duong
day toi pham lién tinh va xuyén qudc gia.
T6i pham MBN da dugc phat hién xay
ra trén pham vi 63 tinh, thanh phg; nan
nhan khong chi la phu nit, tré em ma da
xudt hién tinh trang mua ban nam gioi,
tré so sinh, bao thai, mua ban ndi tang,
dé thué...! Mdc du giam vé sd luwong bi
phat hién, xtt ly nhung tinh hinh tdi pham

! Bao cdo Bo Cong an “Tinh hinh thiee hién phap luat
v€ phong chéng mua ban nguoi giai doan 2012-2017".
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MBN van dién biéh phtic tap, thu doan
toi pham hét stec tinh vi, xdo quyét voi
sw tham gia cta cac doi twong duoc to
chttc thanh dwong day; cé sy phan cong,
phoi hop chat ché va rat chuyén nghiép
gay kho khan cho cac co quan chttc nang
trong qua trinh diéu tra, truy to%

Bén canh cach thirc t0 chitc va thuc
hién t0i pham truyén thdng, cac doi
tuong MBN con st dung cac phuwong
tién, cong nghé thong tin truyén thong
trong viéc chudn bi thuc hién t6i pham,
to chirc thuc hién tdi pham va che giau
toi pham khién mtc d¢ nguy hiém

* Phé Gido su, Tién si, Phé Hiéu truong Truong Dai
hoc Kiém sdat Ha Noi
2B&o cao Ban chi dao 138/CP nam 2019.
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ctua toi pham tang lén, sd lwong nguoi
bi hai nhiéu hon, sau khi thyc hién tdi
pham dé trén tranh phdp luat hon. Vi
du nhu viéc cac doi twong pham t0i st
dung Internet dé€ tim kiém, phat hién
nan nhan; st dung dién thoai di dong,
Email, Facebook, Zalo... dé€ lién lac dua
nan nhan di chuyén trong lanh tho, ra
nudc ngoai; st dung chitng minh thu gia
dé mo tai khoan, dung hinh thirc thanh
toan tryc tuyén chuyeén va rut tién; lap
cac trang web den dé quang cao, tiép
thi, tim kiém khach hang; gia danh luc
lwong chiic ndng dé€ lwra gat, cudng ép
nan nhan nham bén sang bién gisi®.
Tham chi, c6 nhitng treong hop dung
tén, hinh anh dai dién gia trén Facebook
mac 1é phuc Cong an, B4 doi Bién phong
lam quen, két ban va ltta ban nan nhan
bén canh chiéu tro ltra dao yéu duong...

D€ gbép phan nang cao hiéu qua phat
hién, x ly t¢i pham MBN c6 st dung
cong nghé théng tin, truyén théng, bai
viét trinh bay, phan tich nhiing yéu to cta
mang thoéng tin, truyén thong ma cac doi
twong pham t6i MBN c6 thé khai théc,
thuc hién toi pham cting nhu nhitng noi
dung lién quan dén viéc sit dung cong
nghé thong tin, truyén thong dé€ phong
ngtra va chong toi pham MBN. Tt d6, tac
gia dua ra mot so kiéh nghi, dé xuat nham
nang cao nang lic phong ngtra, phat hién
va xt ly t0i pham MBN c6 st dung cong
nghé thong tin, truyén thong.

3 Ngay 10/9/2020, Céng an Lao Cai khoi t6 Sung
A Ché (SN 1991, tru tai xa Muong Toong, huyén
Muong Nhé, tinh Dién Bién); Thao Seo Hoa (SN
1976, tra tai huyén Ham Yén, tinh Tuyén Quang);
Chang A Vuwong (SN 1987, tra tai huyén Tam
Duong, tinh Lai Chau) cung dong bon vé 02 hanh
vi mua ban nguwoi va mua ban nguwoi dudi 16 tudi.
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1. Mot s6 yéu t6 gan v6i mang cong
nghé thong tin, truyén thong ma cac déi
twong pham t6i mua ban nguwoi thuong
khai thac st dung trong viéc thwc hién
hanh vi pham toi

- Mang thong tin, truyén thong co
kha nang gitp cho viéc giao ti€p, trao
ddi thong tin gitra nguoi dung véi toc do
cao, dé dang vurot qua bién gisi qudc gia
ma khong chiu sy kiém soat cua cac co
quan chtec nang. Loi dung dac diém nay,
cac doi twong pham to6i MBN da sir dung
mang thong tin, truyén thong dé két noi
véi cac nan nhan trén khap cac quoc gia
va vung lanh tho trén thé'gioi.

- Viéc thiét 1ap va st dung cac trang
web bat hop phédp dé dang, cac ho so
treee tuyén an danh, cac thiét bi dung mot
lan ludn san c6 da tao diéu kién thuan
loi cho viéc che giau cac giao tiép, giao
dich thong qua modi treong mang khi
cac mang lwdi toi pham dwoc thyec hién,
gitip cac d6i twong nay dé dang che giau
toi pham, tron tranh sy phat hién caa co
quan chttc nang. Do d6, cac d6i tuong
MBN thuong khai thac triét dé€ yéu to
nay dé€ ti€p can nan nhan, trdnh sy phat
hién, can thiép ctia gia dinh va co quan
chttc nang.

- Viéc phat hién, thu thap dit liéu dién
ter d€ c6 ching ¢t chtrng minh hanh vi
pham t6i thong qua moi treong mang doi
héi phai c6 cac nguon luee va thiét bi cong
nghé thong tin, truyén théng hién dai. Vi
vay, vOi cac quoc gia kém phat trién va
dang phat trién (thuong la cac quoc gia c6
nan nhan bi mua ban), day la moét thach
thirc khong nho khién cac doi teong MBN
khong ngttng khai thac tinh nang nay khi
thuc hién toi pham.
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- Thu doan pho bién ma cac doi tuong
pham toi MBN ¢ thé khai thac, st dung
cong nghé thong tin, truyén thong khi
thiec hién cac hanh vi pham toi la:

+ Thong qua mang thong tin, truyén
thong, cac d6i twong MBN dé dang tim
kiém, xac dinh cac khu vuc c6 thé ¢ nan
nhan dé€ tuyén mo, khong ché, kiém soat
khi van chuyén, chtta chap, tiép nhan va
chuyén giao. Viéc st dung cong nghé
thong tin ctia cac doi teong tdi pham co
thé tir nhitng giai doan dau tién nham xac
dinh nhitng nan nhan tiém nang thong
qua cac quang cao trén mang dén nhiing
giai doan cudi cung la che giau hanh vi
pham t0i. Rira tién c6 thé duoc thuc hién
tir hanh vi pham t6i nay.

+ Viéc st dung cong nghé c6 thé ap
dung cho tat ca cac hinh thttc MBN nhw
Internet gitp cho nhiing d6i twong MBN
c6 thé tiép can vodi s6 lwgng 16n cac nan
nhan tiém nang so vai viéc thye hién thong
qua dién thoai, tin nhan, lién hé triec tiép.

+ Céc thu doan tuyén mo cua nhitng
doi twong MBN c6 thé duoc thuc hién
thong qua st dung cdc trang web dé thiét
lap lién hé ban dau véi nan nhan trén
pham vi rong, nhiéu nhém nguoi dung
Internet. Cac trang web nay c6 thé giup
tro chuyén, trao doi thong tin dwdi dang
tin nhin, van ban, video, trao d6i hinh
anh, hen ho va cac hoat dong khac. Ngoai
ra, nhitng dién dan mang ciing cung cap
cho ké mua ban nguoi thong tin vé cac
16 hong tir mdy tinh ctia nan nhan, co so
dt liéu ctia nan nhan dé cé thé khai thac
nh3m 1ay dwoc long tin va sy tw tin cua
nan nhan.

+ Trén cac trang web va tng dung

mang xa hoi, cac doi twong MBN c6 thé
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nghién cttu, tim hiéu vé nan nhan va dé
dang theo do6i nhitng luot thich va khong
thich. Pi€u nay gitp nhitng d6i tuong
MBN c6 thé diéu chinh cach ti€p can véi
tirng nan nhan va khai thac diém yéu cua
nan nhan. Ndm bt nhu cau lao dong, cac
nan nhan c6 thé dugc tuyén mo thong qua
cac 10i moi lam viéc, thwong la thong qua
cac trang web tuyén dung gia mao, quang
céo truc tuyén, cac co quan tuyén dung
gia hay thong qua cac trang mang xa hoi.

+ Cac d6i twong MBN thuong xac
dinh nan nhan nho dién thoai thong
minh (smartphone) boi hau hét ¢ cac
quoc gia, dién thoai thong minh déu co
kha nang truy cap Internet. Trong khi tuy
thudc vao kién thitc ctia nguoi dung ma
viéc st dung cac cai dat quyén riéng tu,
bao mat la rat khac nhau, nhiéu nan nhan
khong biét cach cai ddt nén da bi cac doi
twong pham tdi c6 thé khai thac, 1y cap
thong tin va tim cach tiép can. Cac tng
dung, phuong tién truyén thong xa hoi
va cac nén tang truc tuyén khac cung cap
cho nhiing d6i twong MBN quyén truy
cap vao mot loat thong tin hiru ich c6 thé
dugc st dung nhdm danh ltra nan nhan,
bao gom: D@ liéu vé vi tri, thong tin chi
tiét nhan dang, 161 song, thdi quen, hinh
anh, dia chi lién lac... O cac qudc gia phét
trién, dién thoai thong minh dwoc thanh
thiéu nién sit dung pho bién va trong mot
sO truong hop, cac ting dung trong dién
thoai thong minh da giap cac do6i tugng
pham tdi dé tiép can va khong ché cac
nan nhan nho tuoi hon.

Dudi day la bang thong tin tong quan
v€ cac trang web tuyén dung va két noi
thuwong dwgc nhing doi twong MBN st
dung:
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MBN c6 thé thuc
hién cac thao tac
thong qua mang
nhu thich, nhan
xét, dé nghi két
ban va thu thap
thong tin ma sau
dé st dung dé
tuyén md va thu
hut thanh nién.

c6 thé sau khi thu thap
thong tin trén mot trang
web xem va nhan xét. Viéc
tdn tinh, ga gdm c6 thé xay
ra trén cac tng dung va
trang web nhan tin nay,
thuyét phuc ai d6 gui mot
bttc anh nhay cam va sau
d6 st dung né dé tong tién
ho.

xdy dung long
tin va khién ho
chia sé nhiéu hon
vé co thé caa ho
bang hinh anh. Di
chuyén ching ti
trang duoc giam
sat sang trang it
dwoc giam sat hon.

Xem & binh ludn | Céc dia diém chuyén d6i | Cac trang web |Cac trang web quang
trang web cao va ban hang
Cac trang | Facebook, Tinder (tng dung hen ho|Tro chuyén |[Huéng dan thanh
web Instagram  (ddng|dé€ tro chuyén v6i nhing |roulette hodc|phd (rao vit, trang di
thwong |anh lén trang ca|nguwoi ban phu hop, tin|Omegle (webcam |kem voi quang cao)
dwgcsit |nhan cta chung |nhén riéng tw dé lién lac, |véi nguoi la mot |Skipthegames,
dung c6 thé binh ludn|gdp go va hen ho); cach riéng biét, |Bedpage (di kem
vé anh khac, nhan [Blendr (tng dung hen ho[nguoi dung co|trang web véica nhan
tin nhin riéng tw|véi tro chuyén riéng tu,|thé xoay qua|quang céo dich vu)
va c6 tai khoan|dinh vi GPS dé€ dinh vi|nhiéu nguoi la va| Seekingarrangement
tht hai ma cha|nguwoikhdc; webcam c6 hop|(hen ho, trang web
me khong biét goi | WhatsApp (ng dung nhén |trd chuyén riéng|thong tin tuong tu
la  “finstagram” | tin dwgc ma héa noi cadc nha |t dwdi man hinh [nhw ho so hen ho c6
hodc  instagram |cung cap dich vu khong luu | webcam) nhén tin);
gia), Snapchat | ban sao tin nhén ctia ho trén Sugar-baby  (trang
(nhan tin va dang|mady cht va chi hai nguoi web quang cao cho ¢6
anh cong khai, bién | dang giao tiép moi co thé gai c6 ho so cho cac
mat sau khi da mo | truy cap cac tin nhan d6); johns / sugar daddies
va chitc nang chia|KIK (tng dung nhan tin duyét va nhan tin)
sé tin nhan/hinh [khong duwoc két ndi véi s&
anh/video riéng tu) | dién thoai, tin nhin khong
duoc luu trén may cha dé
truy cdp bén ngoai cudc tro
chuyén).
Cac trang | YikYak (ddngbai an |Mau vang (ing dung hen|Monkey (webcam |Cac trang web it pho
web it danh v6i phan binh | ho / ban be danh cho gidi|vdi nguoi la trong [bién hon khong thé
pho bién |luan, vi tri GPS cho |tré cé chiic nang vuot, [sd gidy cd han,|xdc dinh vi da co
hon phép nguoi khac|“tinder cho tré em”); thanh nién can tim | nhiéu thay déi
xac dinh vi tri caa|# 1 Chat Avenue (phong|nguoi dung khac
nguoi dung trong|tro chuyén danh cho tré|lam ban trong thoi
mot ban kinh nhat|em véi nguoi la trong mot [gian khong  gidi
dinh); nhom 16n, mot nguoi c6 thé |han, duwoc quang
Whisper (déng bai|nhén tin trong mot nhém|cao danh  riéng
dn danh véi kha|lén hogc nhan tin riéng tu) | cho gidi tre)
nang binh luan va
gti tinnhan 4n danh
cho nguoi dung)
Qua trinh [ Nhitng d6i tuwong|Tro chuyén véi nguoi tré, |Lap cac 10 hong, |Chuyén ho tir chia

sé sang ban anh truec
tuyén cua chinh ho.

Ngtfén: Ryan Kunz, Meredith Baughman, Rebecca Yarnell and Celia Williamson (2018),
Social Media and Sex Trafficking Responses, University of Toledo
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- Mot xu hudng lién quan khac trong
viéc tuyén md nan nhan la viéc st dung
cac nén tang choi game tryec tuyén. May
choi game tién tién cung cap chitc nang
twong ty nhue may tinh dé€ ban va ngay
cang duoc st dung nhiéu hon trong cac
vu pham t0i. Bén canh d6, con xuat hién
nhitng thtt doan khac nhu:

+ Viéc kiém soat, khong ché nan nhan
c6 thé dién ra dudi nhiéu hinh thirc, trong
do cé ép budc, du dd va dwa cdc nan nhan
roi khoi nha ctia ho, kiém soat tai chinh
va tong tién. Cac do6i twong MBN st dung
cong nghé dé tranh tiép xuc truc tiép voi
nan nhan. Pay cing la thach thic khién
viéc diéu tra toi pham MBN ngay cang trd
nén khoé khan hon. Tuy nhién, “kiém soat
40” nan nhan la mot cdng cu pho bién.
Viéc kiém soat c6 thé bao gom theo doi nan
nhan thong qua kiém tra thu cong ho so
dién thoai hodc truy cap cac ttng dung dién
thoai thong qua cac tng dung dua trén
dam may hodc bang cach trién khai phan
meém gian diép. Ngay ca sau khi nan nhan
khong con nam trong tam kiém soat ctia
nhiing d6i twong MBN (vi du nhu ho da
tron thoat dwoc), ho van cé thé bi theo dai
bang cac ting dung theo ddi vi tri trén dién
thoai di dong ctia minh. Nhiing déi tuong
MBN ciing c6 thé gri thong tin lién lac de
doa dén nhitng nan nhan tim cach tron
thoat nham duy tri hogc gianh lai quyén
kiém soat ho.

+ St dung mang d€ ltra dao, de doa
va thuc hién hanh vi gian doi khac c6 thé
duoc nhitng d6i twong MBN ap dung khi
c6 duoc nhiing thong tin ¢ thé gay ton
hai cho nan nhan (hinh anh hodc video)
nhu mot phuong tién dé€ gianh quyén
khong ché, kiém soat. Vi duy, br?mg cach
htta hen cong viéc ngirdi mau va yéu cau
chup anh khoa than tir cidc ngudi mau, cac
do6i twong dwa ra nhing loi de doa. Biéu
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nay khong doi hoi phai co su tiép xtc truc
tiép gitta nhitng ké MBN va nan nhan
ma moi thit c6 thé dat duoc trong khong
gian a0. Mot thu doan khac la nhitng d6i
twong MBN chiém doat mang xa hoi cua
nan nhan va thém ndi dung goi y su dong
y khai thac, cing vdi néi dung khiéu dam
dé€ lam ton hai danh tiéng va uy tin cua
nan nhan hodc xam nhap gia tao tu cach
nguoi khiéu nai, khién tai khoan ctia ho bi
nha cung cap dich vu déng, bi c6 1ap, mat
danh tinh ky thuat s6 va mat lién lac véi
gia dinh va cong dong.

+ Thong qua mang Internet, cac doi
teong MBN rao ban nguoi triee tuyén voi
nhitng quang cdo duoc dang tai trén cac
trang web khong chinh thong, ndi dung
thuwong dwoc bao vé b?mg mat khau va
ma hoéa. Hanh vi nay da duwoc st dung
cho cac hoat dong bat hop phap va gay
ra nhitng can tré khong nho doi véi hoat
dong diéu tra ctia co quan t tung vé hanh
vi MBN. Truwong hop khac, doi tuwong
pham tdi cling ¢6 thé rao ban nguoi trén
cac trang web thong thuong khéc bang
cach nap duwdi dang dich vu mat-xa vdi
viéc st dung tiéng “16ng”. Vi du: Biéu
tuong cam xtc (chang han nhu hoa anh
dao dé xac dinh nan nhan la mot trinh nix)
va cac cum ttr khdc trong mo ta cua cac
quang cao ngam hiéu lam hoat dong mai
dam (vi du: “trai nghiém ban gai”) hoac
tré vi thanh nién dwgc quang cdo véi cum
ttr “t6i c6 mot ngwoi ban tré hon”.

+ Loi nhuan ma cac d6i twong MBN c¢6
dugc c6 thé chuyén dudi dang tién dién
tk nhu dong tién dién t& Bitcoin dé& dé
thanh khoan, dé cat gidu hon so vdi tién té
that boi chung khong bi quan ly va khong
dwoc hd tro boi cac ngan hang. Mat khdc,
cac doi tuong st dung tién ky thuat so sé
khong bi phu thudc vao bién gidi quoc gia
va ¢6 thé phuc vu trao déi vdi ca cac td

So chuyén dé 02 - 2021



NGUYEN PUC HANH

chttc toi pham khdc, thiec hién cac loai toi
pham khac khong phai MBN. Cac loai tién
ky thudt s6 ma cac doi twong pham toi ¢
duoc khong can phai thuc hién hanh vi
rira tién, von kho khan hon ¢ hau hét cac
quoc gia do cac quy dinh vé bao cao tién
mat ngay cang nghiém ngat va tuan tha
quy dinh chong rira tien. Cac khoan tién o
dang ky thuat so co thé duoc van chuyén
qua bién gi¢i mot cach dé dang, do d6 vuot
qua gidi han chuyén tién mat gitra cac khu
vuc phap ly. Viéc sit dung nhiéu “vi tién”
k¥ thuat s& (mdi vi tién riéng cho mdi giao
dich) tao thém thach thitc cho canh sat va
co quan chdng rtra tién trong viéc theo
doi va giam sat cac giao dich. Cac loai tién
ky thuat s6 cung cdp tinh an danh twong
do6i. Viéc sit dung tién dién tk lién quan
dén cac yéu t& khac chang han nhur “nha
giao dich tién dién ti”, “nguoi tron tién
dién t”, “nguoi trao doi tién dién ti” va
“san giao dich tién dién ti”... Néu cac nha
hoach dinh chinh sach va thuc thi phap
luat trén toan cau chua b6 sung cac quy
dinh diéu chinh quan hé nay thi viéc diéu
tra, xtr ly sé gdp phai nhiéu thach thtrc.

- St dung cong nghé trong thyec hién
hanh vi dwa ngwoi di cu trdi phép trude
khi thiec hién hanh vi pham t6i MBN

+ Theo s6 liéu ctia Uy ban Chau Au,
nam 2016, “viéc st dung mang xa hoi dé
thirc hién viéc dua nguoi di cu trai phép
da tang trueong theo cap s6 nhan trong
nhitng nam gan day”. Nam 2016, 10 qudc
gia thanh vién Lién minh Chau Au (EU)
da xac nhan mang xa hdi duoc stt dung
dé quang cdo cac dich vu dwa nguwoi di
cw trai phép, cung cdp thong tin vé cac
tuyén duong di cu va tao diéu kién giao
tiép gitta nhitng doi twong thuc hién
hanh vi dwa nguroi di cu trdi phép va cac
nan nhan. Nam 2017, Cao uy Lién Hop
Qudc vé nguoi ti nan (UNHCR) da cong
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bd nghién ctru vé viéc st dung mang xa
hodi ctia ngudi néi tiéng A Rép, cling nhu
nguoi ti nan va di cu Afghanistan. Cac
nha nghién cttu da theo doi hang tram
trang Facebook trong khoang thoi gian 10
thang, ghi lai di liéu dinh tinh vé trao doi
thong tin gitta nhitng nguoi di cu, 10i dé
nghi cua nhiing ké td chirc dwa nguoi di
cu trai phép - d6i tuong rat dé tré thanh
nan nhan cta t6i pham MBN va trén thuc
t€ da c6 nhiéu nguoi di cw trai phép tro
thanh nan nhan caa tdi pham MBN.

+ D061 véi viéc quang cao dua nguoi di
cw trai phép, cac doi twong pham tdi co
thé chon tiép thi dich vu cta ho truc tuyén
thong qua cac trang mang xa hoi va quang
cdo “truyén miéng” gitta nguoi di cu hay
nhitng do6i tuwgong t6 chiic st dung dién
thoai thong minh. Nhitng d6i tuong pham
t0i quang cao dich vu trén Facebook giong
nhu “bat ky cong ty du lich hop phap
nao”. Nghién cttu cia UNHCR nam 2017
cho thdy, ¢6 hang tram trang Facebook
cung cap ca dich vu hgp phap va bat hop
phéap vé6i day du thong tin lién lac. Cong
nghé giup cac ddi twong pham ti tiép can
nan nhan trong pham vi cdng dong rong
16n hon ma khong nhat thiét cac d6i tuong
nay phai c6 su hién dién thyec t€. Sau khi
nhitng nguoi di ce tw minh di chuyén ra
nudc ngoai, cac doi twong MBN tiép tuc
thue hién cac cong doan pham toi khac
nhu cach truyén thong.

+ Dién thoai thong minh, email, nén
tang mang xa hdi va tng dung duoc
nhing do6i twong pham tdi st dung dé€
lién lac voi ngroi di cu va cho phép chiing
tao diéu kién thuéan lgi hon cho qua trinh
dwa nguoi qua bién gidi, phan tng, doi
phd véi cdc co quan chitc nédng dé hon.
Tham chi, nhiing d6i twong dwa nguoi di
cu trdi phép khong phai di cung nhitng
nguoi di cu qua lai gitra cac bién gioi. Giao

Khoahoc Kiémsat s7



THU DPOAN SU DUNG CAC UNG DUNG MANG CONG NGHE...

tiép dién tk cting cho phép nhitng nguoi
di cu trdi phép (va nhitng nguoi chuan bi
di cw trai phép) biét dugc cac théng tin
ctua nhitng ké to chirc thong qua cac trang
mang xa hoi truc tuyén, mic d§ an toan
cua tuyén duong sé duoc st dung, mong
mudn ctia quoc gia dén va tinh hinh kiém
soat bién gidi.

+ Bén canh viéc thanh toan bfmg tién
mat thong qua st dung ngwoi bao lanh
la bén thtt ba (thanh vién gia dinh) thi
phuong thiic thanh toan con cé thé dugc
thuiee hién bang tra goép trén cac hé thong
thanh toan truc tuyén. Tién dién t 6 thé
giup nhiing d6i twong pham tdi va cac
nhdém t6i pham co td chic dé dang nhan
viéc thanh toan, cat gidu va chuyén tién,
hd tro rtra tién hay chuyén tién qua bién
gioi quoc gia ma tranh bi chinh quyén
diéu tra va bat gitt boi tién dién ti ¢6 tinh
nang an danh; mat khac, giup nguoi di cw
khong can thiét phai mang theo so luong
16n tién mat.

+ Nhitng doi tuong to chic dua nguoi
di cw trai phép vanguoi di cu cling ¢6 thé st
dung cong nghé thong tin va truyén thong
d€ cung cap, trao doi thong tin khi toi pham
duoc chuan bi thuc hién. Vi du: Xac dinh
cac loai dich vu duoc cung cap, thoi gian,
ngay thdng va gid ca caa dich vy, nghién
cttu bién gidi nao c¢é tinh hinh an ninh 16ng
léo/nghiém ngdt hon va thoi gian dén trong
ngay dé€ thu hut it sie cht1 y nhat. ..

+ Cong nghé trong chitng muc nhat
dinh lam mo ranh gidi gitta nguoi nhap
cw trai phép va doéi twgng to chiic di cu
trai phép.

2. Viéc st dung cong nghé thong tin,
truyén thong dé phong ngira va phat
hién, xt&¢ 1y t0i pham mua ban nguoi

- Nhiing tién bo trong cong nghé, ddc
biét la cong nghé truyén thong thong tin

O l\? re
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nho dién thoai thong minh va Internet da
dwogc cac doi tuong pham t6i MBN tan
dung triét dé, tao ra rao can, khé khan,
thach thirc trong viéc phat hién va diéu
tra. Tuy nhién, sg phat trién nay clng
gop phan khong nho trong viéc giup
cac co quan t0 tung khai thac tinh nang,
tac dung nhim ngan chan, phat hién toi
pham MBN nhu:

+Cong nghé ngay cang duoc ting dung,
trién khai manh mé trong viéc gitp quan
ly duwong bién gidi, cita khau tai cac khu
viee bién gioi. Hb tro cac co quan thuc
thi phap luat, co quan t6 tung phat hién
nhing doi twong di chuyén trai phép qua
bién gidi, hon nita giup ghi lai, lvu tri,
phan tich va trao d6i thong tin lién quan
dén c4dc nan nhan bi mua ban.

+ Céc di liéu dién tr cung cap cac
chttng ctt chitng minh hanh vi pham tdi
nhw sy bién dong tai khoan ngan hang,
dit liéu trong dién thoai, hinh anh, am
thanh luwu trt dwoc trong cac thiét bi
ky thuat s6. Nhitng thong tin khac co
dugc trén mang xa hoi nhw hinh anh,
video, dia chi lién h¢, vi tri va thong tin
khac, lich st trinh duyét trén may tinh
ca nhan va dia chi IP la ngudn chiing ctt
rat quan trong.

+ Cac luc lugng chitc nang co thé tao
cac bay toi pham c6 t6 chiic hoat dong
triee tuyén va ¢ thé cho phép thu thap
bang chitng ki thuat s6 nhu mot phan cta
cudc diéu tra. Tro ngai chinh d6i véi cac
cudc diéu tra la 4p lyc vé thoi gian tién
hanh diéu tra phai nhanh chéng, kip thoi
nén cong nghé cd thé duoc tan dung giap
giam thoi gian xac dinh d6i twong pham
toi va nan nhan. Vi du, chatbot cé thé
duoc st dung dé€ tham gia vao cac cudc
tro chuyén voi hang nghin ké lam dung
triee tuyén cung mot lic.
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+ Dt liéu GPS ¢ thé dwgc st dung dé
theo doi vi tri va lich st thiét bi phuc vu
hoat dong diéu tra.

+ Céc td chtrc chong MBN st dung cac
nén tang truyén thong xa hoi, vi du nhuw
Facebook va Twitter d€ truyén dat thong
tin vé t0i pham MBN, dang thong tin hoac
lién két véi cac to chie khac cd muc tiéu
twong tu, tao co hdi cho moi ngroi dan
trong xa hoi tham gia vao cac chién dich
phong ngtra va chong MBN. Cac t6 chiic
nay cling sit dung cac nén tang chia sé
video (chdng han nhuw YouTube) dé gido
duc nguoi dan vé tdi pham MBN. Vi du:
Du an Polaris - mot to chitc phi chinh phu
hoat dong d€ chong lai va ngan chdn nan
MBN - st dung cac nén tang chia sé video
va truyén thong xa hoi dé€ nang cao nhan
thitc, dong thoi ra mat dich vu nhan tin
(BeFree) hoat dong 24/7 dé hd tro nan
nhan cua t6i pham MBN dwoc giai cttu va
song sot.

+ Co ché'thong tin cho nhan chiing va
nan nhan qua dién thoai hodc Internet da
duoc thiét 1lap dé€ gitp d6 nhitng nguoi tie
nuwdc ngoai dén lam viéc 6 nudc khac hiéu
dwoc minh c6 dang thudc dang ddi tuwong
bi boc 16t hay khong.

+ Céc bién phap diéu tra st dung
mang thong tin, truyén thong gitup xac
dinh vi tri cta cac doi tugng pham toi
va nan nhan. Vi du: Bahrain da phat the
SIM cho nguoi lao dong khi dén nudc
nay nham gitip ngudi lao ddng cé thé st
dung tin nhén vin ban dé lién hé véi co
quan quan ly ngay lap ttec néu cé van dé
lién quan dén lao dong ctia ho. Nhing
cach tiép can nhu vay ciing cho phép
Nha nudc theo doi nguoi di cu.

+ Thong qua mang vién thong giup
cho cac co quan chitc nang thu thap duoc
cac dir liéu ho tro viéc phét hién, diéu tra
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va truy t6 cac doi twong pham t4i, dong
thoi ¢ thé hd tro va du doan cac hinh
thiec t0i pham cling nhuw dy doan cac
hoat dong véi muc dich phong, chéng
toi pham. D@ liéu duwoc thu thap c6 thé
giup tdng cuong hop tac diéu tra 6 cap
quoc gia va da quoc gia. Khi ¢é sy chia
sé dit liéu, hop tac gitra cac co quan thuyec
thi phap luat ctia cdc nudc thi hiéu qua
dau tranh phong, chong toi pham MBN
sé dugc nang cao.

3. Mot s6 kién nghi, dé xuit nham
nang cao nang luc phong ngira, phat
hién va xt 1y t0i pham mua ban ngwoi c6
stt dung cong nghé thong tin d€ pham t6i

Dé nang cao nang luc phong ngtra,
phat hién va x& ly td6i pham MBN c6 st
dung cong nghé thong tin, truyén thong
nhu mot cong cy, phuong tién khi thuc
hién t6i pham, chiing t6i cho rang can
thuc hién mot s6 giai phép sau:

- Céc qudc gia trén thé'gidi va khu vuc
can tang cuong phdi hop trong thuc hién
cac Hiép uwdc da phuwong, song phuong vé
dau tranh phong ngtra, chong t6i pham
MBN, t0i pham mang va tdi pham cong
nghé cao.

- Céc co quan chtrc ndng Viét Nam tiép
tuc co cac bién phap nh3m tuyén truyén,
t0 chiic thyee thi mot cach ¢ hiéu qua Luat
cong nghé thong tin nam 2006, Luat cong
nghé cao nam 2008, Luat an toan thong
tin mang nam 2015 va Luat an ninh mang
nam 2018 gan véi viéc tuyén truyén, to
chtrc thuc hién Luat Phong, chdng mua
ban ngwoi nam 2011.

- Hoan thién cac quy dinh phap ly lién
quan khac dén quan ly, khai théc, sit dung
di liéu dién tr tir cac thiét bi dién tu,
phuong tién dién t&r, phan mém... d&€ dam
bao tinh lién quan, khach quan, hop phap
cta chiing ctt dién tir trong nhitng treong
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hop dix liéu dién tir dugc khoi phuc sau
khi bi x8a; phat hién, bao quan, sao lvu dit
lieu dién tr triede khi dua di gidm dinh;
thu gitr cac dt liéu dién t& dang truyén
trong khong gian mang...

- Xay dung co ché phoi hop va cung
cap thong tin gitta cac cdng ty hoat dong
trong linh vuc thong tin truyén thong
khong dat tru so chinh trén lanh tho quoc
gia nhw Facebook, Microsoft, Instagram,
Google... voi cac co quan thuc thi phap
luat, co quan t8 tung nham ngan chan,
phat hién, xt¢ ly cdc hanh vi sit dung mang
mdy tinh, cong nghé thong tin truyén
thong dé€ pham toi MBN.

- Xay dung doi ngt chuyén gia trong
cac co quan thuc thi phap luat, co quan
t0 tung c6 kha nang st dung nhiing tién
bd ciia cong nghé thong tin, truyén thong
dé€ phong ngtra, phat hién, diéu tra, truy
t0, xét xtr t0i pham c6 st dung cong nghé
cao ndi chung va tdi pham MBN c6 st
dung cong nghé thong tin, truyén thong
ndi riéng.

- Trang bi co sé vat chat cho céac co
quan tién hanh t6 tung, trong do6 cé
cac phuong tién dién tw, thiét bi dién
t&, phdn mém uy tin d& ho tro viéc tim
kiém, phat hién, ghi nhan, thu thap,
bao quan, cang cd, danh gid, st dung
cac dir liéu dién t, chiing ct dién tk
trong giai quyét vu an hinh su. Cung cd
chitng ct khai thac ttr cdc ngudn ching
ctt khac thdong qua nguon dir liéu dién
tk va nguoc lai.

- Bau tw nguodn lyce, dao tao luc luong
trong cac co quan thuwc thi phap luat, co
quan cé tham quyén tién hanh t6 tung
dé€ c6 kha nang phat hién, diéu tra, xtr
ly toi pham MBN gan véi cac thu doan
pham t6i méi trong twong lai c6 thé xuat
hién nhu:
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+ Toi pham MBN c6 st dung tri tué
nhan tao dé€ tim kiém bi hai, thwc hién
tuyén mg, tiép nhan, chuyén giao va trén
tranh trach nhiém hinh sy ca nhan;

+ Cac doi twong pham t6i MBN c6 sw
dung tro 1y la cac ca nhan ao dé thuc hién
hanh vi pham tdi va che gidu t0i pham;

+ D61 tuong MBN st dung cac cong
cu nhu robot, may bay khong nguoi lai
va phuong tién ti van hanh trong viéc
giam sat nguoi lao dong; dong thoi can
tro, tron tranh viéc bi cac co quan thuc
thi phap luat phat hién, bat gitt;

+ Khi cac nén tang va cau triic bao mat
ngay cang trd nén tinh vi, mot t6 chic toi
pham c6 thé nup bong hoat dong kinh
doanh hop phap va khién cac co quan
chitc ndng rat kho phat hién;

+ Moi truong boc 10t truc tuyén co
thé tao ra nhitng phuong thirc, thu doan
pham toi méi d6i vai cac to chire toi pham,
cting nhw nhitng hinh thitc pham ti 6 to
chttc moi./.
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