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DE DOA SU/ DUNG VU LUC VA QUYEN TU VE CUA QUOC GIA
TREN KHONG GIAN MANG TRONG LUAT Quoc TE

PO THIHA*

Cudc ciach mang cong nghiép lin thit tw mang lai nhiing co hdi chua tirng cé trong
lich st nhan logi, dong thoi ciing mang dén nhiing thdch thiic khong nho trong viéc giit
gin hoa binh, an ninh, chii quyén quéc gia. D& phong, tranh, va d6i phé véi cdc nguy co
mdt an ninh, ddc biét la tdn cong mang, phdp ludt quoc gia ciing nhu phdp ludt quéc té
cin thong nhdt cdch tiép cdn cdc khia canh phdp 1yj vé vii lyc va sir dung vii lyc trén khong
gian mang, dp dung quyén ty vé quoc gia nham bdo vé cé hi¢u qua chii quyén quéc gia trén
khong gian mang. Bai viét nghién citu cdc khia canh phdp 1y vé viéc cdm dung vii lyc, de
doa si dung vii luc va quyén tir vé ciia quoc gia trén khong gian mang ciing nhu dé cdp dén
nhiing khé khdin thdch thiic khi xdc dinh nhiing yéu t6 ndy.

Tir khéa: Khong gian mang, tan cong mang, si dung vii luc, quyén ty vé qudc gia, an
ninh mang, ludt quoc té.

The 4™ industrial revolution brings both unprecedented opportunities and
significant challenges in peacekeeping, security and national sovereignty. In order
to prevent and deal with insecurity risks, especially cyber attacks, national laws and
international law need to agree on an approach to the legal aspects of force and the
use of force in cyberspace, to apply national self-defense to effectively protect national
sovereignty on cyberspace. The paper studies the legal aspects of the prohibition
of force, threats to use force and national self-defense on cyberspace as well as the

difficulties and challenges in identifying these factors.

Keywords: Cyberspace, cyber-attacks, use of force, national self-defense, cyber

security, international law.

hong gian mang von duoc cho

la “khéng cé gidi han khong gian

va thoi gian”?!, tuy nhién moi
truong nay khong phai la noi “khong cé
ludt I¢” d€ bat ky ai cling c6 thé tién hanh
cac hoat dong thu dich ma khong bi kiém
soat. Trong khi moi qudc gia dang nd luc
dé kiém soat tinh hinh an ninh trat tw xa
hdi trong thé gidi thuc thi khong gian

! Khoan 3 Biéu 2 Ludt An ninh mang nam 2018:
“Khong gian mang la mang lwgi két ndi ciia co so ha
ting cong nghé thong tin, bao gom mang vién thong,
mang Internet, mang mady tinh, h¢ thong thong tin, hé
thong xir Iyj va diéu khién thong tin, co sé div ligw; la
noi con nguwoi thuc hién cdc hanh vi xd hgi khong bi ioi
han béi khong gian va thoi gian.”
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mang lai md ra mot thé gidi o rat khac,
lam d&y 1én hang loat cac van dé lién quan
dén hoat dong tan cong mang, kich dong
biéu tinh, ndi day, ti€p tay cho hoat dong
tuyén truyén xuyén tac su that lich st, gay
bat &n hodc cang thang trong quan hé qudc
t€. Bam bao an toan, an ninh trén khong
gian mang khong con la van dé mang tinh
qudc gia ma mang tinh qudc t€ toan cau
boi tinh “khong gioi han” ctia khong gian
mang. D€ giai quyét thuc t€ d6, nhiéu
quoc gia c6 thé trong doi vao viéc ki keét,
tham gia vao cac diéu wdc quoc t€ diéu

* Thac si, Gidng vién Ludt quéc té, Hoc vién An
ninh nhan dan.
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chinh linh vyc khong gian mang trén co
6 cac nguyén tac co ban ctia luat quéc té,
phtt hop véi thuc tién tap quan qudc t&
nham duy tri hoa binh, bdo dam an ninh
cho cac thé hé twong lai.

1. CAm dung vii lwc, de doa st dung
vii lwc va quyén tw vé qudc gia trén
khong gian mang

1.1. Cdc hanh vi sw dung vii luc, de doa
s dung vii luc trén khong gian mang

Cam dung vi lyc, de doa sit dung
vl luc trong luat qudc t€ hién dai la mot
trong nhitng nguyén tac git vi tri trung
tam trong hé thdng nguyén tac co ban cua
luat qudc t€ ¢d tinh Jus Cogens. Viéc nhan
dién cac hanh vi dung vii luc va de doa st
dung vii luc trong quan hé qudc t&€ khong
phai bao gid cling dé dang xuat phat
ttr nhiéu nguyén nhan khac nhau. Trén
khong gian mang, viéc xac dinh duoc dau
la hanh vi dung vi lgc, dau la hanh vi
de doa stt dung vii lwc cang tréd nén kho
khan hon. Hanh vi “tdn cong vii luc” hay
“de doa dung vil lwc” trén khong gian mang
duwoc xac dinh khong chi boi cadc hanh vi
ma bang cach danh gia chudi cic hiu qud
gay ra boi cac hanh vi cu thé trén khong
gian mang’. Biéu hién cta chudi cac hau
qua nay rat da dang. D6 c6 thé la nhiing
ton hai vé nguoi, tai san, co so vat chat
trén thye t€ nhung ¢d nguodn goc tir hanh
vi tdc dong cua chu thé trén khong gian
mang, nghia la hau qua ttt hanh vi “ao0”
nhung c6 tac dong “that” giong nhu cac
hanh vi st dung vii luc thong thueong. Vi
dy, hanh vi dién ra trén khong gian mang
lai gay ra cac hau qua lam kich dong bao

2 Loi mo dau, Hién chuong Lién hop qudc nam 1945.
* Hongju Koh, Harold, “International Law in
Cyberspace” (2012). Faculty Scholarship Series. 4854.
htps://digitalcommons.law.yale.edu/fss_papers/4854
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luc, gay thuwong vong, pha huy co so vat
chat, ha tang, phuong tién, vv... déu duoc
xem nhu la st dung vii Iuec.

Trong viéc xem xét hanh vi c6 st dung
vl lyc hay khong, phai danh gid cac yéu to
tac dong bao gdbm boi canh sy kién, nhan
t0 gdy ra hoat dong thu dich (d€ nhan
dién nhiing van dé khé khan trong viéc
quy két cho hoat dong trén khong gian
mang), muc tiéu, dia diém, y dinh va hé
qua, nhiing van dé khac c6 kha nang xay
ra. Cac hoat dong thuwong duwgc dan chiéu
lam vi du dién hinh cho viéc quy két hanh
vi st dung vii luc trén khong gian mang
la: (1) td chtre kich dong chuong trinh v
khi hat nhan; (2) t6 chtc kich dong pha
huy cac con dap (ho chtta nudc), mang
lwdi dién, gay nguy hai cho khu vuc dan
cu trong pham vi lwu viec anh huong,
hodc hanh vi td chic cac hoat dong vo
hiéu hoa hoat dong kiém soat khong luu
dan dén lam roi may bay va cac hau qua
nang né khac. Nhitng hanh vi stt dung v
lgc trong thuc t€ nhu bin pha cac muc
tiéu, tha bom, tan cong bao luc,... trong
thuc t& gay ra hau qua vat chat nhu thé
nao thi hanh vi bao Iyc trén khong gian
mang cling c6 thé dan dén hau qua nguy
hai nhu vay. Hanh vi tan cong trén khong
gian mang con nham dén céc trung tam
diéu khién mot cach c6 hé thong hon ca
hanh vi bao luc don thuan dién ra ngoai
xa hoi, dan dén hau qua khoén luong va
khé khac phuc. Thyc tién cho thdy, trong
nhiéu truong hop, cac hoat dong trén
khong gian mang da cau thanh hanh vi
de doa st dung hoac stt dung vii luc theo
quy dinh cua Diéu 2(4) Hién chwong Lién
hop qudc nam 1945.

Nam 2010, sau may tinh Stuxnet la
mot loai ma doc lay lan qua phan cing
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cua hé thong mdy tinh diéu hanh, tin
cong vao it nhat 14 co s& cong nghiép
cta Iran, trong d6 c6 ca mot nha may
lam giau uranium, gay ra hau qua thiét
hai nghiém trong lam cho cong tac khic
phuc kéo dai hang nam sau do6.* Qua
trinh diéu tra, truy tim hanh vi phat hién
ma doc Stuxnet lién hé v6i hai mdy cha
0 Malaysia va Ban Mach. Nam 2011,
hang phim anh Sony Pictures ctia Nhat
Ban d6i mat véi vu tan cong mang gay
hau qua thiét hai chua tirng co6 trong lich
st kinh doanh gay ra boi nhom hacker
#GOP duoc cho la tir Bic Triéu Tién®.
Nam 2014, Han Qudc phét hién khoang
100 triéu tai khoan ngan hang da bi danh
cap thong tin trong vai ndm truede d6, 20
triéu tai khoan khach hang bi “hack”, hau
qua gay xao tron tinh hinh kinh doanh
cua hé théng ngan hang, hon hai triéu
chu thé da chdm dat hoat dong hodc
thay thé tai khoan tin dung.® Nam 2017,
cong ty Equifax — mot trong nhitng trung
tam thong tin tin dung 16n nhat nudc My
dé 16 thong tin ca nhan cua 147,9 triéu
nguodi do 16 hong bao mat. O Viét Nam,
cac cong ty truyén thong va cong nghé
16n nhu VCCorp, Bkav, VNG déu da
bi tdn cong mang, gdy anh huwong hang
chuc ty dong. Vu viéc nghiém trong nhat
tinh dén nay xay ra vao nam 2015 khi hé
thong thong bao san bay bi hacker nuwdc

#Xem Cau chuyén vé ma doc Stuxnet — vt khi nguy
hiém trong thé gidi mang - <https://securitydaily.
net/cau-chuyen-xung-quanh-stuxnet-vu-khi-
nguy-hiem-trong-the-gioi-mang/> truy nhap ngay
13 thang 11 ndm 2020.

5 Xem “Toan canh vu tan cong Sony Pictures”

6 Xem “Ntra s6 dan Han Qudc bi trom théng tin
thé tin dung” <https://infonet.vietnamnet.vn/the-
gioi/nua-so-dan-han-quoc-bi-trom-thong-tin-the-
tin-dung-122927 html> truy nhap ngay 13 thang
11 nam 2020.
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ngoai chiém doat, mot s6 man hinh hién
thi thong tin chuyén bay cua cac San bay
quoc t€bi chen nhitng ndi dung xuyén tac
vé Viét Nam, dir liéu cta 411.000 thanh
vién la cac lanh dao, quan ly co quan
Nha nudc, ngan hang, doanh nghiép 1én
bi ddnh cap.” Theo thdng ké cta Cuc An
toan thong tin (BO Thong tin va Truyén
thong), Viet Nam ghi nhan hon 1000 cudc
tan cong mang trong khoang 4 thang dau
nam 2020 vao hé thong thong tin®.

Hang loat cac cudc tdn cong mang 16n,
nho trén thé gidi hién nay lam day 1én maoi
lo ngai rat 16n la cac ma ddc/sau may tinh
gio day c6 thé duoc sit dung d€ pha hoai
nén an ninh, trat tw quan ly nha nudc, hoat
dong kinh doanh san xuat cht khong chi
dung cho muc dich tham do hay danh cap
thong tin nhu truede day.

1.2. Quyén tw vé quoc gia (national
self-defense) trén khong gian mang trong
Ludt qudc té&

Quyén ty vé cua qudc gia duoc ghi
nhan tai Biéu 51 Hién chuong Lién hop
quoc. Quyén nay duogc qudc gia ap dung
khi c6 du diéu kién vé vé viéc ton tai cac
hoat dong tan cong mang may tinh dat dén
mttc cau thanh hanh vi tdn cong hodc de
doa tdn cong mang. Vi du, nam 2011, Hoa
Ky da ban bd Chién luoc Qudc té vé Khong
gian mang nidm va khang dinh van dé tu
vé theo quy chéDbiéu 51: “Khi dugc cho phép,
Hoa Ky sé phan tng lai hanh dong tan cong
thu dich trén khong gian mang giong nhw bat

7 Xem “Thong cdo bao chi vé vu hacker tdn cong
vao hé thong Vietnam Airlines” < https://vnisa.
org.vn/thong-cao-bao-chi-ve-vu-hacker-tan-cong-
vao-he-thong-vietnam-airlines/> truy nhap ngay
13 thang 11 nam 2020.

8 Xem “http://tapchitaichinh.vn/tai-chinh-phap-
luat/viet-nam-ghi-nhan-hon-1000-cuoc-tan-cong-
mang-trong-4-thang-dau-nam-322683.html”
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trwéce bat ky de doa nao khic doi véi quoc gia” .

Trong d6, hanh vi tu vé quoc gia tai
biéu 51 Hién chuwong Lién hop qudc c6
lién hé chit ché dén nguyén tac jus in bello
— cong ly trong chién tranh, yéu cau cac
quoc gia phai tuan thu nghiém ngat trong
hoat dong st dung v luc d€ tu vé. Jus in
bello dwoc gidi thich 1a mot trong hai nhom
quy tac trong Luat chién tranh, do hoc
gia kiét xudt nguoi Ha Lan Hugo Grotius
(1583-1645) khoi xueong. @ng la mot trong
nhiing nguoi quan trong déng gop nén
mong ly luan xay dung hoc thuyét phat
trién Luat quoc t€ trén thé gidi. D€ ngan
can cac cudc chién tranh phi nghia trong
thoi ky trung dai, 6ng dya trén ly thuyét
va thuec tién lich st ¢ dai va trung dai dé
xay dung nén hai nhém quy tac: jus ad
bellum (quyén gady chién tranh) va jus in
bello (cong ly trong chién tranh). Quy tac
jus ad bellum dat ra nhitng chuan muc ma
theo @6, mdt nha lanh dao chinh tri cé thé
quyét dinh mét cudc chién tranh ¢ chinh
nghia hay khong. Quy tac jus in bello miéu
ta nhitng hanh dong quan sy nao duoc
phép tr phuwong dién niém tin chinh
nghia va hop phap tit phuwong dién phap
ly qudc t€ khi xay ra cac cudc chién tranh,
dacbiét 1a cac cudc chién phan cong tu vé.

Nhuw vay, d6i chiéu v6i quy dinh Luat
quoc t€ hién dai ngay nay, hoc thuyét cac
vé nguyen tac jus in bello con nguyén gia tri
trong van dé dinh doat nhitng treong hop
ngoai 1€ nao dwoc st dung vii luc trong
quan hé qudc té. Trong bdi canh cua mot
cudc xung dét vii trang, phap luat quoc t&
dugc ap dung dé€ diéu chinh pham vi st
dung v lyc (trong mot sd hé thong luat
khac con goi la luat chién tranh — the law of
war/armed conflict) trén khong gian mang
khi gay ra cac hoat dong thu dich, gidong
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nhu cac phuong thitc phé bién khac.
Trong bat ky hoan canh xung doét nao,
phap luat qudc t&€ cho phép nguyén tac
gi6i han hgp phap vé tinh can thiét va hop
ly trong st dung vii luc d€ tu vé. Thuc t€,
luat quoc t€ khong cé quy dinh phép ly
nao yéu cau hanh vi phan tng lai tan cong
mang cling phai tvong ttng la mot hanh vi
trén khong gian mang, chi can thyc hién
dting nguyén tac can thiét va hop ly trong
twe ve (necessity and proportionality).

Nguyén tac jus in bello vé phan biét
muc tiéu ap dung ca trong cudc xung dot
vl trang dung dén phwong thiic tan cong
mang may tinh. Véi bat ky hinh thiic xung
ddt vii trang nao thi nguyén tac phan biét
muc tiéu doi héi hanh vi tan cong d6 chi
nham vao muc tiéu quan sy, va truy ctru
trach nhiém d6i véi nhitng khu vgce phuc
vu cho quan sy hodc khu vuc néu bi pha
huy s€ co6 lgi cho muc dich quan su bao
gom ca muc tiéu dan su. Vé nguyén tac,
phap luat qudc té bao vé hoan toan cac
khu viee dan sinh khoi moi hoat dong tan
cong vii liee. Nguyen tac jus in bello vé tinh
hop ly ctia hanh vi tdn cong chdng tra
ap dung trén khong gian mang may tinh
trong moi treong hop tan cong chong tra
dé ty vé. Nguyén tic nay cam hanh vi tén
cong de doa gay ra thiét hai ngau nhién
anh hwong dén doi song dan cu, thuong
vong hodc pha huy cadc muc tiéu dan su
ma sy thiét hai d6 c6 lién quan dén kha
nang mang lai loi ich cho hoat dong tan
cong quan sw, vi du tan cong vao khu
vuc dan cu san xudt luong thuc, phuong
tién hau can phuc vu quan doi,... Cac bén
tham chién dwoc yéu cau phai danh gia ky
lwdng nguy co anh huong hoac gay thiét
hai dén cac muc tiéu dan su”’.

? Trén khong gian mang, trude khi tién hanh tan

Khoa hoc Kiémsat 101



NHUNG KHIA CANH PHAP LY VE CAM SUDUNG VULUG,...

1.3. Trdch nhiém phdp lj quoc té cia
qudc gia doi vdi hanh vi tdn cong mang
thyc hién théng qua mdy chu uy nhiém
(proxy server)

Cac quoc gia phai chiu trach nhiém
phap ly cho moi hoat dong dién ra
thong qua cac mdy chu ty nhiém (proxy
actors), chiu trach nhiém do nhitng ca
nhan, t6 chitc hanh dong dudi sy diéu
khién ctaa qudc gia do. Khong gian mang
tao ra kha nang nguy tao tai khoan gia,
dia diém ao gay khé khan cho viéc phat
hién, nhan dang, danh gia cac nguy co
tan cong mang. Tuy nhién, trong pham
vi diéu chinh ctia minh, phép luat qudc
t& cho phép co ché truy ctru trach nhiém
phap ly qudc t€ khi ton tai cac td chirc tw
nhan (private actors) cua qudc gia gay anh
hudng dén hoa binh va an ninh thé gidi.
Quy dinh vé trach nhiém phap ly qudc t€
cua qudc gia vé hanh vi sai pham ctia cac
yéu td tw nhan hoat ddng dudi sy chi dao,
hd tro, khéng ché cta qudc gia. Néu hanh
vi sai trai gay ra trén khong gian mang
duoc chiing minh la c6 lién quan dén su
chi dao, khong ché ctia mét qudc gia thi
quoc gia do s€ phai chiu trach nhiém phap
ly qudc t€ giong voi trach nhiém cho hanh
vi gay ra boi cac co quan, t6 chire ciia Nha
nudc duoc quy dinh trong Diéu 8, Cic diéu

cong (chong tra hodc ty vé), cac bén thuong danh
gia cac yéu to:

i) hau qua anh hudng cua cong cu vii khi trén
khong gian mang dén cac muc tiéu quan sy va hé
thdng co s¢ ha tang dan sinh, gom ca ha tang dung
chung vi du nhu dap thuy dién hoac mang lwéi
nang lwong,...;

ii) kha nang gdy ra hau qua thiét hai vat chat
ma cudc tan cong mang dem lai, s6 lwong thuong
vong wdc tinh;

iii) thiét hai riéng d6i véi muc tiéu 1a cac hé thong
mang may tinh dan sy, khong cé tam quan trong
phuc vu quan sy, quoc phong nhung lai c6 két noi
voi muc tiéu quan su.
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khodan vé trich nhiém qudc té'ciia qudc gia cho
hanh vi sai pham quoc té’- Phu luc cua Nghi
quyét Hoi dong Lién hgp qudc sd 56/83
ngay 12/12/2001, va trong an lé Bosnia
and Herzegovina v. Serbia and Montenegro
(Merits) 2007 cua Toa céng ly qudc t€ s6
1.C.J. 43, 20708 (Feb. 26, 2007) vé 4p dung
Cong uwdc ngan ngtra va tring phat toi
pham diét chung ctia Lién hop qudc. Theo
dé, cac quy dinh phap luat qudc t€ nay
nham muc dich diéu chinh hanh vi che
gidu sai pham quoc t& thyee hién boi cac to
chtrc tw nhan (thudc qudc gia) gay ra hau
qua thiét hai dén cong dong qudc té.

2. Nhitng khoé khan, thach thic trong
viéc ap dung nguyén tac cim st dung
hoac de doa st dung vii luc trén khong
gian mang trong Luit qudc t&

2.1. Khé khan trong nhdn dién hanh vi dung
vil lyc (use of force) trén khong gian mang

Hanh vi st dung vi lgc trong quan
hé qudc t€ can duoc mo rong ndi ham voi
cac ddu hiéu moéi. Trén khong gian mang,
hanh vi ¢6 thé la mot cit nhdp chudt hodc
bam nat. Hanh vi o trén mang hoan toan
c6 thé gay ra hau qua thiét hai vat chat
nghiém trong giong nhw hanh vi co hoc
thong thuong, vi du nhu phwong thtc
tén cong truyen thong bang bom pha hay
duwoc ca mang ludi hoac mot cong trinh
trong diém qudc gia, gay hau qua nghiém
trong thi viéc thém ma doc vao phan mém
van hanh tir mot may tinh tir xa cling gay
ra hau qua nguy hai tuong ty. Trong thuc
t€, c6 nhiéu dang hanh vi trong khong gian
mang khong xac dinh duoc yéu t6 “co hoc”
dé tac dong lén muc tiéu vi du nhu viéc
lay lan ma dgc, virus, cai cdm phan mém
pha hoai hé thong mang, tdn cong chuong
trinh diéu khién hé thong khong lvu caa
san bay qudc t€,... Diéu nay lam ddy lén
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cau hoi vé pham vi nhan thic thuat ngt
“vil lyc” trong giai doan mai.

Rorang, viilwe phai duochiéu theonghia
rong va thong nhat moét thuat ngte phap ly
duoc chap thuén rong rai gitra cac qudc gia.
Bat ky hanh vi gay han mang tinh thu dich,
anh huong dén quan hé than thién gitra cac
qudc gia va trong moi linh viee ctia doi song
qudc té, ké ca trén khong gian mang, gay ra
hau qua nghiém trong hoac de doa gay ra
hau qua déu sé dugc hiéu la hoat dong sw
dung v luc — use of force. Trong trieong hop
hanh vi tdn cong mang cau thanh hanh vi st
dung vii luc thi qudc gia chiu thiét hai c6 thé
dan chiéu d€ 4p dung ma khong nhat thiét
phai xay dung mét khung phép ly méi diéu
chinh van dé st dung vii luc trén khong
gian mang. Mudn thue hién dwgc diéu nay,
cong tac tuyén truyén pho bién kién thirc veé
nguyén tic cAm st dung vii luc, nhan thie
vé hanh vi sit dung vii luc trén khong gian
mang, trach nhiém phap ly qudc t€ ctia qudc
gia trong viéc quan ly cac co so, to chitc hoat
dong trén khong gian mang nham tranh gay
ra cac hoat dong thu dich dan dén hau qua
nghiém trong anh huong dén quan hé qudc
t€ phai dwoc thuc hién ¢ hiéu qua hon la
tinh trang budng long nhw hién nay. Viéc str
dung truyén thong trong nudc va qudc t&
d€ tuyén truyén xay dung nhan thirc chung
vé van d€ bao dam an n inh trén khong gian
mang cé thé tao ra nhiing tap quan qudc t€
mdi gitta cac qudc gia, dwgc chap thuan,
thuc hanh va nhan rong thuong xuyén gitra
cacnude sé tro thanh cong cu chong lai hanh
vi vt lie trén khong gian mang co hiéu qua.

2.2. Khé khdn trong xdc dinh trach nhiém
phdp 1y quéc té'trén khong gian mang

Khong gian mang la noi cho phép taora
cong cu dé hop ly hoa cac nguon phat sinh
hanh vi ctia cac chu thé thye hién, che gidu,
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lam gia, tham chi lam cho luc lwgng diéu
tra mang khong thé truy xuat dwgc chinh
xac nguodn tan cong dén tir dau, thong qua
hé thong may chu ty nhiém proxies. Mdc
du luat qudc t€ c6 cac cong cu phéap ly dé
quy két hanh vi vi pham phép ludt quoc
t€ da gay ra hau qua sai trai, chitng minh
si ton tai ctia hanh vi d6 thdong qua hau
qua vi pham gay ra trén thuec t€, tuy nhién,
van dé dat ra trong tinh huéng nay khong
phai la quy dinh phép luat vé ban chat ma
la quy trinh ki thudt d€ quy két duoc cho
cht thé hanh vi thuc hién qua khong gian
mang, noi ma cac quy dinh phdap ly chua
day du, chua theo kip sy phat trién cua
cong nghé. Vi du nhu van dé chu quyén
quoc gia trén khong gian mang thuc sy ton
tai theo quy dinh cta luat qudc t& dwgc
cac qudc gia thira nhan. Tuy nhién, pham
vi chti quyén d6 dén dau van la cau hdi bo
ngo, van dé ap dung bién phap cudng ché
ctia phap luat quoc té, van dé trach nhiém
cua qudc gia lién quan dén cac nhém theo
cht nghia tin tac (hacktivists) trén lanh thd
qudc gia minh, vv... Day chinh 1a cac cau
hoi chura c6 10i giai thoa dang ma khong chi
riéng cac nudc phat trién hon vé cong nghé
nhu Hoa Ky, Nhat Ban, Trung Qudc dang
nghién ctu ma cac qudc gia dang phat
trién nhuw Viét Nam, An Do,... cling can
phai khoi dong cac cudc thao luan, du kién
chuong trinh b6i dudng, dao tao chuyén
vién phép ly qudc té, can bo chuyén trach
veé tO chitc, thi hanh, cdc nha hoach dinh
chinh sach lién quan dén van dé hoat dong
trén khong gian mang. Ddi voi chién lugc
quoc gia, mudn tao ra dwgc mdi trueong
hoa binh 6n dinh trén khong gian mang,
qudc gia d6 phai cd s&n cac chinh sach va
phuong an tiép can, d6i pho véi cac hinh
thirc xung dot sé xay ra - diéu dwgc du bao
la kho tranh khoi trong giai doan mai.
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2.3. Khé khin tir yéu t6 luong dung
(dual-use infrastructure) cua co so ha
tang trén khong gian mang

Ngay nay, co so ha tang vé cong nghé
thong tin va truyén thong thuong duoc
st dung két hop gitta muc dich quan su
- qudc phong va dan su. Trong quy dinh
cua phap luat qudc t& cac ha tang dan su
phai duoc phan biét rd dé€ khong trd thanh
muc tiéu tdn cong trong cac cudc chién
tranh, ké ca cac cudc chién tranh thong tin
trén khong gian mang. Nguyén tac chién
tranh chinh nghia — jus in bello phan biét
cac muc tiéu quan sy va dan sy sé duoc
ap dung nhw thé nao trong cac cudc chién
tranh mang? Cac quéc gia phai danh gia
duoc mot cach ti mi vé cac nguy co anh
hudéng cua cac vu tan cong mang lén hé
thdng may tinh phuc vu quan ly dan sinh,
khong phai muc tiéu quan sy nhung lai co
su lién két dén yéu t6 quan sw, vi du hé
thong mang thong tin truyén thong phuc
vu dan sy nhung lai dugc cung cap boi
cong ty ctia BO qudc phong, cac san bay,
cang hang khong dan dung duoc van hanh
bdi hé thong mang mdy tinh ctia quan doi,
vv... Cac qudc gia cling can danh gia muc
dd va tinh hop 1y ctia nguyén tac jus in bello
anh huong dén co so ha tang dung chung
cho ca dan sy va quan sy trong mdi tinh
hudng vién canh tan cong mang xay ra.

Toém lai, cac khia canh phap ly vé st
dung vi luc, de doa st dung vi luc va
quyén tu vé cua qudc gia trén khong
gian mang trong luat qudc t& van con
la vdn dé mdi mé ddi véi nhiéu quoc
gia, trong do6 c6 Viét Nam. Nghién cttu
van dé nay cho thdy nhing rao can, kho
khan trong viéc nhan dién hanh vi, xac
dinh trach nhiém trong viéc stt dung vii
lwc, de doa str dung vii luc va quyén ty
vé cua quoc gia trén khong gian mang.
Can khéng dinh réng nhitng ndi dung

104 Khoahoc Kiém sat

nay s€ ludn bién d6i cung véi su thay
d6i nhanh chéng cua nén tang cong
nghé trong thoi dai cach mang 4.0. Do
dod, cang lam r6 dugc noi ham cua viéc
st dung vi luc, de doa st dung v luc
cting nhu xac dinh rd gidi han quyén tu
vé trén khong gian mang la co s phap
ly quan trong dé€ cac nudce c6 thé bao vé
tot hon chu quyén qudc gia./.
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