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Tom tat

Hién nay, cong nghé 3D (three-dimensional) phat trién mgnh mé ddp #ng tot nhu
cau gidi tri ciia con nguwoi Vi du nhuwr anh 3D, phim dnh trén kinh thyc té do, ti vi 3D, ...
Céc tac gia cua cac tac pham nay ciing cdn dwoc bao vé ban quyén khi dwoc mang ra
thi trieong. Do dé, thiy van sé dioc xem 1a mét cong cu hitu hiéu dé bao vé co sé dir
liéu trén cic méi trwong trao déi khdng an toan. Tir thyc té do, bai béao trinh bay kj
thudt xi# Iy anh 3D (three-dimensional) gom: kj thudt tai hién lai anh 3D va kj thudt
thiy van thugn nghich dwa trén phicong phdp bién doi cosin roi rac dwoc két hop Voi
m& hda mau tin thiy van gidp cho khd nang nhing va tach mau tin thiy van dat chdt
lirong. Theo (Lei Chen, 2020) tdn céng thwong gap la tan cong nén JPEG (Joint
Photographic Experts Group) dé danh gid hiéu qud cua viéc gidu thong tin. Két qua
danh gid cho thdy chat lirong dnh vdn con tét thé hién ¢ gia tri t7 1¢ tin hiéu cue dai trén
nhiéu trén 35dB va viéc tach dn thiy vdn dam bao & ché ti 1é bit 161 dudi 1,5% mdc di
tdn cong nén JPEG duroc giam xudng Véi ti 16 thap nhdt 1a 65%.

Tar khéa: anh 3D, dn thong tin, bao vé ban quyén, nén anh, thiy van thugn nghich
Abstract

A REVERSIBLE WATERMARKING TECHNIQUES AND APPLYING
COPYRIGHT PROTECT OF 3D IMAGES

Currently, 3D (three-dimensional) technology has developed strongly to meet
people's entertainment needs, such as 3D images, movies on virtual reality glasses, 3D
televisions, etc. Author of these works also needs to be protected by copyright when it is
brought to the market. Therefore, digital watermarking is considered an effective tool to
protect databases on insecure exchange environments. From that fact, the paper
presents 3D image processing techniques (three-dimensional) including: 3D image
reconstruction technique and reversible watermarking technique based on discrete
cosine transform method combined with code Watermarking patternization helps to
embed and separate quality watermark records. According to (Lei Chen, 2020), a
common attack is a JPEG (Joint Photographic Experts Group) compression attack to
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evaluate the effectiveness of information hiding. The evaluation results show that the
image quality is still good, reflected in the maximum signal-to-noise ratio value of over
35dB and the watermark separation is still guaranteed in that the bit error rate is less
than 1.5% despite the attack. JPEG compression is reduced to as low as 65%.

1. it van dé

Hién nay, nhu cau chuyén doi sb tai Viét Nam 1 cap thiét hon bao gio hét, cling
Véi sy gia ting theo ting gidy cac hinh anh sé duoc lan truyén trén mang internet. Hon
thé nita, dya vao céng nghé ngay cang nhiéu hinh anh hoic doan phim 3D (three-
dimensional) dugc tao ra dé phuc vu nhu cau giai tri hoic tai hién thuc noi dung cho
nganh kién tric. Dic biét, ky thuat tai hién hinh anh 3D DIBR (depth-image-based
rendering) dugc xem xét (Lei Chen, 2020; Fehn, 2004; Lin and Wu., 2011; Mao va cs.,
2013) v&i mot anh sb trung tam va mot ban d¢6 do sau do nha cung cap noi dung tao ra,
ching ta cé thé tong hop nén goc nhin bén trai va goc nhin bén phai cua birc anh 3D.

Tuy nhién, viéc chia s¢ manh mé thdng tin trén khdng gian mang thi nhitng buc anh
s6 cang dé bi danh cap, hodc thay d6i noi dung bai cac phan mém khi ngudi ding truy
cap vao cac kénh khdng an toan. Chinh vi thé, viéc bao vé ban quyén sé hitu cho tac gia
dugc dat ra, ma thay van thuan nghich 1a mot ky thuat dap tng dugc nhu cau trén.

2. Co sé ly thuyét

2.1. Kj thudt gidu tin thu@n nghich

An hay gidu théng tin (hay an dix liéu) (Cox va cs., 2008) la mét ki thuat che gidu
hoac gitr bi mat cho sy ton tai cua thong tin da dwgc quan tam tir rat 1au. Trong d6, thay
van thuan nghich ciing 1a ky thuat an thong tin dang dwoc quan tdm nhiéu hién nay vi
tinh 4n va tinh bén viing 1a hai dic trung quan trong trong cac ung dung giau tin trén
anh sé hay danh gidu ban quyén anh s6 ma van d¢am bao chét lugng anh.

Tir thyc té trén, ky thuat thiy van thuan nghich trén anh 3D BIDR (Lin and Wu.,
2011; Kim va cs., 2018; Lei Chen, 2020) duoc nhiéu nha nghién ciu quan tam. Cu thé,
theo nghién ctu cua Lin and Wu (2011) dé xuit mot so dd thay van mu (blind
watermarking) dé giai quyét vin dé bao vé quyén so hitu cho anh 3D BIDR, t4c gia coi
trong viéc xac dinh vi tri nhing thiy van va st dung ky thuat trai phé cai tién dé tién
hanh nhdng thuy van trén cac khdi DCT (Discrete cosine Transform) lugng tir. V6i mo
hinh nay, viéc bao vé an thuy van tét voi tin cong nén JPEG va cong nhidu, tuy nhién
véi tan cdng hinh hoc cuc bé thi con han ché.

Ngoai ra, theo Kim va cs (2018) dé xuat phwong phéap st dung hai thuoc tinh:
diém anh di chuyén ngang va khéi khong bi bién dang khi thuc hién DIBR. M6t mau tin
duoc nhing vao mién curvelet dé chéng lai tan cong hinh hoc khi thuc hién DIBR va 4n
thiy van duoc nhing vao mién bién doi cosin mot chiéu (1D-DCT).
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2.2. Ky thugt biéu dién anh 3D

Anh 3D (Toriwaki va cs., 2009) 1a anh ma ban than né c6 chara noi dung vé chiéu
sau. Trong d6, cac diém anh ngoai cac gia tri vé mau sic, toa do theo hai truc co ban
con ¢6 gia tri vé chiéu sau. Trong nghién ciu, phuong phap dé hién thyc héa noi dung
anh 3D ¢ thé ké dén cua (Lin va cs., 2011; Kim va cs., 2012; Lei Chen, 2020; Kim va
cs., 2018; Guan va cs., 2019) duya trén anh chiéu sau (depth image) cia anh 2D mau
chinh (center image).

Hinh 1 biéu dién so d6 thyuc hién ky thuat biéu dién anh 3D, trong d6 két qua cudi
cuing nhan dugc s& 1a mot hinh anh cho mit trai va mot hinh anh cho mit phai. Trong
suét qué trinh truyén tai anh do sau va anh trung tam sé& bi thém vao bai kénh nhiéu.

Noi dung goc Nhiéu Noi dung goc

v
8
D>
=3
v

@ DIBR

Anh mat trai Anh mét phai

Hinh 1. So' d6 biéu dién anh 3D bang ky thugt DIBR

2.3. Phwong phdp ddinh gid két qud thuc nghiém

Anh dugc thém 4n thuy van duoc hiéu 1a nhidu s& dugc thém vao, do d6 s& anh
huéng dén chat lwong anh. Chinh vi thé, bai bao nay s& danh gia két qua duwa trén hai
phuong phép sau:

— Phuong phap PSNR (peak signal-to-noise ratio) tinh ti 1€ tin hiéu cuc dai trén
nhiéu anh huong dén.

— Phuong phap ti sb bit 15i BER (Bit error rate). Dé tim ra ty 1¢ sai s6 giira thay van
dugc nhiing va thily van tach, ty 1 16i bit duoc sir dung. BER dugc xac dinh bai cong thic:

100*%{“”‘”}:“"{”}
BER . = [LwOD =W @

K
Véi K 12 sb bit caa ban tin thay van. w(n), w'(n) lan luot 12 bit cua ban tin thay
van gbc W va ban tin thay van W’.
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3. Pé xuit phwong phap thiy van bang ky thuat thay van thuan
nghich trén anh 3D

Y tuéng cia phuong phap dé xuét 1a ban tin thay van dwoc nhing vao anh gbc
trung tdm sau khi thuc hién budc tao cac khung anh 4o cia phuong phép biéu dién lai
anh 3D. Sau khi nhing, ban tin thity van van c6 thé khdi phuc lai trén khung anh trung
tam, khung anh bén trai, hoic khung anh bén phai ma khéng can dén di liéu goc.

3.1. Qua trinh nhang thay van

i Khung ah Chon 1 Block
gitta Blockic

Anhds || Anh trung . Khung anh | Blocki
sdu tim bén phai .

ﬁ Khng ik Blocka .

Tao khung anh bén trit

ao

Bo qua

Chon ving hé

56 DCT gitra I

Théng tin mat:

I s
by,ba,.., by 1.

b

Marked

1 )
Render(Blocki) block

PN: hai day s6 gia ngdu nhién
«: 12 hé s6 diéu chinh nhifu
Hinh 2. So'd6 md ta qua trinh chén ban tin thiy vdn dwoc dé xudt

Tur hinh 2, cho thay:

Dir liéu vao:

+ Anh géc trung tdm C (center image) da cap xam kich thugc MxN, mot btc anh
do sau (depth image) 8 bit kich thudc MxN.

+ Ban tin mat (Secret Message) gom N bit, dwoc ki hiéu nhu sau: by, by, bs, ..., bn.
Gia tri cua bit bi lIa 1 hoac 0.

D liéu ra: anh trung tdm C chtra thuy van

Cac budc thuc hién:

— Budc 1:thuc hién budc tao cac khung anh bén trai, bén phai, va trung tdm cua
phuong phap biéu dién lai anh 3D tir anh gbc va anh d6 sau.

— Budc 2: Chia cac khung anh bén trai, bén phai, va trung tm thanh cac khéi nxn
tuong (tng nhau.

~ Budc 3: Tir 3 khéi nxn 1y tir khung anh bén tréi, bén phai, va trung tam ta chon
mot khoi dé nhung bit thuy vf'S\n véi dieu Kién so cac diem hong caa khoi dugc chon phai
nho hon 10% kich ¢& caa khoi
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— Budc 4: Dung phép bién ddi cosine dé bién ddi khbi dugc chon thanh ma tran
cac hé s6 DCT 1.

— Budgc 5: Chuyén ban tin thiy van thanh ma tran W, véi cac phan tir wij 1 bit 0 hozc 1
va sb phan tir ciia ma tran ndy phai nho hon hoic bang sb khdi ciia mét khung anh duoc chia.

— Buéc 6: Sinh 2 day s6 gia ngau nhién véi mot bo sinh bi mat: ddy PNO dugc sir
dung dé nhing bit 0 va ddy PN1 duoc sir dung dé nhing bit 1. S6 phan tr caa mdi day s6
nay phai bang sé phan tir & mién hé sé giita caa khdi dugc sir dung dé nhing bit thuy van.

— Budc 7: Cong bit thay van vao mién hé cac hé sé DCT gitra | duoc thuc hién
nhu sau:

* Néu wij = 0 thi 7’ = | + a*PNO va gén key; = PNO

* Nguoc lai wij =1 thi I’ =1 + a*PNI va gan keyi = PN1

Véi I’ 13 ma tran hé sé6 DCT chira bit thuy van, a 1a hé sé diéu chinh mac anh
huong caa nhiéu.

— Budc 8: Bién doi ngugc DCT khéi I” tim dugc va dat khdi nay vao lai anh goc
trong trung tam.

Sau khi hoan thanh budc 8, thi mot qué trinh bién doi ngugce dugc thyc hién dé ta
nhan dugc bic anh trung tim da duoc thém vao mot an thuy van an.

3.2. Qua trinh tach thuy van

Aphthiy van |— »| Khéithti |——»| nxn?2D-DCT

g

Heé =6 tuong quan

RKey thi 7 > | oitta khéi va key thir 7
Théng tin mat |« Br‘fn dfl M = bib2bs._bi. b

Hinh 3. So d6 mo ta qud trinh tach ban tin thiy véin dwoc dé xudt
Tur hinh 3, cho thdy:
D liéu vao:
— Khung anh chura thuy van kich thuéc MxN
— Ma tran khoa bao mat K
Diz liéu ra: Ban tin mat (Secret Message) gom N bit
Cac buoc thuec hién:
— Buéc 1: Chia khung anh chtra thiy van thanh céc khéi nxny
— Budc 2: Dung phép bién dbi cosine dé chuyén khéi y sang mién tan sé.
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— Budc 3: Tinh hé s6 tuong quan o gitr khoa keyi va khéi y

— Budc 4: Tim bit thay van b’ nhu sau:

*Néuw<0thib’ =0

*Nguoc laiw>0this’ =1

— Buéc 5: Tap hop céc bit tim duoc va phuc hdi lai ban tin thay van

4. Dir liéu thuc nghiém va két qua
4.1. Bg da ligu dung thez nghiém
Cac bo anh trung tdm va anh d6 sau duogc lay tir thu vién HHI va Middlebury
Stereo Datasets c6 kich ¢& tir 720 x 576 dén 1800 x1500 pixels, riéng anh d6 sau la anh
mirc xam 8 bit.
Bdng 1. Bé anh gac trung tam va anh dg sau cia thw vién HHI
va Middlebury Stereo datasets

Moebius
(1390 x
1110)

O 2 .

Ban tin thay van 1a anh xdm 8 bit vai kich co 1a 64x64 pixels nhu sau:

L

Hinh 4. Ban tin thuy van kich co 64x64 pixel
4.2. Kétqud
a) Ddnh gid két qua khi danh trung tam chia bi tan cong
Sau khi hoan thanh cac budc cta qua trinh thay van thi cac bic anh dugc danh gia

nhu sau:
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Bdng 2. Ddnh gid birc anh sau khi dwoc thiy van bang phiong phdp PSNR (dB)

STT Anh thir nghiém Pé xuit (8x8) Pé xuit (16x16)
1 Art 51.81 51.23
2 Books 53.97 52.34
3 Dolls 49.53 52.03
4 Laundry 54.14 55.96
5 Moebius 55.84 55.03

Theo bang 2, két qua tat ca cac gia tri PSNR déu 16n hon 35dB cho thiy chat
lwong anh trung tam van con tét sau khi dugc nhdng nhidu thay van bai vi mat nguoi
gan nhu khong phan biét duoc sy khac biét giira tin hiéu gbc va tin hiéu bi bién dbi dé
giau tin.

Sau khi thuc hién viéc danh gia cac bac anh dugc thuy van la qué trinh tach thay
van két qua duoc thé hién ¢ hinh 5.

Center

a)

Left
b)

Right

c)

Hinh 5. Ban tin thuy vdn dwoc tach ra tur cac anh:
a) Anh trung tam, b) Anh mdt trai, c) Anh mdt phdi

Bdang 3. Bang diz liu t7 s6 bit 16i BER (%) cua ban tin thay van
diroC tach ra tir anh thuy van (Dung khoi 8x8)

STT Anh thir nghiém Pé xuit (BER(IL,a)) Pé xuit (BER(Ir,0))
1 Art 0.4 0.54
2 Books 0.04 0.27
3 Dolls 5.27 3.71
4 Laundry 0.31 1.07
5 Moebius 0 0

Tur dit liéu bang 3, da s6 cac ban tin thay van dugc trich ra tir cac anh thir nghiém déu
¢ ti 1& bit 13i rat thip dudi 6%, co thé chap nhan dugc do van cd thé 13y lai duoc ban tin.
Bdng 4. Bang di liéu ti sé bit 16i cua ban tin thiy van
sau khi diéu chinh tx bang 10% dé réng cia anh (dung khoi 8x8)

STT Anh thir nghiém bé xuit (BER(I.,0)) Pé xuit (BER(Ir,x))
1 Art 0.54% 0.49%
2 Books 0.04% 0.18%
3 Dolls 5.31% 4.24%
4 Laundry 0.63% 0.63%
5 Moebius 0% 0%
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Tir bang 4, ¢6 thé nhan thiy du c6 sy thay d6i vé vi tri giira hai khung anh nhung
van khéng anh huong dén viéc trich hoan toan ban tin thay van.

b) Sir bén vieng cua thiy van khi anh trung tam bj tan cong

Theo Lei Chen (2020) hai tin cong nén JPEG vao anh trung tam da duoc thuy van
thi phd bién. Do d6, bai bao nay thyc hién nén JPEG thi chat lwong anh dugc giam xudng
V6i ti 16 thap nhét 13 50%. Sau khi c6 dugc dir lidu tir viéc nén anh dénh gia nhu sau:

Bdng 5. Bang diz lidu t7 s6 dinh tin higu — PSNR (dB)
khi dnh trung tam duwoc thity van b tan cong nén JPEG

QE‘;:;W 50 | 55 | 60 | 65 | 70 | 75 | 8 | 8 | 9 | 95
STT Angﬂ.f?:
1 Art | 3375 | 34.41 | 3533 | 36.11 | 36.91 | 37.81 | 37.75 | 37.27 | 37.61 | 37.77
2 | Books | 32.58 | 33.29 | 34.22 | 35.06 | 35.96 | 36.84 | 36.79 | 36.26 | 36.59 | 36.82
3 Dolls | 32.66 | 33.31 | 34.18 | 34.95 | 35.71 | 36.53 | 36.47 | 36.01 | 36.34 | 36.50
4 | Laundry | 34.04 | 34.77 | 35.70 | 36.50 | 37.32 | 38.29 | 38.20 | 37.73 | 38.07 | 38.27
5 | Moebius | 33.62 | 34.24 | 35.13 | 35.90 | 36.70 | 37.58 | 37.53 | 37.04 | 37.40 | 37.56

Vé nén anh, tir bang 5 cho thay chat lugng anh sau khi bi nén JPEG tir 50% dén
65% da giam gia tri PSNR <= 35 va mit thuong co thé cam nhan duoc tuy nhién khong
dang ké an thity van van c6 thé khdi phuc. Trong khi néu bi nén JPEG trén 65% thi gia
tri PSNR > 35 chat lugng anh dat dugc tét 4n thay van cd thé khéi phuc hoan toan.

¢) Pdnh gid ti s6 bit thiy van 161 khi anh trung tam b; tdn cong

Khi bizc anh bi tan cdng thi viéc tach an thuy van tré nén kho khan hon va can
kiém tra ti 18 bit thiry van duoc téch ra so véi thay van goc dé thiy duoc sy hiéu qua cua
giai thuat nhung.

(Art) JPEG Quiality vs. (Books) JPEG Quality vs.
BER BER

0.02 0.015
g 0.015 oht g 0.01 oht

0.01 rignt- rignt-
E 0.005 eye(8x8) % 0.005 eye(8x8)

0 right- 0 right-
eye(16x16) eye(16x16)

50 60 70 80 90 50 60 70 80 90
JPEG Quality (%) JPEG Quality (%)

Hinh 6. Biéu do dwong thé hién ti sé bit 16i BER cuia ban tin thiy van duwoc tach ra tir
khung anh bén phai khi anh trung tam b; nén JPEG
Can cir vao hinh 6, cho thdy anh trung tdm cua bd anh thir nghiém Art va Books sau
bi cac tan cong nén JPEG tir 50% dén 90% mac du da 1am giam di chét luong anh rat
nhiéu nhung ban tin thuy van duoc tach ra van dugce dam bao do ti 18 bit 161 dudgi 2%.
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5. Két luan

Két qua nghién ciru dat dugc 13 sau khi thyc hién ky thuat thay van thuan nghich
néu quan sat bang mit thuong thi khéng phan biét dugc gitra anh goc va anh da gidu tin.
Dong thoi, két qua cho thay ti 1¢ tin hiéu nhidu gitta anh duoc thuy van va anh gc & trong
ngudng chap nhan dugc va sau khi thyc hién thiy van trén anh gdc trung tam thi khoi
phuc lai ban tin thay van hoan toan tir mét trong cac khung anh: khung anh trung tam,
khung anh bén trai, khung anh bén phai. Nhitng két qua nay cho thay kha ning dép ung
nhu cau bao vé ban quyén tac gia trén anh 3D caa md hinh thity van thuan nghich dé xut.
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