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KHUNG PHAP Li VE CO CHE HOP TAC PHONG CHONG
TOI PHAM MANG TRONG KHU VUC ASEAN

D0 QUI HOANG *

T6m tdt: Téi pham mang 1a mét dang thizc cia téi pham xuyén quéc gia, doi hdi co su hop tac
giira cac quoc gia trong nhiéu linh vuc, ma dac biét 1a vé phap ludt va linh vuc ki thugdt bao mdt. Qua
trinh hop tac nham ngan ngira, phong, chong logi hinh téi pham nay khong chi dién ra trén pham vi
toan cau ma tieng khu viee ciing can i trang bi cho minh co ché phi hop. Bai viét 1am rd khung phap
Ii diéu chinh hoat dgng hop tac ngan ngira, phong, chong téi pham mang cia khu viec ASEAN, nhdn
dién mét sé han ché va d@é xuat mét sé gidi phdp nham thiic ddy va thiét lip c¢é hiéu quda co ché hop tdc
trong phong, chong ti pham mang.
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LEGAL FRAMEWORK ON COOPERATION ABOUT CYBERCRIME PREVENTION IN ASEAN

Abstract: Cybercrime is a form of transnational crime that requires cooperation from many
aspects, especially in legal and specific security technology. The process of international cooperation
to prevent this type of crime not only takes place in an -global scope, but it also needs to equip itself
with appropriate mechanisms. The paper focuses on clarifying the legal framework governing the
prevention of cybercrime within ASEAN, identify several limitations and propose solutions to promote
and effectively establish a cooperation mechanism in preventing and combating cybercrime.
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1. Khii quat vé tinh hinh tdi pham
mang tai khu vwee ASEAN

Nam 2019, sé luong ngudi ding Internet
& tit ca cac nudc ASEAN di gia ting manh
mé¢, dac bi¢t 1a Brunei, Campuchia, Myanmar,
Philippines, Singapore, Thai Lan va Viét Nam.®
Internet dang mang dén nhiing thay doi toan
dién trong doi séng cua con nguoi. Viée sir
dung cac ung dung Internet trén may tinh,

* Thac si, Trwong DPai hoc Luat Ha Noi
E-mail: doquihoang@hlu.edu.vn

(2). https://dig.watch/updates/40-million-new-digital-
users-southeast-asia-2020, truy cap 01/4/2021.
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thiét bi di dong di ngdy cang trd nén phd
bién véi moi vung mién, ltra tudi. Bén canh
tac dong tich cuc hién hiru trong doi séng
hang ngay, khong thé phu nhan nhimng hau
qua bat lgi do Internet hay bat ngudn tir
Internet, mot trong s6 dé 1a sy xuat hién va
gia tdng cua cac hinh thtrc tdi pham cong
nghé cao, dac biét 1a toi pham mang. Trong
bbi canh d6, ASEAN khong thé ty tach ra
khdi nhitng anh huong tiéu cuc cia loai hinh
t6i pham nay. Da phan cac nuéc ASEAN da
va dang trai qua cac cudc tin cong cua toi
pham mang. Vi du, canh sat cia Malaysia
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ghi nhan 24 trudong hop tan cong mang cia
hacker gitra thang 01 va thang 9/2012, véi
thiét hai uéc tinh 1én t6i 1,1 trigu do la.?
Indonesia d3 c¢6 kinh nghiém déi mat véi ké
hoach lira dao truc tuyén nghiém trong ma
thiét hai 1én téi hon 500 nghin d6 1a.®)
Nhiing vu viéc c6 thiét hai trén 500 nghin do
la tai Indonesia chiém 40% trong téng sb
176 vu viéc lién quan dén toi pham mang
trong nam 2013.” Chinh phu Campuchia da
chiu nhiéu ton thit tir cac cudc tdn cong
mang trong qué khtr, dic biét phai ké toi mot
nhém trom 4n danh trén mang da danh cép
hon 5.000 tai liéu tr B Ngoai giao ctia nude
nay.® Singapore ciing khong dimg ngoai xu
hudéng nay khi c6 téi hon 900 cong dan la
nan nhan cua hanh vi lra dao truc tuyén
trong linh vyc ngan hang trong Quy
1/2013.©) Tai Brunei, theo ghi nhan ctia Dich
vu B4o v€ an ninh cong nghé¢ thong tin, da
phat hién hon 2.000 cudc tin cong mang
trong giai doan 2010 - 2012, trong d6 bao
gdm 62% cudc tan coéng bang virus, 26%
thong qua hinh thuc thu rac, 17% té1 tr cac
hanh vi gia mao ndi dung trang web
(defacement) va ltra dao thong qua gian lan,
lira ddo email 1a 04% (scams and phising)’.

(2). https://jurnal.uns.ac.id/belli/article/viewFile/27366/
18950, truy cap 01/4/2021.
(3). https://jurnal.uns.ac.id/belli/article/viewFile/27366/
18950, truy cap 01/4/2021.
(4). https://jurnal.uns.ac.id/belli/article/viewFile/27366/
18950, truy cap 01/4/2021.
(5). https://jurnal.uns.ac.id/belli/article/viewFile/27366/
18950, truy cap 01/4/2021.
(6). https://jurnal.uns.ac.id/belli/article/viewFile/27366/
18950, truy cap 01/4/2021.
(7). https://jurnal.uns.ac.id/belli/article/viewFile/27366/
18950, truy cap 01/4/2021.
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Thai Lan ghi nhan c6 dén 1.485 cudc xam
nhap bat hop phép vao trang web ciia Chinh
pha va hang trim cudc tin cong, lira dao tir
cac phﬁn mém doc hai.(s) Thuc tién nay cho
thdy, cac qudc gia cho thdy ASEAN la khu
vuc dé bj ton thuong trong viéc ddu tranh
phong, chéng t6i pham mang.® Ngoai ra, dir
liu cuia Microsoft di chi ra rang, trong giai
doan tir thang 7 dén thang 12/2015, so véi
cac qudc gia & Pong A, cac qudc gia Pong
Nam A ¢ ti 1¢ cao hon trong viéc gip phai
c4c phan mém doc hai hay mot mdi de doa
cu thé.“9 Chi sb nhidm doc Malware 2016
ciing cho thdy, trong khu vuc Chau A Théi
Binh Duong, cic nuéc ASEAN nim trong
nhoém nhimg qudc gia bi anh huéng 16n tir
cac mbi de doa do phan mém doc hai, trong
d6 Indonesia xép thtr hai trong danh sach sau
Pakistan, Viét Nam, Philippines va Campuchia
lan lugt xép thir 5, 6 va 7 trong khi Thai Lan,
Malaysia va Singapore 1an luot xép thtr 10,
11va12.M

Theo tac gia Michael Raska, tinh trang
t6i pham mang tai cic nudc ASEAN bit

(8). https://jurnal.uns.ac.id/belli/article/viewFile/27366/
18950, truy cap 01/4/2021.

(9). Bima Yudha Wibawa Manopo, Diah Apriani Atika
Sari, ASEAN Regional Forum - Realizing regional
cyber security in ASEAN region, p. 44 - 45.
https://jurnal.uns.ac.id/belli/article/viewFile/27366/18
950, truy cap 03/3/2021.

(10). Microsoft (2016b), Microsoft Security Intelligence
Report (Vol. 20). Seattle: Microsoft, https://www.mi
crosoft.com/en-us/download/details.aspx?id=52255,
truy cép 03/3/2021.

(12). Microsoft (2016a), Malware Infection Index 2016
highlights key threats undermining cybersecurity in
Asia Pacific: Microsoft, https://news.microsoft.com/
apac/2016/06/07/malware-infection-index-2016-
highlights-key-threats-undermining-cybersecurity-in-
asia-pacific-microsoft-report/, truy cap 03/3/2021.
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ngudn tr mot sé nguyén nhan phd bién
sau:*® 1) Nhidu qudc gia Pong Nam A da
khéng xay dung ddy du chién luoc, chuén bi
chinh sach dé dam bao an toan an ninh
mang; 2) Trong khu vuc tu nhéan, rui ro
khong gian mang van dugc coi 1a cong nghé
thong tin chir khong phai 1a van dé kinh
doanh, vi vay cac doanh nghiép trong khu
vuc chua thuc su ¢6 cach tiép can phu hop
d6i voi van dé an ninh mang; 3) Nganh cong
nghiép an ninh mang trong khu vuc phai d6i
mat véi nhimng thach thuc do han ché vé
nang luc ung phd va dac biét 1a doi ng
chuyén gia; 4) Cac qubc gia Pong Nam A
van c¢6 sy than trong trong viéc chia sé thong
tin, day 13 nguyén nhan xuit phat mot phan
do sy thiéu long tin va minh bach; 5) Sy day
manh két ndi giita cac nén kinh té Pong
Nam A 1am gia ting nhiéu rii ro mang tinh
hé théng; 6) Sy phat trién nhanh chong cia
cong nghé thdng tin lam cho viéc giam sat
va tng pho méi de doa trd nén kho khin
hon, dic biét 1a cac cong nghé lién quan dén
dién todn ddm may va cong nghé van vat két
ndi (Internet of Things - loT).

2. Khung phap li-chinh tri vé hoat
dong hop tic ngin ngira, phong chéng toi
pham mang ciia ASEAN

2.1. Khuén khé phdp i - chinh tri chung
cho hoat dong hop tic phong, chong tdi
pham mang cia ASEAN

Theo Ké hoach hanh dong ASEAN vé

(12). Michael Raska, Benjamin Ang, Cybersecurity
in Southeast Asia, Note de présentation n°5/8 de
I’Observatoire Asie du Sud-Est, cycle 2018-2019 Mai
2018, https://centreasia.eu/wp-content/uploads/2018/
12/NotePrésentation-AngRaska-Cybersecurity 1805
18.pdf, truy cap 12/4/2020.
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phong, chéng tdi pham xuyén qubc gia nim
1999 va Chuong trinh hanh dong thuc hi¢n
Ké hoach hanh dong ASEAN vé chéng toi
pham xuyén qudc gia nim 2002, tdi pham
mang (loai hinh t6i pham thu 8) duoc
ASEAN xép vao nhom toi pham xuyén qudc
gia cung véi cac loai hinh tgi pham khéc la
budn ban ma tuy bat hop phap, cudp bién,
budn ban nguoi, khing bd, budn lau vii khi,
rira tién va toi pham kinh t."® Do d6, khuon
khé phép li-chinh tri dbi v6i toi pham mang
bao gém nhimng vin kién vé ngin ngira,
phong, chéng t6i pham xuyén qudc gia noi
chung va céc van kién diéu chinh riéng ddi
v6i loai t01 pham nay.

2.1.1. Céc van kién vé ngan ngira, phong,
chéng t6i pham xuyén qudc gia n6i chung

Thir nhat, Tuyén bd Kuala Lumpur vé
chéng t6i pham xuyén qudc gia nim 2015

Tuyén bé Kuala Lumpur vé& chéng toi
pham xuyén qubc gia dugc cac Bo truong
phu trach van dé toi pham xuyén qudc gia
cua ASEAN thong qua nam 2015.“% Noi
dung ciia Tuyén bd tap trung vao cac van dé
vé tang cudng thé ché trong phong, chng
toi pham xuyén qubc gia cuia ASEAN nhu
triéu tap Hoi nghi Bo truong ASEAN phu
trach van dé chdng toi pham xuyén quéc gia
(ASEAN Ministerial Meeting on Transnational
Crime - AMMTC) trén co s& cac phién hop
hing nim dé tham van thudng xuyén; triéu
tap cac phién hop khan cap khi can thiét dé

(13). https://asean.org/?static_post=work-programme-
to-implement-the-asean-plan-of-action-to-combat-
transnational-crime-kuala-lumpur-17-may-2002, truy
cap 03/02/2021.

(14). https://asean.org/kuala-lumpur-declaration-in-
combating-transnational-crime/, truy cap 03/02/2021.
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dap ng ngay lap tirc va hiéu qua doi véi cac
thach thac va mdi de doa tir cac ti pham
xuyén quéc gia; ting cudng ning luc cua hé
thong tu phap hinh su; ting cuong hop tac
va phéi hop gitta cac co quan thyuc thi phéap
luat ASEAN.

The hai, Ké hoach hanh dong ASEAN
vé phong, chdng toi pham xuyén quéc gia
(2016 - 2025)

Ké& hoach hanh dong ASEAN vé phong,
chdng toi pham xuyén qudc gia - ASEAN
Plan of Action in Combating Transnationl
Criem (2016 - 2025) dugc thong qua nam
2017 nham trién khai cac noi dung trudc d6
duogc ghi nhan trong Tuyén b6 Kuala Lumpur
vé chdng toi pham xuyén quéc gia.*® Qua
do, thac day su hop tac chat ché gitra cac
qudc gia thanh vién ASEAN dé ngin ngira va
chéng t6i pham xuyén qudc gia, ciing nhu
nang cao nang luc cia ASEAN dé giai quyét
cac toi pham xuyén qubc gia mot cach hiéu
qua va kip thoi. Cac hanh dong, linh vuc uu
tién duoc ghi nhan trong Ké hoach hanh
dong bao gom:

- Xay dung chién lugc hodc ké hoach
qudc gia dé ngin nglra va phong, chong toi
pham xuyén qudc gia, trong d6 tip trung
vao mot sé van dé nhu thanh 1ap cac don vi,
lyc lugng dac nhiém trong co quan thyuc thi
phép luat khi thich hop; cho phép stir dung
ki thuét diéu tra dic biét khac nhu giam sat
dién tr va hoat dong theo d6i bi mat; xay
dung hd so tdi pham va co sé& dir li€u cua

(15). https://asean.org/wp-content/uploads/2012/05/
ASEAN-Plan-of-Action-in-Combating-TC_Adop ted-
by-11th-AMMTC-0on-20Septl7.pdf, truy cap
03/02/2021.
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cac qudc gia thanh vién ASEAN va van dé
bdo v¢ nhan chung;

- C4c van dé phap Ii bao gdm dam phan
xay dung, ki két diéu woc qubc té lién quan
dén toi pham xuyén qudc gia; phat trién cong
cu phép Ii cua khu vire; ddy manh hoat dong
hai hoa hod chinh sach, phép luét cua cac
qudc gia trong khu vuc vé toi pham xuyén
qudc gia;

- Trao di thong tin thong qua viéc thiét
1ap kho luu trix dir liéu khu vuc vé phap luat
ciia cac qudc gia thanh vién lién quan dén
cac t0i pham xuyén qudc gia tai Ban Thu ki
ASEAN; xiy dung cac diém lién lac trong
diém qudc gia; ting cuong st dung cdng
nghé vién thong ciing nhu sir dung cong cu
tich hop san c6 ctia INTERPOL nhu i-24/7;

- Thuc thi phap luat trén co s tién hanh
bién phép ting cudng hop tac va phdi hop
trong trao di, chia sé thong tin, bao vé nhan
chirng, bao v¢, giip do nan nhan cling nhu
tang cuong hop tac voi cac bén lién quan;
thuc hién céac cudc diéu tra chung va st dung
ki thuat diéu tra dic biét khi thich hop;

- Pao tao va xay dung ning luc thé ché
thdng qua viéc phat trién cac chuong trinh
dao tao va tién hanh hoi thao, cac hoat dong
nang cao nang luc khac; st dung cling nhu
nang cp cac trung tdm dao tao clia cac qudc
gia thanh vién ASEAN.

2.1.2. Céc van kién vé toi pham mang

Do dac thu cua tdi pham mang lién quan
dén cong nghé nén bén canh cac vin kién
quy dinh chung vé t6i pham mang véi tinh
chét 1a loai t6i pham xuyén qudc gia, hoat
dong ngin nglra, phong, chéng t6i pham
mang ciia ASEAN con duoc diéu chinh bang
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cac van kién trong linh vuc cong nghé thong
tin c6 lién quan dén an ninh mang, Cu thé:

Thir nhdt, Tuyén b6 ASEAN vé ngin
ngira va phong, chéng t6i pham mang
(ASEAN Declaration on the Prevention and
Combat of Cyber Crime)

Nam 2017, cac nha lanh dao ASEAN da
thong qua Tuyén bd ASEAN vé ngin chin
va chéng t6i pham mang trong Hoi nghi
thuong dinh ASEAN lan thr 31 tai Manila,
Philippines.®® Pay 1a van kién dau tién cua
ASEAN dé cap van dé toi pham.

Theo d6, nhitng bién phap ngin ngua,
phong, chéng toi pham mang dugc ASEAN
thong qua bao gdm: 1) hai hoa hoa phap luat
lién quan dén t6i pham mang va bang ching
dién tir; 2) gia nhap hé théng cac van kién
phap Ii khu vuc va qudc té hién co trong linh
vuc dau tranh phong, chong t6i pham mang;
3) xdy dung ké hoach hanh dong cua ting
quéc gia trong viéc giai quyét van dé toi
pham mang; 4) ting cuong hop tac va phdi
hop gifta cac co quan ciia ASEAN, cac qubc
gia thanh vién va hop tac gitta ASEAN voi
co quan lién quan cia qudc gia thanh vién
trong giai quyét cac van dé& vé toi pham
mang théng qua céc hinh thirc nhu trao doi
thong tin, kinh nghiém, tap huin nghiép vu,
nghién clru-gido duc hay linh vuc hanh
chinh-ki thuat va ting cudng nhan thic vé
t6i pham mang; 5) ting cudng hop tac qubc
té véi cac co quan, to chirc ¢6 lién quan &
cap khu vuc va qubc t& nhu ASEANAPOL,
EUROPOL va INTERPOL dé ting cuong
kha ning phong ngira, bao vé va ting pho ddi

(16). https://asean.org/asean-declaration-prevent-
combat-cybercrime/, truy cap 02/3/2021.
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v6i cac van dé an ninh mang, trong d6 dic
biét 1a hanh vi c6 lién quan dén t6i pham
mang, hé thdng mang cong nghé cao.

Ngoai ra, Tuyén bé ciing nhdn manh viéc
phat trién niang luc cua ASEAN trong hoat
dong dau tranh phong, chdng t6i pham mang
bang cach hop tac chit ch& hon nira voi thiét
ché “T6 hop INTERPOL toan cdu vé doi
md&i” (The INTERPOL Global Complex for
Innovation — IGCI),*" thong qua viée ctr cac
biét phai vién ciing nhu thiét 1ap hé thong
chuyén gia chuyén trach vé t6i pham mang
cua ASEAN hoat dong trong IGCI. V&1 mot
bd phéan tic tryc 24/7 dé theo ddi va phdi
hop véi cac qudc gia thanh vién ASEAN noi
riéng va chau A noi chung dé xtr Ii cac van
dé an ninh mang, cic t6i pham phét sinh tai
chd ciing nhu kha ning sin sang tiép nhan
nhan vién tir luc lwong canh sat cac qudc gia
thanh vién trong khu vuc giri dén, IGCI 14 co
hoi hop tac tot gilp nang cao ning luc tng
pho cua cac qudc gia ASEAN ddi véi cac
loai t61 pham cong nghé cao, trong d6 co6 td1
pham mang. Vé nguyén tic, IGCI khong truc
tiép nhan tin béo t6i pham hay su vu tir cong
ching. Pic thu nay xuat phat tir nguyén tac
hoat dong cua Interpol vé “khong xdm pham
chi quyén cua cic qudc gia thanh vién”.

(17). IGCI 1a co so bd sung cho Téng hanh dinh toa
lac tai thanh phé Lyon, Phap, nhim ting cuong su
hién dién cua Interpol ¢ chau A. Hoat dong quan
trong nhit cua IGCI la nghién ciru va phét trién cac
cdng cu ma canh sat s& dung dé nhan dién, phong va
chéng toi pham. IGCI ciing s& nghién ctu, ché tao cac
thiét bi ciru hg khan cap va ki thuat giam dinh phép y
dé nhan dién nan nhan trong cac vu tham hoa. Bén
canh d6 1a hoat dong dao tao, huin luyén chuyén
mon, xdy dung nang luc cho luc lugng canh st cua
190 quéc gia thanh vién Interpol.
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Diéu nay 1a hoan toan phu hop véi dic thu
hién tai ctia cac qudc gia ASEAN.

Thir hai, Ké hoach tong thé vé cong
nghé¢ thong tin ASEAN 2020 (ASEAN ICT
Masterplan - AIM 2020)

K¢é hoach tong thé vé cong nghé thong tin
ASEAN nam 2016 - 2020 da dugc Hoi nghi
B truéng Vién thong va Cong nghé thong tin
ASEAN (The ASEAN Telecommunications
and IT Ministers’ Meeting - TELMIN) cong
bb nam 2015 v6i muyc tiéu chinh 1a chuyén
d6i sang nén kinh té ki thuat s, phat trién
nang luc can thiét cho con ngudi dé dap ung
qué trinh chuyén ddi nay.®® Bé dat duogc
nhitng muc tiéu nay, ASEAN di dé ra 08
chién lugc va mot trong sd d6 1a “Bao mat
va bao dam thong tin” (Chién luoc sb 8) -
chién luoc ¢o lién quan mat thiét dén van dé
an toan an ninh mang.(lg) Chién lugc nay bao
gom 2 sang kién s& duoc thuc hién trong
toan bo ké hoach téng thé:

Sdng kién dau tién 13 ting cudng an ninh
thong tin trong ASEAN nham tao ra nén
kinh té ki thuat s6 ASEAN dang tin cay dua
trén ba trong diém hanh dong: phat trién cac
nguyén tic bao vé dit liéu cua khu vuc; phat
trién mang ludi an ninh chung ciia khu vuc

(18). https://www.asean.org/storage/images/2015/

November/ICT/15b%20--%20A1M%202020_Publi

cation_ Final.pdf, truy cap 02/3/2021.

(19). Céc chién luge dugc dé ra trong Chién lugc
tong thé vé cong nghé théng tin ASEAN niam 2020:
1) phét trién va chuyén d6i kinh té; 2) hoi nhap va
trao quyén cho moi ngudi théng qua céng nghé thong
tin; 3) d6i mai; 4) phét trién co so ha tang cong nghé
thong tin; 5) phat trién ngudn nhan luc; 6) van dé
cdng nghé thdng tin trong mét thi truong chung thong
nhat; 7) phuong tién va noi dung mai; 8) van dé bao
mat va bao dam théng tin.
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cling nhu viée phat trién co so ha ting thong
tin trong khu vyc xuét phat tir thyc tién thuc
hién. Bé dat duoc diéu nay, sang kién dé
xuat nhan manh vao viéc thiét lap nhimng
huéng din khu vuc, phat trién nguyén tic co
ban vé& bio mat mang ludi cdng nghé thong
tin cling nhu tao ra hé thdng co s ha tang
thong tin ndng dong va co tinh tuong tac cao.

Sang kién thir hai 13 ting cudng hé thong
canh bao sém vé an ninh théng tin trong
ASEAN v6i muc tiéu cai thién cac phan ung
va viéc hop tac trong nhitng tinh thé khan
cip trén khong gian mang cua cac qudc gia
thanh vién ASEAN, ciling nhu tang cuong
hop tac ting pho khan cip ddi véi sy cd
mang thong thuong. Pé dat duoc muc dich
nay, sang kién s& khuyén khich hop tac dé
tao ra mang ludi hoat dong hiéu qua vai tén
goi “CERTSs” (Computer Emergency Response
Team) v6i kha nang phan hoi nhanh theo
thoi gian thuc (real-time response) dbi voi
cac vi pham vé an ninh mang.

2.2. Cdc thiét ché ngdn ngira, phong, chong
toi pham mang cua ASEAN

Tuong ty nhu khudn kho phéap li-chinh
tri, thiét ché chiju trach nhiém trong linh vuc
toi pham cong nghé cao cia ASEAN ciing
bao gdm hai nhom la cac thiét ché chiu
trach nhiém chung trong phong, chdng toi
pham xuyén qudc gia va céac thiét ché chiu
trach nhiém chuyén trach ddi véi loai toi
pham nay.

Céc thiét ché chiu trach nhiém chung bao
goém: 1) Hoi nghi Bo truong ASEAN vé toi
pham xuyén qubc gia (ASEAN Ministerial
Meeting on Transnational Crime - AMMTC)
la co quan hoach dinh chinh sach cao nhat vé
cac van dé lién quan dén hoat dong hop tac
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trong ngin ngira va phong, chdng tdi pham
xuyén qudc gia cua ASEAN; 2) Hoi nghi
quan chtrc cao cdp vé t6i pham xuyén qudc
gia (Senior Official Conference on Transnational
Crime - SOMTC) la co quan hd tro cho
AMMTC trong viéc thuc hién cac chinh sach
va ké hoach thong qua tai AMMTC, ting
cuong hop tac va phdi hop véi cac co quan
khac ciia ASEAN, cac co quan qudc té co lién
quan dén toi pham xuyén qubc gia; 3) Hiép
hoi Canh sat quéc gia ASEAN (ASEAN
National Police Association - ASEANAPOL)
la co quan phdi hop giita cac qudc gia thanh
vién trong linh vy diéu tra hinh su.

Nhom thiét ché chuyén nganh trude tién
bao gdbm Nhom cong tic vé tdi pham mang
(Work Group on Cyber Crime - WGoCC ),
duoc thanh 1ap theo quyét dinh cia SOMTC
lan thr 13 nim 2013 trén co so sang kién
clia Singapore nham cung cdp nén tang cho
c4c qudc gia thanh vién trong viéc xay dung
nang luc, dao tao va chia sé¢ thong tin lién
quan dén chong t6i pham mang ciing nhu
xay dung nén tang cho qua trinh thao luan va
thong qua céach tiép can phdi hop dé dbi pho
vo1 t01 pham mang; theo dodi cac khuyén
nghi vé toi pham mang tir cac t6 chirc co lién
quan va tham gia hoat dong phdi hop véi cac
bén d6i thoai. WG0CC bao gom dai dién cta
cac qudc gia thanh vién, hop dinh ki hang
nam va két qua cudc hop s€ dugc bao cdo lén
somTC.®

Pham vi hoat dong ctia WG0CC bao gdm:

+ Tao diéu kién cho hoat dong chia sé

(20). ASEAN Working Group on Cybercrime - Terms
of reference, http://ASEAN.org/storage/2012/05/DOC
-8-Adopted-TOR-ASEAN-Cybercrime-Working-
Group.pdf, truy cap 02/3/2021.
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thong tin vé toi pham mang nhu xu hudng,
thue tién tot nhat, cong nghé moi thong qua
viéc thiét 1ap khuon kho cho hoat dong chia
sé thong tin giita cac thiét ché co lién quan
ctia cac qudc gia thanh vién;

+ Thiét 1ap cac diém lién lac thudng
xuyén trong hop tic chong toi pham mang
dé tao diéu kién cho viéc phdi hop mang luédi
trong hop tac thuc thi va xay dung nang luc;

+ Tang cuong nang luc trong phong,
chéng toi pham mang thong qua viéc phat
trién céc chuong trinh dao tao khu vuc va to
chirc cac hdi nghi dinh Ki;

+ Xéc dinh céc linh vyc trong tam trong
hoat dong phdi hop gitta ASEAN va cac bén
dbi thoai lién quan dén toi pham mang va
nghién ctru nhimg hoat dong hop tac co thé
tién hanh véi cac dbi tac chién luge tu nhan.

Ngoai WGoCC, do dac thu cua loai toi
pham mang lién quan mat thiét véi cong
nghé - ki thudt cao nén bén canh céc thiét
ché hoat dong véi tu cach 1a co quan vé
phong, chéng t6i pham con bao gdm nhiing
co quan hoat dong trong linh vuc cong nghé
thong tin vdi cadc nhiém vu co lién quan dén
an ninh mang, bao gdm:

M¢t la, Uy ban ASEAN vé khoa hoc va
cong nghé¢ (ASEAN Committee for Science
and Technology - COST), thanh lap ngay
08/8/1967 v6i muc dich tang cudong hoat
dong hop tac va hd tro 1an nhau trong céc
van dé lién quan dén loi ich chung vé kinh
té, xa hoi, van hod, khoa hoc, ki thuat, hanh
chinh, dong thoi hd tro dao tao va tao didu
kién cho hoat dong nghién ctru vé gido duc,
nghé nghiép, ki thuat va quan Ii hanh chinh.
COST c6 nhiém vu: khéi xudng va ting
cuong hop tac khu vuc trong cac hoat dong
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khoa hoc; xay dung va thuc déy phat trién
chuyén moén va nhan lyc khoa hoc, cong
nghé trong khu vuc ASEAN; tao diéu kién
va thiic day chuyén giao cac phat trién khoa
hoc, cdng nghé gitra cac nudc ASEAN va tur
cac nudc cong nghiép phat trién hon sang
khu vuc ASEAN; trg giup, hd trg trong vi¢c
ap dung két qua nghién ctru va str dung hiéu
qua ngudn tai nguyén thién nhién trong khu
vuc ASEAN ciing nhu hd tro trong viéc thyc
hién nhiing chuong trinh hién tai va tuong
lai cia ASEAN trong linh vuc khoa hoc,
cong nghé.

Hai la Hoi nghi Bo truong Vién thong va
Cong nghé thong tin ASEAN (TELMIN),
duoc thanh 13p nam 2001 chiu trach nhiém
chinh trong vi¢c xay dung cac chinh séch,
chuong trinh va hoat dong hop tic vé cong
nghé thong tin trong ASEAN; thiét lap co
so ha ting cong nghé thong tin cho khu vuc;
phdi hop va hai hoa hoa cic chuong trinh
va chinh sach vién thong va cong nghé
théng tin; thac day va phat trién ndi dung
vién thong, ki thuéat s6; thic déy su tham
gia cua khu vuc tu nhan va tang cuong hop
tac khu vuc cong - tu trong cic chuong
trinh va hoat dong hop tac vién thong khu
vuc; ting cuong hop tac va tiép can chung
trong viéc giai quyét cac van dé vién thong
va cong nghé thong tin trén pham vi qudc té
va khu vuc...® Hoi nghi quan chuc cao
cAp vé cong nghé théng tin va vién thong

(21). Ministerial Understanding on ASEAN Cooperation
in Telecommunications and Information Technology
Kuala Lumpur, 2001, https://ASEAN.org/?static_ post=
ministerial-understanding-on-ASEAN-cooperation-in-
telecommunications-and-information-technology-kuala-
lumpur-13-july-2001, truy cép 10/4/2020.
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ASEAN (ASEAN Telecom and Information
Technology Senior Officials Meeting -
TELSOM) va Hoi dong diéu tiét vién thong
ASEAN (ASEAN Telecom Regulatory
Council - ATRC) dam nhiém chirc nang
giam sat, phéi hop, thuc hién cac chuong
trinh, chinh s&ch do TELMIN théng qua
cling nhu tu van cho co quan nay.

2.3. Co ché hop tdc phong, chong t6i pham
mang trong khuén khé ARF

Ngoai cac thiét ché chiu trach nhiém tryuc
tiép trong phong, chéng tdi pham mang,
Dién dan khu vuec ASEAN (ASEAN Region
Forrum - ARF) 1a kénh dbi thoai chinh thirc
& cap chinh phu nham thuc day co ché ddi
thoai va tham vin vé cac van dé an ninh,
chinh tri trong khu vuc, dugc tao ra boi
ASEAN va hién c6 nhiéu nd luc trong viéc
thiic day cac hoat dong hop tic ddu tranh
phong, chéng cac loai hinh tdi pham cong
nghé cao trén thuc té. Mot trong nhirng muc
dich ctia dién dan 13 tao ra moi trudng chinh
trji-an ninh 6n dinh; phat trién cac bién phap
ngoai giao phong ngura va ciing khong loai
trir hoat dong hop tac déu tranh phong,
chéng toi pham mang, d¢ ASEAN c6 thé tré
thanh khu vuc viirng manh hon.

Hién nay, ARF chua hinh thanh dugc
cac van kién c6 gia tri rang budc, diéu nay
xuat phat tr viec ARF khong c6 di tham
quyén va diéu kién cho phép khi chi ton tai
v6i tu cach 12 mot didn dan hop tac quoc té.
Song thyc té nay khong anh hudng nhiéu
dén vai tro ctia ARF trong linh vyc d4u tranh
phong, chong tdi pham mang. ARF hién c6 3
co ché dé dau tranh phong, chong tdi pham
mang: Mot 1a bién phap xay dung long tin
(Confidence Building Measure - CBM) 1an
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nhau giira cic qudc gia thanh vién ARF d6i
v6i tim quan trong cua viéc phat trién an
ninh mang; Hai la bién phap ngoai giao
phong ngira (Preventive Diplomacy - PD)
nhim tao ra cac bién phap phong ngira ddi
v6i cac mdi de doa tiém tang cua to1 pham
mang; Ba la bién phap giai quyét xung dot
(Conflict Resolutions - CR) nhiam muc dich
tao ra van kién diéu chinh dé giai quyét tranh
chép giita cac qudc gia hitu quan, trudc mat
nhitng vin kién nay c6 thé chi mang tinh
khuyén nghi nhung cc bén s& cd ging tiém
can dan dén tinh rang budc vé mat phap Ii.
Lién quan dén van dé an ninh mang cta khu
vue ¢6 thé ké téi mot sé cam két trong khudn
kh6 ARF dugc thé hién trong c4c van kién:
Thit nhdt, Tuyén bd ARF vé dau tranh
phong, chdng tin cong mang va tin cong
khing b6 trai phép trén khong gian mang
nam 2006 (ARF Statement On Fighting
Cyber Attack And Terrorism Misuse Of
Cyber Space 2006). Pay 1a tuyén bd chung
ctia cac quéc gia thanh vién ARF nham nhan
manh cac cam két trong viéc chung sirc dong
long chién dau chong lai tat ca cac dang thirc
ctiia khing b va tin cong mang. Cac qudc
gia trong ARF d4 nhan thdy rang, tat ca cac
dang thtrc hanh dong ciia khing bd va tin
cong mang déu s dung khong gian mang
lam cong cu dé tién hanh hanh vi pham toi.
Tuyén bd chung nay con nhan manh vao
hau qua cua viéc st dung trai phép khong
gian mang dé tin cong nhdm vao hé thong
co s ha ting thong tin truyén thong clia cac
chinh phu. Khi do, hau qua khong chi truc
tiép anh hudng t6i cac chinh phi ma con tac
dong gian tiép t6i nén kinh té qudc dan noéi
chung va cac cd nhan noéi riéng. Vi vay, van
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kién nay cling nhdn manh vao sy hop tac
giita cac qudc gia thanh vién cua ARF trong
vi¢c ngan chan cac hanh vi t0i pham va
khing bd c6 lién quan dén viéc khai thac bat
hop phap, lam dung ngudn tai nguyén khoa
hoc, cong nghé va truyén théng ma chu yéu
la mang internet.

Thir hai, Tuyén bd chung cta cac Ngoai
truong ARF vé van d& hop tac trong bao
ddam an ninh mang nam 2012 (ARF
Statement by The of Foreign Affairs On
Cooperation In Ensuring Cyber Security)?,
2012). Pay la van kién dugc tuyén bd bai Bo
truong Bo Ngoai giao cta cac qudc gia thanh
vién ARF véi muc tiéu tai khiang dinh nhimng
cam két cua quéc gia ho vé van dé an ninh
mang. Thong qua vin kién nay, cac qudc gia
thanh vién ARF thiura nhan réng viéc bao
dam an toan an ninh, bdo mat trong viéc ing
dung cong nghé¢ thong tin 1la mot trong
nhiing tru cdt chu dao trong qua trinh ting
cuong su két ndi gilta cac qubc gia thanh
vién. Chinh vi thé, thuc t¢ doi hoi mot cam
két dé khuyén khich, xay dung va thuc hién
cac hanh dong nham kiém soat, quan Ii va
loai trir tit ca céc dang thtc cua td1 pham
cong nghé mang, gop phan dam bao an ninh
mang cho toan khu vyc. Vén kién nay cling
nhan manh téi viéc cac qudc gia thanh vién
ARF khi thuc hién cidc hanh dong trong
khuon kho tuyén bd chung phai dam bao phu
hop voi1 cac van kién trude do, dac bigt la
Tuyén bd ARF vé d4u tranh phong, chdng
tan cong mang va tan coéng khing bd trai
phép trén khong gian mang nam 2006.

(22). https://aseanregionalforum.asean.org/wp-content/
uploads/2019/01/ARF-Statement-on-Cooperation-in-
Ensuring-Cyber-Security.pdf, truy cap 03/02/2021.
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ARF 1a dién dan ddi thoai st dung an
ninh hop tac nhu mot cach tiép can dé ting
cudong mdi quan hé giita cac qudc gia thanh
vién ASEAN v6i cac dbi tac ddi thoai ciia
ASEAN. Phat trién quan hé ddi tac an ninh
khu vuc la mdt trong nhitng chuong trinh
nghi su chinh cua ARF, trong d6 quan hé ddi
tac trong vi¢c xay dung trat ty an ninh dya
trén su dong thun giita cac chinh phu trong
cong tac hop tac xtr Ii cac mdi de doa an
ninh dang hién hitu. Bé ARF tr thanh dién
dan trong viéc tao ra su an toan cho an ninh
mang ¢ khu vuc & Pong Nam A, ASEAN
can t6i uu hoa vai tro ctia minh véi cac doi
tac nhu Trung Qudc, Nhat Ban va Lién minh
chau Au... Trén thyc té, ASEAN hién di dat
duoc nhimng két qua hop tac ban dau véi cac
dbi tac nhu: Bién Ban ghi nhd gitra ASEAN
va Chinh phu Cong hoa nhan dan Trung Hoa
vé hop tac trong cic van dé an ninh phi
truyén thong nim 2009 (Cooperation in The
Field of Non-Traditional Security Issues
2009);*® Tuyén bd chung ASEAN-Nhat
Bén vé hop tac chong khiing bd va t6i pham
xuyén qudc gia nam 2014 (Declaration For
Cooperation to Combat Terrorism and
Transnational Crime 2014);® Tuyén bd
Nuremberg vé ting cuong quan hé ddi tac
gitta EU-ASEAN nam 2007 (Nuremberg
Declaration on an EU-ASEAN Enhanced
Partnership 2007).%)

(23). https://asean.org/storage/2012/05/MoU-ASEAN-
China-on-NTS-2017-2023.pdf, truy cap 03/02/2021.
(24). https://www.asean.org/storage/images/pdf/ 201
4_upload/ASEAN-Japan%20JD%200n%20 CTTC.pdf,
truy cap 13/02/2021.

(25). https://ec.europa.eu/commission/presscorner/
detail/en/PRES_07_54, truy cap 03/02/2021.
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3. Nhén dinh vé han ché va kién nghi
mot so giai phap ning cao hiéu qua cong
tac hop tac diu tranh, phong chdng tdi
pham mang cia ASEAN

3.1. Han ché trong hop tic dau tranh
phong chong t6i pham mang ciia ASEAN

Thir nhat, trong linh vuc phong, chéng
to1 pham mang, ASEAN hi¢n chua cé diéu
wdc qudc té vé van dé nay. Tuyén bd cua
ASEAN vé phong, chdng t6i pham mang,
xét vé mat phap li, 1a khong phai vin ban c6
gia tri phap li rang budc. Xét vé mat nodi
dung, vin ban nay chi mang tinh chét dinh
khung trong vi¢c dinh hudng hoat dong cia
ASEAN. Trudc mét, day duoc coi la cach
tiép can tuong ddi linh hoat cia ASEAN dé
c6 thé tim ra dugc nhiing giai php chung
cho cac van dé quan trong trong khi van ton
tai nhiing trd ngai tir vin dé chii quyén ciing
nhu su khac biét trong quan diém cua cac
qudc gia vé toi pham coéng nghé cao. Pay c6
thé khong phai 12 van dé can wu tién cua cac
thanh vién méi gia nhap va kém phét trién
hon. Trong khi cic qudc gia thanh vién phat
trién hon vé kinh té dang huong loi ich 16n
tir viéc tiép can cong nghé tién tién nén rat
quan tim tGi viéc tp trung ngudn luc giai
quyét loai t6i pham néy.(%) Tuy vay, xét trén
phuong dién phap 1i tong thé, mot van ban
khung khong c6 gid tri phdp 1i rang budc
khong thé 13 co s& nén tang vitng chic cho
hoat dong ngin ngira, phong, chéng cac loai

(26). ASEAN Matters: Reflecting on the Association
of Southeast Asian Nations, edited by Yoong Yoong
Lee, World Scientific Publishing Co Pte Ltd, 2014, tr. 83,
ProQuest Ebook Central, http://febookcentral. proquest.
com/lib/monash/detail.action?docID= 840723, truy cap
03/4/2018.
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hinh t6i pham cong ngh¢ cao cua ASEAN.
Cac van kién khac vé hoat dong d4u tranh
phong, chéng t6i pham mang phan nhiéu 1a
cac tuyén bd chinh tri khong cé tinh rang
budc dbi voi cac qudc gia thanh vién. Du
rang cac van kién “luat mém” ciing c6 vai
tro nhat dinh trong viéc dan dat xu hudng va
dinh hinh c4ac quy pham phap luat trong
tuong lai, tuy nhién, bang cach nay hay cach
khac, chinh diéu nay s& lam suy giam dang
ké hiéu qua thyc hién cac cam két vé phong,
chéng t6i pham mang trong ASEAN. Hon
nita, khi di sdu vao ndi dung cic cam két
dugc ghi nhan cia cac van kién nay (bao gom
ca van kién phap li va van kién chinh tri), cac
bién phap phong, chong t6i pham mang duoc
cac bén cam két ciing chi 13 co ché hop tac
mém (soft mechanism of cooperation) nhu
trao d6i thong tin, thiét 1ap mang ludi, tap
huan, chia s¢ kinh nghiém(27)...

Ther hai, vé mat thiét ché, vai tro cua cac
co quan tién hanh hoat dong dau tranh,
phong, chéng toi pham mang cia ASEAN
con mo nhat, chua thuc sy phat huy téi da
kha nang ctia minh. Mac du da co sy phéan
cap céac thiét ché co trach nhiém chung va
chuyén trach song do chua duoc trao nhiéu
quyén han c6 tinh thuc chat® va viéc hoat

(27). Michaeal J.Green & Bates Gill, Asia’s news
multilateralism cooperation, competition and the
search for Community, Columbia Univeristy Press,
New York, The United States of America, 2009, p. 35
- 38, https://books.google.ps/books?id=-FesAgAAQ
B A J&printsec=frontcover&hl=vi#v=onepage&q&f=
false, truy cap 03/3/2021.

(28). Bui Thi Ngoc Lan, “Thyc trang va giai phap
nang cao hiéu qua cta hoat dong phong, chdng toi
pham xuyén qubc gia trong khuon khd Asean”, Tap
chi Nghién ciru \dp phdp s6 18 (394), thang 9/2019
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dong theo ki hop thong thudng dugc t6 chire
thudng nién nén da phan céc thiét ché khong
dap tng duoc tinh hiéu qua va cap thiét
trong truong hop khan cép, dic biét trong
bdi canh t6i pham mang c6 thé dién phuc
tap, tinh vi va kha ning xoa dau vét v cing
nhanh chéng...

Thir ba, vé hoat dong hop tac trao ddi
thong tin lién quan dén t6i pham mang giira
cac qudc gia trong ASEAN va véi cac doi
tac ngoai khu vuc chua dugc tién hanh
thuong xuyén. Piéu nay giy ra tac dong tiéu
cuc dén cong tac hop tac ddu tranh phong,
chbng t6i pham mang, ma dién hinh 1a sy
thiéu cap nhat cua h¢ théng dir liéu va khong
t6i wu hod dugc vai trd cua t6 chic trong
moi quan hé vé6i cac ddi tac ngoai khdi von
¢6 nhiéu kinh nghiém trong van dé nay.

Thir tr, vé hai hod hod phap luat hinh sy
vé t0i pham mang chwa nhan duoc su quan
tam tir cac qudc gia ASEAN. Hai hoa phép
luat vé hinh sy hién nay tdn tai theo hai cép
d6. Theo mirc d6 phd bién 1a hinh sy hoa
nhitng hanh vi nhat dinh dé tao co sé phap i
cho viéc truy ctru trdch nhiém hinh sy cling
nhu tién hanh cac hoat dong dan do, twong
trg tu phap hinh sy khi can thiét. Vi cac
khu vuc ¢6 cap d6 lién két cao giita cac qudc
gia thanh vién, mtrc do hai hoa hoa con bao
g0m ca hai hoa hod vé hinh phat, tic 1a quy
dinh murc hinh phat téi thiéu d6i véi mdi
hanh vi vi pham nhat dinh nhim tao ngudng
chung trong xur 1i hinh sy nhiing hanh vi td1
pham tai tat ca cac qudc gia thanh vién, dién
hinh & mirc d6 nay la Lién minh chau Au.

http://lapphap.vn/Pages/tintuc/tinchitiet.aspx?tintucid
=210406, truy cap 01/4/2021.
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Tuy nhién, murc d6 hai hod phap luat tai khu
vuc ASEAN hién nay méi chi ding lai ¢ cap
d6 hinh su héa cac hanh vi. Véi cip do thu
nhét, hinh sy ho& nhitng hanh vi dé tao co sé
phap 1i cho viéc truy ctru trach nhi€ém hinh
su, hién dd co t6i chin trén mudi qudc gia
ASEAN ban hanh luét riéng vé phong chdng
t61 pham mang. Lao mdi chi ban hanh Luat
vé phong chdng toi pham mang vao thang
9/2014 (law on prevention and combating
cybercrime). Campuchia dén thoi diém nay
van chua ban hanh ludt riéng vé phong
chéng t6i pham mang.

Trong trudng hop cia Viét Nam, mot s6
thuat ngir c6 cung noi ham da duoc st dung
trong cac van ban phap luat cua Viét Nam
hién nay nhu: toi pham cdng nghé cao; toi
pham st dung cdng nghé cao; toi pham
mang; t6i pham an ninh mang; tin cong
mang; khing b6 mang; gian diép mang.
Trong Luat An ninh mang nam 2018, Diéu 2
da cit nghia vé loai hinh “t6i pham mang”
va dat trong mdi tuong quan véi hang loat
cac hanh vi vi pham khéc duogc tién hanh
trén khong gian mang nhung chua c6 bat ki
vin ban huéng dan nao giai thich, phan biét
lam sang rd hon cac loai hinh vi pham nay
cling nhu mdi twong quan trong viéc ap dung
véi cac van ban phap luat khac co lién quan.
Trong Bo luat Hinh sy nam 2015 khong st
dung thuat ngir “tdi pham cdng nghé cao”
hay “toi pham mang” ma quy dinh theo cach
thuc liét ké. Cach thirc quy dinh theo phuong
phap dinh dang liét ké nhu vay hoan toan co
kha nang bo sot cac loai hinh toi pham cong
nghé cao vén dang c6 nhitng bién tudng cuc
Ki phtc tap va dac biét chua twong thich voi
cach tiép can cua cac van kién phap i cua
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ASEAN ciing nhu cac van ban luat khac cé
lién quan.

Cach tiép can vé toi pham cong nghé cao
cua Viét Nam c6 thé khong khéc biét so vai
quy chuan trong cac cam két quéc té cua khu
vuc ASEAN, tuy nhién viéc khong théng
nhét trong viéc st dung thuat ngir ciing nhu
pham vi hinh sy hoa chua dam bao tinh “bao
phu” s& phan nao anh huong téi qué trinh hai
hoa hoa phéap luat, can tré viéc thuc thi cac
cam két cua Viét Nam véi tu cach 1a quédc
gia thanh vién tham gia tich cuc va cé trach
nhiém trong cac khudbn kho hop tac cua
ASEAN néi chung va hop tac trong linh vuc
phong, chdng toi pham néi riéng.

3.2. M4t sé gidi phap nang cao hiéu qua
hoat déng ddu tranh, phong, chong téi pham
mang trong khuén khé ASEAN

Cho t6i thoi diém hién nay, ASEAN da
va dang timg budc xay dung co ché vé
phong, chdng t6i pham mang véi hé thng
cac van kién phap li, trong d6 c6 nhirng van
kién c6 hiéu luc phép Ii rang budc va mot s6
van kién mang tinh khuyén nghi ciing nhu
c4c co quan, thiét ché voi su phan dinh rd
rang va cu thé vé chicc ning, nhiém wvu,
quyén han. Trong tinh hinh méi, nén tang
cua co ché nay gop phan khéng nho trong
cudc chién phong, chng toi pham mang noi
riéng va cac loai hinh toi pham cbng nghé
cao ndi chung - vén mang tinh chat phic tap
va ngay cang tinh vi. Bén canh d6, cong tac
trao d6i thong tin ciing 1a mot trong nhiing
“diém sang” trong hoat dong phong, chong
toi pham mang cia ASEAN. ASEAN hién
da xay dung duoc hé thong co so dit liéu vé
t6i pham xuyén qudc gia, trong d6 co thu
muc vé toi pham mang, gop phan tao thuan
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loi cho viéc trao d6i théng tin gitta cac co
quan chitrc ning cua cac qudc gia hitu quan
dién ra mét cach chinh xac, thuan tién va co
d6 bao mat cao. Hién nay, hé théng co sé
dir liéu vé toi pham mang trong ASEAN
duoc xay dung va nang cip trén co s hé
théng co s& dir liéu théng tin canh séat cac
nudc ASEAN (ADS) da ¢o tir nam 1992. Vao
nim 2006, theo sang kién cua Singapore,
ADS duoc nang cap thanh hé théng co s dir
liu dién ta (e-ADS) véi nhiéu sy luu tim
hon dbi véi cac dang thic toi pham cong
nghé cao nham hd tro cac qudc gia thanh
vién trao ddi va chia s¢ théng tin phong,
chdng toi pham mang maot cach nhanh chéng
va kip thoi.®

Tuy nhién véi nhitng han ché trong hop
tac phong, chéng t6i pham mang di phan
tich & trén, tac gia dé xuat mot sb giai phép
cho khu vuc nay dé thuc day va thiét lap co
hiéu qua co ché hop tac trong phong, chéng
t6i pham mang, cu thé nhu sau:

Mgt 1a trong thoi gian sap téi, ASEAN
can thyc hién dong bd mot sb giai phap lién
quan dén viéc ting cuong “phap i hod” cac
van kién c6 tinh chinh tri hién tai dé tao ra
cam két c6 tinh rang budc vé quyén va nghia
vu ddi véi céc qudc gia thanh vien ASEAN,
tao co s& virng chic ddi voi hoat dong dau
tranh phong, chdng toi pham mang véi muc
tiéu hudng téi mot van kién diéu woc quéc té
khu vuc diéu chinh tong quét vé toi pham
mang ciing nhu hoat dong hop tac qudc té
phong, chéng loai hinh toi pham nay.

(29). Nguyén Kim Ngéan, Nguyén Buc Phlc, “Hiép
hoi canh sat cac nugc ASEAN - MO hinh hop téc
qudc té dau tranh chdng toi pham xuyén qudc gia”,
Tap chi Lugt hoc, s 9/2009, tr 27-33.
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Hai Ia ASEAN can siét chat hon nita co
ché dam bao thuc thi cac cam két hién tai va
trong tuong lai ctia cac qudc gia thanh vién
ASEAN lién quan dén phong, chdng toi
pham mang thay vi co ché diéu phdi hién
thoi; cling véi do, téi wu hod cong tac béo
cao hoat dong thuc thi va tang cuong tréch
nhiém cua cac qudc gia thanh vién ddi véi
cac van kién phép li cua khu vuc. Pac biét,
ASEAN s& phai cang ¢6 hon nira vai tro cia
c4c thiét ché hién hanh trén co so nguyén tic
“tang quyén, giam lap™; tac 1a han ché hinh
thanh thiét ché méi, tranh 1am “cong kénh”
bo may ma hudng t6i viéc trao thém quyén
han cho nhiing thiét ché hién c6 thé hoat
dong maot cach thudng truc, gop phan hd trg
cho cac co quan hoat dong theo ki hop cua
ASEAN trong khoang thoi gian khong dién
ra cudc hop dé tng pho kip thoi véi cac tinh
hudng khan cap va quan trong vé phong,
chéng toi pham mang néi riéng va cac loai
hinh toi pham c6ng nghé cao noi chung.

Ba la véi dién bién tinh vi, phic tap cua
toi pham, viéc cap nhat thuong xuyén hé
thdng co so dir liéu toi pham mang thong
qua viéc nang cap hé théng ki thuat 1a diéu
vO clng quan trong, gop phan ting cudng
trao d6i thdng tin théng qua nhiing kénh lién
lac hién c6 nhu co s¢ dir liéu dién tor cua
ASEANAPOL, hé thong co s¢ dit liéu vé toi
pham cua INTERPOL, ddng thoi thiét lap
céc kénh trao d6i thdng tin méi hiéu qua hon
gitra cac co quan hop tac chuyén nganh cua
cac qudc gia thanh vién.

Tém lai, dé dat duoc cu tric an ninh
mang virng manh cho toan khu vuc nham
duong dau voi cac thach thirc an ninh phi
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truyén thong dang hién hiru, cic qudc gia
thanh vién ASEAN can xiy dyng va trién
khai khuoén kho phap li toan dién, c6 kha
ning du bao va c6 tinh phdi hop linh hoat
hon nita. Dé dat duoc diéu nay, can toi sy
thiu hiéu, thong cam va chia sé 1an nhau
gifta cac qudc gia thanh vién ASEAN vé tam
quan trong ctia viéc dua ARF tro thanh t6
chirc quéc té c6 tu cach chu thé luat qudc té
va c6 tham quyén phap 1i./.
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