TAP CHI KHOA HQOC DAI HOC VAN LANG Téng Hiung Anh
MO HINH THAM CHIEU KIEU OSI
CHO PIEN TOAN PAM MAY CONG CONG
AN OSI MODEL FOR PUBLIC CLOUD
TONG HUNG ANH®

TOM TAT: Dién todn dam mdy la mé hinh méi vé phdn phéi va sir dung cdc dich vu cong
nghé thong tin dwa trén Internet. Chiing t6i sé trinh bay mé hinh tham chiéu OSI (Open
Systems Interconnection) ciia dién todn dam mdy la hwéng dan cdc nha cung cdp va cdc
nha phdt trién nhitng san pham truyén théng sé va cdc chwong trinh phan mém ma ho tao
ra sé tuwong tdc voi nhau nham tao diéu kién thudn loi cho viéc so sanh ré rang giita cac
cong cu truyén théng. Néu ban cé thé hiéu dwoc mé hinh OSI va cdc 16p ciia né, ban ciing
c6 thé hiéu cdc giao thirc va thiét bi ndo c6 thé twong tdc véi nhau khi phdt trién va gidi
thich cac cong nghé mdi.

Tir khéa: dién toan dam may, kién triic mdy tinh, phdt trién phan mém, leu trir, phdn phoi
va sw dung thong tin.

ABSTRACT: Cloud computing is a new model of distribution and use of IT services based
on the Internet. We will present the OSI (Open System Interconnection) Reference Model
for Cloud Computing as a guide for vendors and developers on how digital media products
and software programs they create will interact with each other to facilitate the clear
comparison between communication tools. If you can understand OSI model and its layers,
you can also understand which protocols and devices can interact with each other when
developing and explaining new technologies.

Key words: cloud computing, computer architecture, software development, storage,
distribution, and use of information.

1. PAT VAN PE

C6 nhidu van dé dé viét nhu trong
Topo mang, mang may tinh, va cac thiét bi
mang. Tuy nhién, véi thoi gian trong qua
trinh nghién ctru, chiing t6i can phai viét vé
nhimg diéu cin ban ctia mang may tinh va
trinh bay md hinh tham chiéu OSI trong
dién toan dam mdy, diéu nay s& gitp doc
gia lién hé nd v41 mod hinh OSI trong mang
may tinh néi tiéng. Ngoai ra, chung toi

huéng din ngudi doc thao luan vé cac khai
niém co ban vé mang va cic nguyén tic co
ban nhu mo6 hinh OSI ma ching t61 s€ trinh
bay trong phan noi dung.
2. NOI DUNG
2.1. M6 hinh OSI vé mang may tinh

Mot trong nhitng thuat ngir d& gay hiéu
1am trong cong nghé thong tin 1a thuat ngit
“Stack”, hau hét nguoi dung nghi dén mot
“ngan xép”, ho nghi dén mot “su vat”
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twong dong, chang han nhu mot chong gidy
hoic mét chong danh thiép. Tuy nhién,
trong thé giodi cong nghé thong tin, mot
ngin xép 1a mot diéu rat rd rang véi mot sb
dic diém dic biét:

“Mot chong” 1a mot loat cac hé thong
két ndi hoic cac giao thic van chuyén dix
liéu gitra nhau cho mot chirc nang.

Céc thanh phan cua “ngin xép” duoc
goi 1a “céac 16p” (Layer), va c6 chic nang
nhu cac chirc nang riéng 1é hoac cac dich
vu cia mot toan thé 16n hon.

Dir liéu trong ngan xép chay tir dau
nay sang dau Kia theo thir tu, tic 12 tir 16p 1
dén 2, sau d6 dén 3, khong bao gio 16p 1
tryc tiép dén 3,...

Mot hé thong cai dat cac giao thiic bao
gém mot chudi cac tang noi trén dugc goi
1a “chdng giao thirc” (Protocol Stack).

Chédng giao thic c¢6 thé duoc cai dat
trén phan cing, hoic phan mém, hoic 1a t6
hop ctua ca hai. Thong thuong, chi cé
nhitng tang thap hon 1a dugc cai dit trong
phan ctg, con nhimng ting khac duoc cai
dit trong phan mém.

Nam 1984, T6 chic Quéc té vé Tiéu
chuan héa (International Organization for
Standardization - ISO) va Uy ban Tu vin
Dién tin va Dién thoai Qubc té
(International Telegraph and Telephone
Consultative Committee - CCITT) cung
xuat ban Md hinh Tham chiéu Lién két Hé
thdng m& (Open Systems Interconnection),
thuong dugc goi la md hinh OSI [1]. Khi
thao luan vé mang may tinh mo hinh OSI
da cho cac chuyén gia vé mang may tinh
mot khung tham khao dé lam viéc.

M4 hinh OSI trong mang may tinh mo
ta khung mang may tinh dé thuc hién cac
giao thuc trong cac 16p. M6 hinh OSI phan
chia chirc ning cia mot giao thirc thanh
mot chudi cac ting cap. Mdi mot ting cap
c6 mot dac tinh 1a né chi st dung chuc
ning cia tang dudi nd, déng thoi chi cho
phép tang trén s dung cac chiic ning cia
minh. Bang 1 sau day tom lugc cac thong
tin toan bo mod hinh OSI gitp ban doc nhd
chinh x4c c4c kién thitc can thiét.

Bang 1. M6 hinh tham chiéu OSI

Lép t 6 hinh OSI - Pon vi | Thiét bi hoat dd
¢Pp trong mo hin Mb ta Giao thire phé bin cialép | o} 16t b hoat Cong
mang may tinh dir liéu trong lop

Tin hiéu vat ly, 1
Om 'f‘tu Ve hy’ > | DSL, 802.11b, 802.11g, Hub. Reveate. thiét
. , Repeate, thi
Lép vét Iy - Physic ;lAnga mﬁc }Ya RS232, 10BASE-T, | Bit(0,1) b,ukh }’id e
1 1
chdp mach  nmu 100BASE-TX Auyech e
cong tac
Lop lién két dir liéu - - . ) )
P lg;tae"nl; e DPanh dia chi vatly | Ethernet, WiFi, Token Ring, Frame Switch Layer 2, Bridge
Dinh tuyén dudng Switch Layer 3,
Lép mang - Network | di goi tin va danh IP, IPSec, ARP, ICMP Package | Router, Thiét bi
dia chi logic bao mat
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Lopt 0 hinh OSI 2z Pon vi Thiét bi hoat dd
¢Pp trong mo hn Mo té Gino thirc phé bién ciialop | "¢ 16t brloat dong
mang may tinh dir liéu trong lop
DPam bao truyén tai
Lép van chuyén - dir ligu, kho At .
Op van chiuye 1 At KIORE Mma” TCP, UDP Segment |  Thiét bi bao mat
Transport mat, sap xEp goi
nhan theo trinh tu
cn . Thiét 1ap, duy tri
Lép phié dich - . :
PP lseelltgi;o 1 va chdm dat cac | SQL, RPC, NetBIOS Data Thiét bi bao mat
phién giao dich
Nén dir lié a
Lop trinh bay - o U el e 065, H.264 MPEG, e
. héa, giai ma, Data Thiét bi bao mat
Presentation 2 gR: gm qia JPEG, MP3
chuyén doi dir liu
op mg dung Giao dien  ngudi |\ op co T NETSNMP | Data Thiét bi bao mat
Application dung
Nguon: https://learningnetwork.cisco.com
2.2. Pién toan dam may thudc vao vi tri dia 1y va ddm bdo cac yéu
bién toan ddm may (Cloud cAu bao mat.

Computing) 1& hinh thirc dich vu cung cap
cac ngudn lyc tinh todn theo yéu ciu, tir
cac Ung dung téi trung tdm dir li€u qua
Internet trén co so tra tién cho pham vi sir
dung. Pién todn dam may gilp tang tinh
hiéu qua trong cung cap cac dich vu cong
nghé thong tin thong qua hinh thic tu
phuc vu (Self-service), tang tinh ty chu
trong yéu té tu quan 1y (Self-management)
trén co s& chuan héa cac ngudn lyc tai
nguyén (Hardware, Software) va cach thirc
cung cip (Delivery) ciing nhu kha ning tu
dong hoa.

O goc d6 ngudi dung (User), cac dich
vu ctia dién toan ddm may c6 tinh “dan
hdi”, rit mém déo, co thé sir dung véi moi
thiét bi, moi lac, moi noi va chi tra phi cho
thoi gian stir dung.

O gbc do nha cung cp dich vu véi cac
ngudn tai nguyén dugc a0 hoa, khong phu
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2.2.1. Cac hinh thuee dich vu

Thuong dugc cung cép qua dién toan
dam may gom: SaaS, PaaS, IaaS (xem phan
2.3.5).
2.2.2. Cdc dang Dién toan dam may

Dam may cong cong (Public Cloud):
thuodc cac doanh nghiép cung cép dich vu
thong qua Internet va Datacenter. Nguoi
dung (User) khong phai dau tu phan cing,
phin mém va chi phi van hanh ha ting
may tinh, hd trg k¥ thuat. Cac cong ty va
dich vu Cloud ndi tiéng nhu Google Cloud
Platform, =~ Amazon  Web  Services,
Microsoft Azure, IBM, Eucalyptus, ...

Dam may riéng (Private Cloud): ha
tang Cloud thudc s& hitu ctua doanh nghiép
va quan tri chinh bdi doanh nghiép.

DPam may lai (Hybrid Cloud): 1a sy két
hop nén tang Private Cloud véi cac dich vu
trén Public Cloud.
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2.3. M6 hinh OSI trong dién toan dam may

Céc cong ngh¢ dién todn dam may da
phat trién trong nhimg nim gan day khi
mot mé hinh tuwong tu hién nay phu hop vi
cac d6i twong khac nhau c6 nhimg mdi
quan tdm khéc nhau trong cac thanh phan
tao nén dién toan dam may va bai bao nay
chung t6i mudn thdo luan dé hiéu rd ranh
giéi cua cac thanh phan cua né voi thuét

nglt chung va mdéi trong cong nghé dién
toan dam mdy, diéu nay co thé dan dén cac
cudc thao luan hi¢u qua hon trong tuong lai
cho moi ddc gid ciling nhu sy dinh hudng
cho viéc nghién ctru thanh phan ndo trén
dam may.

Bang 2 tom lugc cac thong tin mo hinh
kiéu OSI ma chung t6i dwa ra thao luin
trong ddm may cong cong (Public Cloud).

Bang 2. M6 hinh tham chiéu kiéu OSI trong ¢dam miy cong cong

Lop t 0 hinh OSI dié x
OPp trong mo filnh LT dien Dién gidi Vi du
toan dam may
Phan ctng: cac thict bi vat 1y trong mot | Phan ctiing trong 16p nay la bg dicu
1 Co so ha tang trung tdm dir liéu cung cdp nén tang | hop mang, bd lip, Hub mang,
(Infrastructure) cho Modem va b chuyén déi phuong
md hinh. tién dang sgi.
. . Ao hoa: ap may tinh, luu trir, va
2 | Kibudo hoa (Hypervisor) | 0 0% CUN8 cab May Hi, MU Va 1y ok v/ [2], KVM [3], XEN [4]
mang may tinh dugc o hoa.
Trung tdm dir liéu xac dinh
g M Arien xac M | Cloud API: Cho phép tao cic nhom tai | Azure  [5],  OpenStack  [6],
3 phan mém (SO ARE- nguyén hoac nguoi dun Eucalyptus [7]
DEFINED DATA CENTER) | "8!Y¢T odc nguol cung. »
Anh may a ; , _
4 1 may a0 Hé diéu hanh: quan 1y 4o hoa co ban nhit. | RHEL [8]. Windows [9]
(VM Image)
L Phan mém nhu mét dich vu (SaaS),
Dich vu Middleware: phan mém hoat dong nhu kan 7mem v Am(,)’ ich vu (Saa )‘
5 (Service) 5t lién lac eiita céc (me d . nén tang nhu mdt dich vu (PaaS) va
mot lién lac gitta cac ing dyng va mang. 3
j ace g dung ang co s& ha tang nhu mot dich vu (IaaS).
Lép trng dung 1a 16p cudi cung 1a noi ) L )
, . e 1. . .. _ | E-mail, luu trit va chia sé t€p, nhap
Ung dung ma nguoi dung cudi twong tc v6i ngan | o Lo
. P o, ~. | 1énh, xr ly van ban, quan ly quan
6 (Application) xép théng qua cac ung dung dugc trién | ) . L
o . ; hé khach hang, thu thdp dir liéu
khai va sir dung cac dich vu khac nhau o, . L
. A o hodc tinh nang ké toan tai chinh.
dugc dinh nghia bén dudi no.

Nguon: https://supportforums.cisco.com va https://blogs.cisco.com/cloud

2.3.1. Lép 1 - Co s6 ha tang (Physical)

Twong tu voi 16p vat ly trong mo
hinh OSI, Lép 1 ¢ day dé cap dén Co so
ha ting nam trong mot trung tam dir liu
dé cung cap nén tang cho phan con lai cua
ngan xép (Stack).

Phén cing: cac thiét bi vat 1y trong mot
trung tdm dir liéu cung cip nén tang cho
mo hinh.
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Lép vat 1y xac dinh cac thong sé k¥
thuat dién va vat Iy cta két ndi dir liéu. N6
x4c dinh moéi quan hé giita thiét bi va moi
truong truyén tai vat 1y (vi du nhu cap dién,
cap quang hoic lién két tin s6 vo tuyén).
N6 ¢6 trach nhiém truyén va tiép nhan cac
dir liéu tho chua cé cu triic trong mot moi
truong vat ly. Tdc do bit kiém soat duge
thuc hién & 16p vat 1y.
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Céc vi du vé phan cung trong 16p nay
1a bo diéu hop mang, bo 1ap, Hub mang,
Modem va bd chuyén d6i phuong tién
dang soi.

2.3.2. Lép 2 - Ao héa (Hypervisor)

Thuong dugce cai dat trén 16p co so ha
tang d6 1a mot sb kiéu 4o hoa, thuong dugc
cung cdp boi mot Ao hoa [10] cung cép
may tinh, luu trlt, va mang may tinh dugc
a0 hoa.

Diéu nay cho phép cic quan tri vién hé
théng st dung cac tai san vat Iy vao cac
May ao (Virtual Machines) c6 thé duoc xép
vao cic may vat 1y dé ¢ hiéu qua cao hon.
2.3.3. Lép 3 - Trung Tam Dur Liéu Xdc
Pinh Phan Mém (Software Defined Data
Center - SDDC)

SDDC [11] 1a mdt co sé luu trir dir
liéu, trong d6 tat ca cac thanh phan co so
ha téng - mang, luu trlt, CPU va an ninh -
duoc 40 hoa va phan phdi nhu mét dich
vu. Trién khai, van hanh, cung cp va ciu
hinh duoc tom tat tir phan ctng. Nhimng
nhiém vu nay dugc thuc hién théng qua
phan mém théng minh.

2.3.4. Lép 4 — Anh may do (VM Image)

L6p hinh 4nh ham chtra viéc st dung
cac hé diéu hanh cy thé va cac phan mém
cai san khéc.

Vi du trong nén tang dién toan dam
may Google, str dung hinh anh hé diéu hanh
[12] dé tao dia khoi dong. Ban co thé st
dung mot trong cac loai hinh anh sau:

Hinh anh cong khai duoc cung cip va
duy tri boi Google, cong dong mi ngudn
mo va cac nha cung cip bén thi ba. Theo
mic dinh, tit ca cac dy an déu co quyén
truy cdp vao nhirng hinh anh nay va c6 thé
st dung ching dé tao céc thé hién.

47

Hinh anh tiy chinh chi ¢6 sin cho du
an cua ban. Ban c6 thé tao mot hinh anh tuy
chinh tr dia khdi dong va cac hinh anh
khéc. Sau d6, sir dung hinh anh tuy chinh
dé tao mot ca thé.

Ban c6 thé st dung hau hét cac hinh
anh cong cong ma khong mat thém chi phi,
nhung ¢ mot sd hinh anh cao cap lam
thém chi phi cho céc truong hop cua ban.
2.3.5. Lop 5 - Dich vu (Services)

Lép dich vu dién toan ddm may [13]
bao gdm nhiéu ngudn lyc ma mot nha cung
cap dich vu cung cap cho khach hang thong
qua Internet. Pic diém cua cac dich vy dién
toan dam may bao gom tu cung cip va tinh
dan hoi; c6 nghia 1a khach hang c6 thé cung
cap dich vu trén co so theo yéu ciu va tat
chung khi khong can thiét nira. Ngoai ra,
khach hang thuong dang ky vao cac dich
vu ddm may, vi du nhu trong mot thda
thuan thanh toan hang thang, thay vi tra
tién cho cac gidy phép phan mém va hd trg
may chi va co s¢ ha tang mang. Trong
nhiéu giao dich, cach tiép can nay lam cho
cong ngh¢ dua trén dién toan dam may tro
thanh chi phi hoat dong, chtr khong phai la
chi phi von.

Tir quan diém quan 1y, cong nghé dua
trén dién toan dam may cho phép cac to
chtic truy cap phan mém, luu trix, tinh toan
va cac thanh phan co so ha ting cong nghé
thong tin khac ma khong can phai ganh vac
viéc duy tri va nang cip chung.

Viéc st dung cac dich vy dién toan
dam may di tro nén gin két chit ché véi
cac dich vu dién todn dam may phé bién,
chéng han nhu phﬁn mém nhu mdt dich vu
(SaaS), nén tang nhu mot dich vu (PaaS) va
co sO ha téng nhu mdt dich vu (IaaS).


https://cloud.google.com/compute/docs/images#os-compute-support
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SaaS 14 mot mo hinh phan phdi phan
mém, trong d6 cac tng dung duogc luu triv
béi mot nha cung cdp hodc nha cung cip
dich vy va dugc cung cép cho khach hang
qua mang, thuong la Internet.

Paa$S d& cap dén viéc phan phdi cac hé
diéu hanh va cac dich vu lién quan qua
Internet ma khong cAn tai hodc cai dat.
Céch tiép can nay cho phép khach hang tao

va trién khai ing dung ma khong phai dau
tur vao co sé ha tAng co ban.

[aaS bao gdm céac thiét bi duoc sir
dung dé hd tro cc hoat dong, bao gém Iuu
trir, phdn cimg, may chil va cac thanh phan
mang, tit ca déu dugc truy cip qua mang.

Bang 3 tom tat ai, cai gi va tai sao sur
dung dich vu ddm may khac nhau:

Bang 3. Tom tat ai, cai gi va tai sao sir dung dich vu ddm may khac nhau

laaS PaaS SaaS
Ngudinao | Quan Iy Hé thong Nha phét trién va Nguoi trién | Kinh doanh va Ngudi str dung
stir dung? (System Managers) khai (Developer and Deployers) | (Bussiness and Users)
) E-mail, Ty dong hda van
) Dich a thir nghiém 1 o
St dung May 4o, hé diéu hanh, CPU, d i Vlilytat .;u 11g ;;n ung phong, Kiém tra trang
un. at trien, tic va - . .
dich vu nao? | bd nhé, dich vu sao hru ¥ f’kﬁai ’ P V&1 \web, Wiki, Blog, May tinh
dé ban thong minh,...

Tai sao
su dung?

Tao nén tang cho dich vu va
ung dung thtr nghiém, phat
trién, tich hop va trién khai

Tao va trién khai (mg dung
va dich vu cho nguoi diung

Pé hoan thanh nhiém vu
kinh doanh

Nguén: Internet

Bang 4. Quan ly cac 16p mang trong cac dich vu dién toan dam may khac nhau

Cac giao thire

Lop OSI . laaS PaaS SaaS
vi du

Al . Déng, \ A \ A \ £

1| Lop vt ly - Physic ] Nha cung cap Nha cung cap Nha cung cap
501 quang

T T . Ethernet, Fibre . p . p . p
2 | Lép lién két dir liéu - Data link Channel Nha cung cap Nha cung cap Nha cung cap
3 | Lép mang - Network IP, IPSec Khéach hang Nha cung cdp | Nha cung cip
4 | Lép van chuyén - Transport TCP Khach hang Nha cung cdp | Nha cung cip
5 | Lép phién giao dich - Section TCP Khéach hang Nha cung cdp | Nha cung cip
6 | Lép trinh bay - Presentation SSL, TLS Khéach hang Nha cung cdp | Nha cung cp
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Cic sino thi
Lép OSI ac glao thire laas PaaS SaaS
vi du
HTTP,  FTP, o _—
7| Lép img dung - Application | NFs,  swirp, | Khachhang Khachhang | cung cé
0Pp tng dung - APP SSH, "| (IT Professinal) (Developer) Hng cap

Nguén: Sach dién tir “Developing and Hosting Applications on the Cloud” trén Internet

Béang nay la mot sy don gian hoa cua
nhiéu mo hinh trén thi truong. Tuy nhién,
n6 cho thdy mot IaaS cho phép ngudi tiéu
dung dién toan ddm may (Bussiness and
User) linh hoat hon trong Topo mang va
dich vu hon cidc dam may PaaS va SaaS
(nhung phai chi phi quan ly cac cong cu
cung cap tinh linh hoat).

Viéc quan ly céac 16p khac nhau cua hé
théng mang ciing 1a trach nhiém cia nha
cung cap dam may hodc ngudi tiéu ding dién
toan dam may, tuy thudc vao loai dam may.

Trong md hinh SaaS, nha cung cip
dam may quan 1y tat ca cac 16p mang.

Trong md hinh [aaS, nguoi dung dién
toan dam may quan 1y cac cdp do mang,
ngoai trir cac 16p lién két dir lidu va vat
ly. Tuy nhién, day la mot sy don gian boi
vi, trong mat ) truong hop, cac dich vu
mang lién quan dén co s¢ ha tang dién toan
dam may va mot s6 dich vu lién quan dén
hinh anh. M0 hinh PaaS la trung gian gitra
laaS va SaaS.

Trong 16p Dich vu (Service), phan
mém ndm giita yéu cau phia mdy khach
phia truéc va ngudn luc back-end dang
dugc yéu cau. Tét ca cac yéu cau dya trén
mang chi yéu 1 nhiing nd lyc dé tuong tac
véi dir liéu back-end. Middleware [14] la
phan mém két ndi cic yéu cau dua trén
mang do khach hang tao ra cho dir li¢u
back-end ma khach hang dang yéu cau. o
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12 mot thuat ngit chung cho phan mém phuc
vu dé "két hop v6i nhau" riéng biét, thuong
phtrc tap va da co6 cac chuong trinh. Céc
chuong trinh Middleware c6 trong phéan
mém va cac dich vu dién toan dam may tai
chd va chung co thé duoc sir dung doc 1ap
hodc cung nhau, tuy thudc vao truong hop
su dung.

2.3.6. L6p 6 - Ung dung (Aplication)

L6p tung dung 1a 16p cudi cing, 13 noi
ngudi ding cudi tuong tac voi ngin xép
thong qua cac mg dung dugc trién khai va
st dung céac dich vu khac nhau dugc dinh
nghia bén dudi né. Ung dung dién toan
dam may 1a mot chuong trinh phan mém c6
cac thanh phan dua trén dién toan dam may
va cuc bo lam vi¢c cung nhau. M6 hinh nay
dwa vao cac may chi tir xa dé xur 1y logic
ma dugc truy cdp thong qua mot trinh
duyét web véi mot két ndi Internet lién tuc.
Cac may chu tng dung dién toan ddm may
thudng nam trong mot trung tam dir liéu tir
xa dugc diéu hanh boi nha cung cip dich
vu dién toan dam may cua bén thur ba.

Céc ung dung dya trén dién toan dam
may c6 thé bao gdm E-mail, luu trit va chia
s¢ t€p, nhap 1énh, xtr ly van ban, quan ly
quan h¢ khach hang, thu thap dir li¢u hoac
tinh ning ké toan tai chinh.
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3. KET LUAN viéc thira nhan diéu d6 dan dén céic cudc
Trong thdo luan bai bao ky thuat nay, thdo luan hi¢u qua hon trong twong lai cho

doc gia hiéu cac 16p trong ngin xép nay 1a  quy doc gid quan tdm ciing nhu sy dinh

r4t quan trong, chung toi di thao ludn vé  hudng cho viéc nghién ciru thanh phan nao

cac 10p cung v6i mot s6 thudt ngit chung va  d6 trén dién toan dam may.

mdi trong cong ngh¢ dién todn dam may,
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