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XAC THUC VA PINH DANH AN TOAN - CONG NGHE U2F

SECURE AUTHENTICATION AND IDENTIFICATION -
UNIVERSAL SECOND FACTOR (U2F) TECHNOLOGIES

TONG HUNG ANH®

TOM TAT: Tén nguoi dung/mdt khau la co ché xdc thuc cho céce dich vu dua trén Internet
- nhung khéng an toan! Chiing ti chi ra co ché xdc thuc va dinh danh méi tdp trung vao
kha nang sir dung va bao mdt nho cong nghé xdc thuwe hai yéu to c¢é thé sir dung ¢ moi noi,
cong nghé U2F cua Hiép hoi Cong nghiép xdc thuc mo dwoc goi la Lién minh FIDO (Fast
IDentity Online Alliance).

Tir khoa: Xdc thuc va dinh danh an toan.

ABSTRACT: Username/password is still the authentication mechanism for Internet based
services - but it is not secure enough! The study identified a new authentication and
identification mechanism that focuses on usability and security with two-factor
authentication technology that can be used anywhere, the FIDO Alliance (Fast IDentity

Online Alliance) U2F technology.

Key words: secure authentication and identification.

1. PAT VAN PE

Lam thé nao dé cai thién viéc xac thuc
nguoi dung trén céc dich vu truc tuyén ma
khong anh huong dén kha ning st dung
cua nguoi dung va & moi dich vu truc tuyén
cua ho? Mot cach 1y tuong, xac thuc va
dinh danh an toan phai dap tng cung lc tat
ca yéu cau tir ngudi ding (ca nhén, cong ty,
doanh nghiép) va cac nha cung cép dich vu
tryc tuyén: phuong phap chimg thyc manh,
tinh riéng tu, tinh kha dung, ké ca kha ning
su dung va kha nang tuong tic gilta cac
thiét bi xac thuc khac nhau. Giai quyét
nhimg van dé nay Lién minh FIDO duoc
hinh thanh thang 7 nam 2012.

Bai b4o nay chung t6i mudn gidi thiéu
ban doc cong nghé U2F la mdt chuén xac

thuc mé cho phép ngudi st dung Internet
ngay lap tic truy cdp an toan bat ky dich vu
truc tuyén nao, véi mot thiét bi duy nhat va
khong co6 trinh diéu khién, hodc phai cai
phin mém hd trg nao trén may tinh cua
ngudi dung ¢ dau cubi.
2. NOI DUNG
2.1. Xac thuc ngudi dung manh trén cac
dich vu truc tuyén

Xac thuc chia sé nang cao (Enhanced
Shared-Secret Authentication) dugc hiéu 1a
cac phan mé rong cua ching thuc dya trén
kién thic théng thuong (Single-Factor
Authentication). Vi du: mat khau bd sung,
khoa trang web, cac biéu twong dd hoa
chung phai duoc kiém tra trude khi hd tro
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x4c thuc 1an nhau, cac lya chon mi ngiu
nhién duya trén cac mau dau vao,...

Xac thuc nhidu yéu té (Multifactor
Authentication) dé cap dén viéc thuc hién
hop nhét cia hai hodc nhiéu 16p nhan to
xac thyc con nguoi:

Mot cai gi d6 chi dugc biét dén véi
ngudi dung dya trén kién thirc (vi du: mat
khau, cum tir, bi mat chia sé,...).

Mot céi gi d6 chi dugc gitr boi nguoi
dung dua trén s¢ hiru (vi du: ma thong bao
bao mat, thé¢ théong minh, thiét bi di
dong,...).

Mot céi gi do chi ¢6 cho nguoi st dung
cac dic diém sinh hoc hodc hanh vi sinh
tric hoc (vi du: nhu nhan dang khuén mat,
diu van tay, nhan dang giong noi, chir
ky,...). ‘

2.2. Gi6i thiéu ve Lién minh FIDO

Cong nghé U2F dugc tao ra boi
Google va Yubico, sau d6 giao lai cho t6
chuc Hi¢p hoi Cong nghi¢p xac thuc mo
dugc goi la Lién minh FIDO (FIDO
Alliance).

2.2.1. Nhiém vu cua Lién minh FIDO

Nhiém vu cta Lién minh FIDO Ia thay
d6i ban chat ciia ching thyc tryc tuyén
bang cach:

Xay dung cac dac ta ky thuat theo co
ché mo, c6 kha ning mé rong twong tac,
giam sy phu thudc vao mat khéau xéc thuc
cuia nguoi dung.

Pam bao thanh cong trén toan thé giéi
thong qua céac thong sb k¥ thuat ching thuc
tryc tuyén.

Phat trién tiéu chuin duoc cong
nhan dé chuan héa chinh thic ching
thuc truc tuyén.
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2.2.2. Muc tiéu cua Lién minh FIDO

Muc tiéu cua Lién minh FIDO la cach
mang hoa xéac thuc truc tuyén voi su hd tro
cong ngh¢, khong chi mang lai cho nguoi
dung nhiéu tinh bao mat manh mé& hon ma
con dé dang va tién loi dé sir dung. Nhiing
1y tuéng co ban thac day nd luc cia Lién
minh FIDO: Xac thyc manh mé& va dé sur
dung; Bao vé su riéng tu cuia ngudi dung;
Giam chi phi ddi véi cac nha cung cap dich
vu truc tuyén; Giam chi phi co s¢ ha ting
va su phuc tap cho doanh nghiép.

2.2.3. Gidi phdp ciia Lién minh FIDO da
co ung dung trén thi truong

Hién nay, cong nghé xac thuc U2F cua
Lién minh FIDO duoc trién khai trong hang
tram triéu thiét bi, tong tiém nang hon 1,5
ty tai khoan nguoi dung. Cong nghé xéc
thuc U2F cua Lién minh FIDO duogc kich
hoat thong qua cac trién khai ban dau tir
PayPal, Samsung, Google, va nhiéu thanh
vién khéc [2]. Bat ky nguoi dung c6 thiét bi
tich hop cong nghé xac thuc U2F cua Lién
minh FIDO hoic thiét bi duoc ching nhan
boi FIDO® déu c6 thé bat dau x4c thuc bét
ct khi nao xac thuc Lién minh FIDO hd
trg, chang han nhu trinh duyét Chrome va
tai khoan Google duoc cong bd vao thang
10 ndm 2014.

2.2.4. Tai sao cong ty va doanh nghiép
cia ban nén cdn nhic tham gia Lién
minh FIDO?

Phat trién va trién khai cac giai phap
xac thyc cua Lién minh FIDO mang lai
mét sd loi ich cho cac to chirc thanh vién
dya trén viée liéu ho c¢6 mudn trién khai
xac thuc cua Lién minh FIDO hay san
xuat phdn mém hodc phan cung tuong
thich xac thuc cia Lién minh FIDO, dé



TAP CHi KHOA HOC PAI HOC VAN LANG

Téng Hiung Anh

tang cuong xac thuc cho khach hang cuia
ho, bao goém [3]:

Bao mat tai khoan/giao dich manh hon

Cai thien trai nghiém nguoi dung -
Gidi phap cua Lién minh FIDO cho phép
cac cong ty va doanh nghi€p cai thién su
thuan tién cho ca khach hang va nhan vién
khong can phai nhé mat khau phire tap.

Cdi thién loi tirc dau tw cho viée xdc
thuee - Chi phi lién quan dén viéc trién khai
va hd trg cac giai phap moéi s& giam dang
ké so v6i cac phuong phap doc quyén hién
tai, két ndi mot loai thiét bi voi mot ung
dung duy nhat. Chirc ning quan 1y hé théng
s& dugc cung cap boi co so ha tang cia
Lién minh FIDO cht khong phai do mdi
nha phat trién phai xay dung.

Giam rui ro gian lgn - Ngudi dung cac
trang web va dién thoai di dong c6 hd tro
cua Lién minh FIDO s€ giam dugc nguy co
bi gian lan danh tinh, vo1 su tién loi ctua
viéc han ché dua vao mat khau.

2.2.5. Cong nghé U2F
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Hinh 1. (ngudn Yubico)
Cong nghé U2F duogc trién khai thanh
cong bdi cac dich vu truc tuyén c6 quy md
16n, bao gém Gmail, Dropbox, GitHub,

Salesforce.com, Chinh phi Anh va nhiéu
thanh vién trong Lién minh FIDO.

Cong nghé U2F cung cp kha ning xac
thuc manh mé& qua cac giao thirc, két ndi
USB, NFC, Bluetooth va trong cac ung
dung khong c6 mat khauwkhoéng cé ma,
minh hoa xem hinh 1.

Ban can c6 mot thiét bi khoa cong
nghé U2F [4].

Hinh 2. (nguon Amazon)

Hinh 2 13 san pham (thiét bi) c6 ching
chi cua Lién minh FIDO (fido
CERTIFIED, U2F) va to chitc Google c6
trinh duyét Chrome la thanh vién cua Lién
minh FIDO.

Ban s& phdi lam theo cac huéng dan
bdi nha cung cép dich vu truc tuyén cua
ban (vi du: Google Chrome 1a dich vu truc
tuyén ban dang st dung), sau ddy chung toi
trinh bay tom tat huéng din ciia Yubico.

Hinh 3. (ngudn Yubico)

Yubico thay doi cac vai tro dé chirng
thuyc manh mé, cung cap bao mat cao cap
véi sy dé dang str dung chua timg c6.
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Sang ché cdt 161 cia ho 1a Yubikey,
mot thiét bi USB nho, hd tro giao thirc xac
thuc va ma hoa. Vo1 mot xac thuc don
gian, n6 bao vé truy cdp vao may tinh,
mang, va cac dich vu truc tuyén cho céc to
chure 16n nhét thé gioi.

Yubico 1a nha déng gop hang dau
cho tiéu chuan chimg thuc mé - cong nghé
U2F. Cong nghé cua ho duoc trién khai tai
9/10 cong ty Internet hang dau va dugc
hang tridéu nguoi sa dung & hon 160 qudc
gia yéu thich.

Khoa bao mat FIDO-U2F cua Yubico
[5] 1a mot YubiKey duoc thiét ké dic biét,
dua vao mat ma bao mat cao, mat ma khoa
cong khai.

Tinh ndng cot 18

Hoat dong trén Microsoft Windows,
Apple Mac OS X va Linux.

Cham vao niit dé kich hoat bio mat
dua trén ma khoéa cong khai: hoat dong
ngay lap tirc, khong can phai nhap lai mat
ma tir thiét bi - thay thé van ban SMS.

Xéc dinh nhu mét thiét bi USB chuan
trén tat ca cac may tinh.

Khéng ¢6 phan mém hodc trinh diéu
khién khach hang ndo can duoc cai dit.

Thiét bi duoc chéng tham, kho bi pha
hiy trong qua trinh sir dung thong thuong.

Trong luong 3gram, va két ndi qua
cong USB trén may tinh.

San xuét tai My va Thuy Dién véi do
an toan va chit luong cao [6].

ENTER NAME NSERT KEY AN
ND PASSWORD JCH BUTT

e

Hinh 4. Cach hoan thanh - hai budc xdc
thyre (ngudn Yubico)
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1) Nhap tén nguoi ding va mat khau
thong thuong cua ban vao truong dang
nhap cua bét ky tng dung nao hd trg FIDO
U2F (xem hinh 4).

2) Lap khéa bao mat vao cong USB
vO1 mat mau vang hudng 1én (xem hinh 3).

Chi can cham vao nit vang trén khoa
bao mat dé tao uy nhiém ding nhap an toan
cua ban (xem hinh 3).

Ung dung cong nghé U2F cho trinh
duyét Chrome

Hudng dan st dung mot khoa bao mat
FIDO U2F x4ac thuyc trong trinh duyét
Google Chrome [7].

Ung dung cong nghé U2F cho
facebook

Moi day, facebook di bo sung mot tinh
nang biao mat tai khodn mdi cho nguoi
dung khi ding nhap. Ban c6 thé str dung
nhing chiéc USB bao mat sir dung chuan
cong nghé U2F lam 16p bdo mat thtr hai
cho tai khoan Facebook ctia minh sau 16p
bao mat thir nhat 1a mat khau [8].

Xét duyét dang nhap

Hinh 5. (ngudn facebook)

USB bdo mat sir dung cong nghé¢ U2F
1a mot thiét bj phan cing st dung chuan
USB dé két ndi v6i may tinh, khi dd c6
trong tay thiét bi nay, ching ta hoan toan
c6 thé thiét 1ap va sir dung né dé dang nhap
vao Facebook (xem hinh 5).


https://www.yubico.com/
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Str dung USB bao mat c6 thé gitp ban
tranh khoi Phishing (mdt phuong thuc lra
dao bang cach bit ban nhap mat khau
Facebook) hay cac cudc tin cong danh cap
mat khau c6 thé gay nguy hiém cho nhiing
thong tin cua ban. Khi duoc thiét lap voi
USB bao mat str dung cong ngh¢ U2F, tin
tic s& phai can dén mat khau va ca chiéc
USB ma ban dang nam giit mgi c6 thé xam
nhép vao tai khoan cua ban dugc.

Céch su dung USB bao mat ciing kha
don gian (twong ty nhu phan Ung dung cho
trinh duyét Chrome). Khi duoc yéu cau xéac
thuc s& c6 cac thong bao hudng dan cua
Facebook, ban chi can cdim USB vao may
tinh réi nhdn nat xac nhan trén USB la
xong (xem hinh 6).

Thém khéa bao mit

Hinh 6. (nguon facebook)

2.2.6. Uu diém va khuyét diém ciia cong
nghé U2F

Uu diém ciia cong nghé U2F

Manh vé an ninh - Xac thyc hai yéu tb
manh mé, st dung mat ma khoa cong khai
[9] bao vé chéng lai tan cong gia mao [10]
(Phishing) bat ky giai phdp nao yéu cau
nguoi su dung chép mi OTP [11] déu
khong thé chdng lai tin coéng gia mao
(Phishing), phién tic (Man-In-The-Middle)
[12], va cac cudc tAn cong bang phan mém
doc hai.

Dé dang sir dung - Hoat dong véi su
trg gitp trinh duyét (bt dau tir Chrome va
Opera v&i Mozilla dén nam 2017) cho phép
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xéc thuc ngay cho bat ky dich vu truc tuyén
nao. Khong c6 ma dé go, hodc trinh diéu
Khién dé cai dat. Nguoi dung chi can so
hodc nhin vao mot nut duy nhét trén thiét
bi da c6 chung chi cua Lién minh FIDO
hodc thiét bi c4 nhan dd c6 chimg chi cua
Lién minh FIDO dé xac thuc. Cac giai phap
khac déu yéu cau ngudi dung phai chép
mot ma sd (thuong duge goi 1a OTP) tir
thiét bi sinh ma. Bao mat cao - Cho phép
ngudi dung lya chon, sé hitu va kiém soat
danh tinh tryc tuyén cua ho. Mdi nguoi
dung ciing c¢6 thé chon dé ¢ nhiéu danh
tinh, bao gém ca an danh (khdng c6 théng
tin ca nhan lién quan dén nhan dang). Mot
thiét bi U2F tao ra mot cap khéa méi cho
mdi dich vu tryc tuyén, va chi c6 dich vu
truc tuyén luu trir khoa cong khai. Vi céch
tiép can nay, khong c6 bi mat duogc chia sé
gitra cac nha cung cap dich vu truc tuyén,
va tham chi cac thiét bi U2F véi chi phi
thap c6 thé hd tro bat ky dich vu truc tuyén
nao. Sau ddy, ching t6i trinh bay tom tat ba
y chinh vé bao mat cao cua cong nghé U2F:
so d6 giai thich dong chay quy trinh co ban
ciia U2F, xac thuc U2F va so do téng quat
biéu dién san sinh cac khoa: khoa riéng
(Private key), khoa cong khai (Public key)
cua thiét bi Yubikey.

Device Browser Server

username and password

[ generate challenge

verify password

challenge

challenge

"t

user touches button

response

»

response

\‘ verify response

Hinh 7. So d6 giai thich quy trinh co ban ciia giao
thirc U2F [13]. (Ngudn Yubico)
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Xac thue U2F

Muc dich cua cong nghé U2F chi don
gian cung cap mot co ché dé bén mot trang
web hodc dich vu truc tuyén co thé xac
minh tinh x4c thyc ctia nguoi dugc xac
thuc bdi cong nghe¢ U2F. Bén dich vu truc
tuyén yéu cu chung chi chimg nhan dé tim
hiéu thong tin vé ngudi xac thue, chiang han
nhu YubiKey. Théng tin dugc truy van co
thé bao gdm nha cung cap, loai thiét bi va
tinh niang dam bao - bao mat cua thiét b
xac thuc. Tinh xdc thuc cua thong tin
chirng nhan dugc dam bao béng mot ching
nhan s6 c6 thoi han hidu luc cu thé [14].

Ngoai chimg thuc di véi tinh xac thuc
cua thiét bi, chtirng nhan sb cling dugc su
dung dé xac dinh thiét bi ndo c6 thé duoc
st dung bdi bén tham gia ching thyc. Vi
du: trang web ngan hang mudn nguoi ding
c6 thé cung cap thiét bi U2F cua riéng minh
dé xac thuc hai yéu td, nhung s& chi cho
phép nguoi dung s dung thiét bi tir céc
nha cung cp dugc chip thuan nhat dinh.

Tuy nhién, khong c6 yéu ciu ndo dé
chi ra loai thiét bi hodc phian mém phia may
khach dang st dung thiét bi U2F hoic bén
nha cung cép dich vu truc tuyén c6 thé
quyét dinh chip nhan bat ky loai chung
nhan sd hodc mét loai cu thé nao. So dd
tong quat biéu dién san sinh cac khoa riéng,
khoa cbng khai (Private key, Public key)
ctia thiét bi Yubikey.

Khi nguoi ding ding ky mot thiét bi
U2F véi mot dich vu tryc tuyén méi, dich
vu truc tuyén cung cdp mot ApplD [15]
(diéu nay gin voi URL cua trang web va
ngin nglra cac trang web lira dao). Thiét bi
U2F tao ra mot tham sé Nonce, N [16] la
mot sb tiy ¥ ma chi c¢6 thé st dung mot lan.
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Hinh 8. So d6 téng quat biéu dién san sinh cac khoa
riéng, khoa cong khai (Private key, Public key [17])
ctia thiét bj Yubikey (ngudn Yubico)

Chu chich: Tham sé6 AppID (The Application
ID) [15]; Tham sé None, N [16]; HMAC-SHA256
va MAC (Message Authentication Code)[18]

Sau d6, thiét bi U2F liy AppID va
Nonce (Crytographic Nonce), xt 1y thong
qua HMAC-SHA256 [18] (chtc ndng
khoa mot chiéu), sir dung bi mat thiét bi
cu thé 1am khoa bao mat. Khoa cu thé cho
thiét bj nay duogc tao ra trén chip tai thoi
diém san xuét.

Pau ra cia ham bdm tré thanh khoa
riéng va Nonce cung voi mdot MAC
(Message Authentication Code), tro thanh
cac khoa xu 1y (khoa riéng, khoa cong khai
(Private key, Public key) cua viéc xac
thuc. Trong qué trinh xac thuc, MAC gitp
dam bao rang, mot xur 1y quan trong (key
handle) chi c6 gia tri cho su két hop cu thé
ctia thiét bi va AppID dugc tao ra trong qua
trinh dang ky. Pé xac thyc, xir Iy quan
trong (Key Handle) duoc chuyén dén
Yubikey mot lan nita va s& duoc xéc
minh. MAC dam bao xur 1y khong bi stra
d6i va chimg chi thudc vé ung dung da
cho. Cing véi bi mat gbc dugc luu trit trén
Yubikey, day 1a tit ca moi thtr can thiét dé
léy duoc khoa riéng cu thé duoc st dung



TAP CHi KHOA HOC PAI HOC VAN LANG

Téng Hiung Anh

cho chimg chi truy cép toan cau va ting 1én
khi x4c thuc mdi lan, day la trang thai duy
nhat cta Yubikey duogc stra dbi trong budc
nay. B dém nay dugc chia sé giita céac
chung chi.

Vi khéng c6 dir lidu xac thuc cu thé
duoc luu trir trén YubiKey nén khong thé
lit ké sd luong xtr 1y quan trong (key
handle) "duogc luu trt" (vi ching khdng
duoc luu trit trén thiét bi). Ciing khong c6
cach nao dé thiét lap lai thiét bi.

Nhiéu lya chon - Céc tiéu chuidn mé&
cung cap tinh linh hoat va cho phép c6 su
Ivra chon san phém. Puogc thiét ké cho dién
thoai va may tinh, cho nhiéu phuong thirc
xéc thuc (céng USB hoic tich hop truc tiép
vao thiét bi,...) va véi cac phuong thirc
truyén théng khac nhau (USB, NFC,
Bluetooth,...). Cong nghé U2F 1a mot chuén
mo, do do cac doanh nghiép can do bao
mat cao co thé tw danh gia va trién khai giai
phap ndy ma khong can nho vao bén thir
ba. C&c giai phap nhu thé xac thyc giao
dich truc tuyén RSA SecurID [19] hoan
toan dong, khong ai biét bén trong chung
hoat dong nhu thé nao.

Chi phi va hiéu qua - Cac nha cung cip
dich vu truc tuyén khong phai chiu chi phi
va hd tro phan phdi cac thiét bi U2F an
toan. Nguoi dung c6 thé chon tir mot thiét
bi gia ré tir nhiéu nha cung cip, c6 san tai
Amazon va cac ctra hang ban 1€ khac trén
toan thé gidi. Yubico cung cép phan mém
may chii mién phi va mi nguén mé cho
tich hop dau cubi (Back-End).

Nhéan dang dién tir - Di v6i cac to
chtic yéu cau mirc 46 bao mat cao hon, cd
cac dich vu truc tuyén budc thiét bj U2F
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ctia ban vao xéc thyc ca truc tuyén (Online)
va ngoai tuyén (Offline).

Khuyét diém cia cong nghé U2F

Sy tién loi 13 yéu té can tinh dén dé
trién khai rong rdi mot giai phap bao mat.
Hién nay, chua c6 nhiéu dich vu truc myén
hd tro cong nghé U2F, chi c6 mot ) hang
16n bao gbébm Microsoft, Qualcomm,
Google, Dropbox, Bank of America,
Github, trong d6 Google Chrome cling la
trinh duyét duy nhat tich hop phuong thirc
xac thuc nay, Firefox va Edge dang dugc
tich hop nhung chwa hoan thién, dong thoi
viéc nguodi dung phai mua thiét bi phan
clmg (dau thé U2F véi gia tir vai do la dén
vai chuc do la My) chuyén dung cling ngan
can nguoi dung st dung phuong thic xac
thuc nay.

3. KET LUAN

Trong twong lai, v6i sy nd luc dua trén
nhiém vu va muc ti€u xem phfin 2.2.1 va
2.2.2 cta Lién minh FIDO, day s¢ la mot
gidi phap hira hen mang dén méi trudng
Internet an toan hon va giam chi phi khi
trién khai. Bao mat trong hé thong mdy tinh
la cd mdt quy trinh chir khong phai 1a mot
san pham cong nghé thong tin (phan mém,
phan ctmg) riéng 1¢. Cac tin tic lai thuong
nham vao nhing diém yéu véi ddi tuong c6
nhiéu so hd nhat, d6 chinh 13 nguoi dung.
Viéc dam bao an toan cho nguoi dung may
tinh ¢ dau cudi s& gia ting dang ké cho su
an toan cua ca quy trinh bao mat hé thong
may tinh.

Bai bao chung t6i trinh bay kién thirc
co ban vé xac thuc truc myén tré nén don
gian va manh mé hon, theo Microsoft can
xac thuc nhiéu yéu t6 (Multifactor
Authentication) va gidi thiéu cong nghé xac
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thuc U2F (hai yéu t0) ciia Hiép hoi Cong  tuyén trd nén don gian va manh mé& hon;
nghiép xac thuc mo duoc goi 1a Lién minh  ciing nhu bat ky nha san xuét thiét bi nao,
FIDO ciing nhu wu va khuyét diém cta giai  nha phat trién phin mém hodc nha cung
phap FIDO; phu hop cho cic doc gia 1a  cdp dich vu truc tuyén cé thé xay dung hd
nguoi dung (cd nhan, cong ty, doanh tr¢ cic giao thitc cia U2F vao céac san
nghiép) muén tim hiéu, chon lya va sir phém va dich vu truc tuyén hién c6 cua ho
dung cac san phdm cong nghé thong tin  nham gitp viée xac thuc truc tuyén tré nén
(phan cing, phan mém) va dich vu tryc  don gidn va manh mé& hon cho ngudi ding
tuyén hién ¢6 cua ho véi viéc xac thuc truc  cua ho.
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