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Hé thong gidm sat, canh bao nguy co mat an toan thany tin mang

PGS.TS Hoang Dang Hai

Hoc vién Cong nghé Buu chinh Vién thong

Trong bdi canh chuyén doi so dién ra toan dién trén nhiéu nganh, nhiéu linh vwe, viéc dam bao an toan
thong tin (ATTT) tré thanh nhiém vu vo cuing cép thiét. Hiéu dwoc tam quan trong ndy, nhém nghién ctru
thudc Hoc vién Cong nghé Buwu chinh Vién théng da dé xuat va dwoc Bd Khoa hoc va Cong nghé (KH&CN)
phé duyét thwe hién dé tai “Nghién clru, xay dwng hé thdng giam sat, danh gia cap do an toan, canh
bao nguy co mat ATTT mang cho céc trang tin/cong théng tin dién tir (TTDT)”, ma s6 KC.01.08/16-20",
nham dam béo an toan va tao diéu kién phat trién bén vikng Chinh pha dién tt (CPBT) ciing nhw dich

vu trén cac cong TTDT.
Mo dau

Céng TTDT la cbt 16i clia CPDT,
la thanh phan khong thé thiéu trong
hoat ddng cua moi co quan, to
chirc, doanh nghiép. Do cung cap
théng tin cho moi déi twong trong
xa hoi, cdng TTDT ludn la mot muc
tiéu tAn coéng hap dan cia tin tic.
Trong qua trinh hoat dong, cac
trang/cdng TTDT ludn ton tai cac 16
héng bdo mat. K& tan cong sé tim
cach khai thac cac 16 hdng nay dé
thwe hién tn cong. Sé khong thé
phat hién dwoc kip thoi cac 16 hdng
bao mat va nguy co tan coéng néu
khéng c6 mét hé thdng giam sat va
danh gia ATTT cho cac trang tin/
cong TTDT theo thoi gian thuc.

Thyc hién dé tai “Nghién ctru,
xay dwng hé thong giam sat, danh
gia cap d6 an toan, canh bao nguy
co mat ATTT mang cho cac trang
tin/cbng TTDT”, nhém nghién ctu
thuéc Hoc vién Céng nghé Buu
chinh Vién théng da xay dung giai
phap thu thap dir liéu tr cdc may
chu cai dat trang tm/cong TTDT
tai cac co' quan cap tinh/cap bo dé
theo doi, phan tich, phat hién va
canh bao nguy co mét an toan, hé
trg tim k|em chung cl, truy xuét
nguén goc cac s ¢co da dwoc phat
hién cta trang tin/cdng TTDT theo
thoi gian thwe. Ddng thdi, nhém
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nghién clru xay dwng giai phap
danh gla cip do bao d&m an toan
cho cac trang tm/cong TTDT theo
tiéu chudn danh gia ATTT da dwoc
cong bd.

Nhiing san pham chinh ciia dé tai

Sau 5 nam trién khai thuc hién
dé tai, nhém nghién ctu da xay
dung dwoc hé thong giam sat, danh
gia cap do an toan, canh bao nguy
co mat ATTT, bao gébm phan mém
Agent dwoc cai dat tai may chu cua
cac don vi phdi hop va phan mém
trung tam dat tai Hoc vién Cong
nghé Bwu chinh Vién thong.

Phan mém Agent cai dat tai

mady chua

_Lbi ctia phan mém Agent bao
gom cac cau truc Script thu thap div
liéu ttr cac ngudn chinh gom: nhat
ky truy cap (Access Log), nhat ky
16i (Error Log), nhat ky twong Ira
(Firewall Log), nhat ky DNS (DNS
Log), nhat ky sw kién (Event Log),
di liéu hoat ddng cla may chu
(Performance). Cac Script dwoc
phat trién bang ngon ngir Python
(phién ban Python tr 2.7 tré 1én),
dwoc bién dich va cé thé chay trén
ca Windows va Linux.

_Cac chirc nang chinh clia phan
mém Agent bao gom: thu thap di
liéu tr cac may chi (Windows,
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Linux) van hanh trang tin/céng
TTDT theo thoi gian thie; thu thap
it nhat 3 chuan dinh dang dir liéu
IIS, Apache, Nginx (di¥ liéu trang
thai may chi Web, Web log, Syslog,
Access log, Error log); tién xt ly va
chuan héa dinh dang di liéu tir
it nhat 3 dinh dang (IIS, Apache,
Nginx), sau dé truyén c6 bdo mat
vé trung tam giam sat. M&i Agent
c6 thé giam sat it nhat 10 trang tin.

Phan mém hé théng trung tam

D@ liéu thu thap duwoc tlr cac
Agent duoc truyén vé trung tam
giam sat theo kénh truyen bao mat
TLS. Tai d6, phdn mém hé théng
trung tdm dam nhén viéc x& ly,
phan tich, danh gia thong tin gtvi ve.

Phan mém hé thdng trung tam
bao gébm cac phan hé chinh sau:
theo ddi, phan tich, phat hién nguy
co sy cd theo thoi gian thwe; giam
sat tir xa khong dung Agent; ho tro
quan ly, giam sat tiv xa tlr thiet b
di déng; hé tro danh gia cap do an
toan theo tiéu chuan.

Cac chirc nang chinh cla phan

mém hé théng trung tdm bao gém:
thu thap div liéu tw tdi thiéu 500

“Thuéc Chwong trinh “Nghién ctru cdng nghé va
phat trién san phdm cong nghé thdng tin phuc
vu Chinh pha dién t&”, ma s6 KC.01/16-20.
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Theo dbi lweng ban tin sw kién giri béi tirng Agent theo thi gian thwe vé trung

tam giam sat.

trang tm/cong TTDT dwa trén cac
phan mém Agent; theo déi, phan
tich va phat hién nguy co sy co
ATTT tai cac trang tin/cong TTDT
theo thoi gian thue, nang lwc x&
ly toi thieu 10.000 sy kién/giéy, hé
tro céng tac danh gid ATTT cho
cac trang tln/cong TTDT theo bd
tiéu chuan quoc gia TCVN 8709;
tao lap bao céo, thong ké trang thai
hoat dong clia may chu Web; phét
hién va canh bao nguy co suy giam
chét lwgng hoat dong cla tdi thiéu
500 trang tin/cong TTDT.

Hé théng da va dang dwoc thiy
nghlem tai cac trang tin/cong TTDT
cta Cuc Cong nghé thong tin (B
Cong an), Cuc Céng nghé thong tin
(Bo Y té), S¢& Thong tin va Truyén
thdng TP HO Chi Minh, S& Thong
tin va Truyen thong tinh Quang
Binh. Phan mém Agent duwoc cai
dat tai cac may chd van hanh trang
tm/cong TTDT tai cac dia diém
néu trén dé thwe hién thu thap di»
liéu truyén vé hé thong trung tam.
Phan mém hé thong trung tam dat
tai Hoc vién Céng nghé Buu chinh
Vién thong. Ngoai ra, nhom dé tai
cling da thiét 1ap mét s may chud
Web tai Ha Nb6i phuc vu cho viéc
thtr nghiém.

Hiéu qua dat dugc

Sy thanh cong cia hé thong
da mang lai hiéu qua Ion ve mat
KH&CN. Phan mém Agent thu thap
di¥ liéu may chd va trang tin/cdng

TTDT véi co ché thu thap di liéu
da dang, nhiéu tinh nang, chay
dwoc trén da nén tang hé diéu
hanh Windows va Linux, cé thé
thu thap dwoc nhiéu loai di liéu
va truyén c6 bdo mat vé trung tam
theo thoi gian thuc, cé thé ty khoi
tao khi gap 16i, cé tinh nang thiét
lap cAu hinh t xa.

Phan mém hé théng trung tam
c6 chirc nang hd tro giam sat twr
xa, khéng can cai dat Agent tai cac
may chi Web. Hé théng co thé
theo ddi, giam sat trang thai hoat
doéng clia may chu Web, phat hién
va canh b&o suy gidm chat lvong
hoat déng cla trang tin/cbng TTDT.
Ngoai ra, hé thdng c6 thé phat hién
nhanh thay ddi ndi dung, phat hién
mé doc va ra soat 16 hdng bao mat
cla trang tin/céng TTOT.

San pham do can bd ky thuat
Viét Nam lam cht cong nghé, chi
dwa mét phan trén ma nguén me
dé phat trién nén cé kha nang canh
tranh vé gia va wu thé trong van
hanh, khai thac, bdo dwdng, hd tro
ky thuat va bao dam an ninh. Do
thiét ké theo kién tric mé dun nén
cling co thé tach hé thdng thanh 3
phan hé mét cach linh hoat, dap
(ng nhu cdu &ng dung cla cac
co quan, td chirc: Thir nhét, phan
mém Agent va phan hé giam sat
trung tdm c6 thé chuyén giao rng
dung cho cac co quan bd/nganh,
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cac doanh nghiép hodc co quan td
chirc khéc cé nhu cau giam sat cac
trang tin/cébng TTDT quan ly. Hé
théng cho phép theo dbi, giam sat
hoat ddng cla cac trang tin/cdng
TTDT can gidam sat va canh bao
nguy co sw ¢d, nguy co' suy gidm
chat lwong hoat déng. Dac biét,
hé théng con cho phép giam sat
24/7 qua cac thiét bi di dong. Thi
hai, phan hé giam sat khdng dung
Agent c6 thé chuyén giao (rng dung
cho cac doanh nghiép, cac don vi
cung cép dich vu theo dai, giam sat
an toan trang tin/cbng TTDT cho
cac co quan t6 chire. Lu diém cla
phan hé 13 khéng can cai d&t Agent
tai trang tin/cong TTDT can giam
sat, phan mém gon nhe va kha hiéu
qud. Thir ba, phan hé danh gia cap
d6 an toan cé thé chuyén giao &ng
dung cho céc don vi cung cép dich
vu kiém thtr, danh gia ATTT. Phan
hé ciing c6 thé ap dung cho céac co
quan, t6 chirc, doanh nghiép mudn
thuwdng xuyén kiém tra mirc do ap
dung cac bién phap bao dam an
toan trang tin/cong TTDT dinh ky
theo cac chu ky bao dwdng, nang
cép hé théng théng tin.

Trang tin/cong TTDT la mét
phan khoéng thé thiéu trong hé
théng thong tin cia CPDT. Bao
dadm ATTT cho trang tin/céng TTDT
la yéu cau thiét yéu cho phat trién
CPDT. Bén canh d, két qué nghién
clru clia dé tai con c6 nhirng dong
goép nhat dinh vao sy phat trién
KH&CN trong Iinh viwc ATTT tai
Viét Nam, gép phan dao tao, boi
dwéng ngudn nhan lyc trinh d6 cao
vé ATTT, nang cao chét lwgng dao
tao ATTT tai cac co s& dao tao nhw
Hoc vién Cbéng nghé Buwu chinh
Vién thoéng s
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