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TOM TAT

L5 hong SQL injection dang dugc xem la mot trong nhiing 16 hong bao mat c6 d6 nguy
hiém thuoc dang cao nhat va lién tuc nam trong top 10 OWASP. Céc cudc tin céng SQL
injection ludn gay anh hudng nghiém trong téi cac doanh nghiép hay céc trang web cé nhéan
va chling van dang tang dan ting ngay. Do d6 nhu cau ap dung cac k§ thuat hoc may vao viéc
phét hién 15 hong bao mat nay la mot trong nhimng wu tién hang dau hién nay. Trong bai bao
nay ching tdi sir dung thuat toan Multinomial Naive Bayes va K-Nearest neighbors dé phan
loai dit liéu dugc luu trén file logs dudi dang vin ban nham phét hién dau hiéu SQL injection.
Két qua 1a thuat toan Multinomial Naive Bayes c6 d6 chinh xac cao hon so véi thuat toan
K-Nearest Neighbors trong viéc phat hién tin cong SQL injection.

Tir khéa: Thuét toan Multinomial Naive Bayes, thuat toan K-Nearest Neighbors, tan cong SQL
injection, tan céng dang injection, 16 hong injection.

1. MO PAU

Ngay nay, do nhu cau nguoi ding cang ma rong hau hét cac ung dung c6 két ndi véi co
s& dir liéu ra doi. i kém voi nhidu nguy co bao mat ton tai, dan dén nhiéu nguy hai cho tng
dung hay cho nguoi dung. Dir liéu cua nguoi dung trén ing dung dwoc luu trir tai co s¢ dir
liéu va dé lay duoc dit liéu dua 1én tng dung thi tng dung s& giao tiép véi co s dit liéu théng
qua mét ngdn ngir goi 1a SQL [1]. Viéc loi dung so hd ciia tng dung dé thuc thi nhitng cau
truy van SQL ngoai y mudn cua lap trinh vién, ki thuat nay goi la SQL injection. Theo
OWASP [2] va béo céo cuia Edgescan [3], dua vao bang xép hang 16 hdng bao mat trong nhiing
niam vira qua, SQL injection di xuat hién tir rat lau va ludn thuéc nhom dimg dau nhitng 15
hdng nghiém trong nhit.

Trong thyc té, dé xac dinh mét cudc tan cong SQL injection ty dong bing tuong lra ung
dung web (WAF) [4, 5] thi rat kho co thé bao quét tat ca, vi SQL injection ciing giéng nhu
mot truy van thong thuong, WAF cling chi lam viéc dya trén viéc so sanh. Hién nay, viéc ap
dung hoc méy [6, 7] vao trong viéc phat hién tin cong dang ngiy cang phé bién. Nhidu thuat
toan dugc &p dung va dwa ra két qua ngay cang kha quan [8]. Trong bai bao nay, nhom tac gia
dé xuat st dung thuat toan Multinomial Naive Bayes va K-Nearest Neighbors (KNN) dé phat
hién truy van c6 phai 12 mot SQL injection hay khéng?

Bai b4o nay c6 ciu triic nhu sau: Phan 2 s& mo ta vé SQL injection va trinh bay vé hai
thuat toan duoc sir dung ciing nhu phwong phép thuc hién. Phan 3 ching tdi s& thuc nghiém
va dua ra két qua.
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2. MO TA VA GIAI PHAP

Tan cdng SQL injection 1a viéc chén nhitng truy vin SQL théng qua dit liéu dau vao tir
may khach dén ung dung. Mot cudc khai thac SQL injection thanh cong c6 thé doc dir liéu
nhay cam tir co so dit liéu, stra d6i co so dir lidu (thém/xoé/stra), thuc thi cac hoat dong trén
co s dit liéu va mot s6 trudng hop dua ra 1énh thuc thi cho hé diéu hanh [1].

Faisal Yudo Hernawan va céc cong su [10] da dé xuat xay dung mot hé théng hoat dong
nhu mot proxy dé ngin chin cac cudc tan céng chén SQL bang cach sir dung két hop phuong
phdp SQL Injection Free Secure (SQL-IF) va Naive Bayes. Két qua thur nghiém cho thay
phuong phap lai nay c6 thé cai thién do chinh xéac cia phong chdng tan cong SQL injection.

Naghmeh Moradpoor Sheykhkanloo va cac dong sy [7] da dé xuat mot mo hinh dya trén
Mang No-ron (NN) dé phat hién va phan loai cac cudc tan céng SQL injection. M6 hinh dé
xuat duoc xay dung tir ba yéu té: 1) URL, 2) phan loai URL va 3) m6 hinh NN. M6 hinh dé
Xuit gitp phat hién mot URL lanh tinh hoic doc hai, va xac dinh kiéu tin céng SQL injection
cho mdi URL doc hai.

Muhammad Amirullugman Azman va cac tac gia [8] dé& xuat ki thuat hoc may dé phat
hién tan cong SQL injection. Nghién ciru dua trén viéc chudn bj cac bo di liéu dé huan luyén
va thir nghiém. Bo dit liéu huan luyén duoc sir dung dé thiét 1ap co s kién thirc va bo dir liu
kiém tra duoc sir dung dé danh gia d6 chinh xac. Két qua cho thay rang ky thuat duoc dé xuat
tao ra d¢ chinh x&c cao trong viéc nhan dang cac luu lugng truy cap web doc hai hay lanh tinh.

MOt cudc tan cong SQL injection thudng dugc thé hién qua cac bude sau (Hinh 1).

e ™

SQL Injection Attack (SQLi)

1. Hacker identifies 2. Malicious SQL
vulnerable, SQL- Username query is validated &
driven website & P command is

injects malicious SQL executed by
query via input data. database.

©/ WEBSITE
INPUT FIELDS

3. Hacker is granted access

to view and alter records or

potentially act as database
administrator.

4l
HACKER N @ DATABASE

Hinh 1. Quy trinh dé tin cong SQL injection

Pau tién, ké tin cong do quét 15 hong trén ang dung web ciia nan nhan, gii nhitng doan
ma doc hai t6i co s dit liéu théng qua tng dung web. May chii Web (web server) sau khi tiép
nhan cau truy van va giri n6 dén may chu ung dung thi cau truy van doc hai tiép tuc duoc
chuyén tir may cha wng dung dén may chi co so dix lidu (gia dinh website ton tai 16 hong SQL
injection). Tai may chu co s& dit lidu, cau truy van doc hai s& dugc thuc thi. Yéu cau khéng
hop 18 hozc thong tin nhay cam cia ngudi ding s& dwoc tra vé va hién thi trén wng dung web.
Cuébi cuing, ké tin cong nhan duoc thdng tin tra vé va bit dau thuc thi mot cau truy van doc
hai khac.

Trong cac phan tiép theo nhém tac gia sé& trinh bay thuat toan Multinomial Naive Bayes
va K-Nearest Neighbors va sir dung ching dé phan loai ra cac truy van xem ching cé phai la
SQL injection hay khéng.
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2.1. Thuat toan

2.1.1. Multinomial Naive Bayes

Phan 16p Bayes la mot giai thuat théng ké, cd thé du doan xac suat cua mot phan tu dir
liéu thuoc vao mot 16p c6 ti 1€ bao nhiéu so véi xac suat [9]. Phan 16p Bayes dugc dua ra dua
trén nén tang cua dinh ly Bayes (tac gia cua dinh ly la Thomas Bayes), cong thuc (1). Thuét
toan nay duoc ang dung rat nhiéu trong cac linh vyc hoc may ding dé dua cac du doan c6 do
chinh xéac cao [10].

Thuét toan con duoc thue thi trong truong hop phét hién chén query cia SQL. Cot I6i cua
Naive Bayes la n6 gia dinh tinh doc lap gitra tit ca cac dit liéu. N6 yéu cau mot sb lugng nho
dir liéu dé huan luyén va cuc ky nhanh chéng so véi cach khac.

_ P(B|A)P(A)
Trong do:
- P(AIB) la xac suét xay ra cua mot sy kién ngau nhién A khi biét sy kién lién quan t6i
B da xay ra.

- P(BJA) la x4c suat xay ra B khi biét A xay ra
- P(A) la x4c suét xay ra cua riéng A ma khong quan tam dén B.
- P(B) la x4c suit xay ra cta riéng B ma khong quan tam dén A.
Multinomial Naive Bayes: M6 hinh nay chu yéu duoc sir dung trong phan loai vin ban
ma feature vectors duoc tinh bang Bags of word.

Gia st ¢6 2 doan van ban nhu sau va tim ra vector tuong ung
Vb1: “Don’t go tonight”
Vb2: “Lover is gone, that is not easy ”

Ta c6 tir dién tir 2 vin ban nhu sau:

[‘Ggo

V&i mdi van ban sé tao duqc thanh 1 vector v&i d0 dai bﬁng v6i do dai cua tir dién

=>Vbl:[1,1,0,0] (co 1 tir“go” va 1 tir “tonight”)
=>Vb2:[0,0,2, 1] (co 2 tir “is” va 1 tir “gone”)

Lac nay, mdi van ban dugc biéu dién boi mot vector c¢o do dai d chinh 12 s6 tir trong tur
dién. Gia tri caa thanh phan th i trong moi vector chinh la s6 lan tir thir i xuat hién trong van
ban d6. Khi @6, P(xi[c) ti 1¢ v&i tan suat tir thir i (hay feature thir i cho truong hop tong quat)
xuat hién trong cac van ban cua 16p c. Gia tri nay c6 thé dugc tinh bang cach (2):

A = Plal) =52 ()

EEENT3 9 “ ” 13

tonight”, , “gone”’]

Trong do:
- Ngilatdng sb 1an tir thir i xudt hién trong cac van ban caa 16p ¢, né duoc tinh 1a tong
cua tat ca cac thanh phan thir i ctia cac feature vectors (tng véi 16p ¢
- Nclatong so tir (ké ca lap) xuat hién trong class ¢. N6i cach khac, né bang tong do
dai caa toan bd cic vin ban thudc vao 16p ¢. Co thé suy rarang N = Y&, N, tir d6

22‘1:1 A =1
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2.1.2. K-Nearst Neighbors

KNN (K-Nearst Neighbors) la mot trong nhitng thuat toan hoc c6 giam sat don gian trong
hoc may [11]. Thuat toan nay hoat dong bang cach tim ra 16p (nhan) cua mot ddi twong thong
qua k hang xém gan no nhat.

Déi voi thuat toén ndy, no s& dat cac diém nam trong khéng gian 2 chiéu va né cho rang
la nhitng diém dir liéu trong tw nhau s& c6 vi tri gan nhau, viéc cua ching ta 1a tim k diém dir
liéu gan véi dix liéu can kiém tra.

Thuét toan KNN tim ra duge dau ra dya vao thong tin cua k diém dit liéu training gan né
nhat néu k = 1 thi dau ra caa mot diém dir liéu chinh 1a dau ra cuia mot diém dir liéu da biét
gan nhat, hoac 1 c6 thé tim ra bang cach bau chon theo sé phiéu, hodc ciing c6 thé tim ra bang
cach danh trong s6 khac nhau cho cac diém gan nhit.

Hinh 2. Phén tich cach chon k trong KNN

Vi du véi Hinh 2 mau thir nghiém 1a diém hinh tron mau xanh 14 cay phai dugc phan loai
thanh hinh vuéng mau xanh hodc hinh tam gidc mau do, néu chon k = 3 (la duong tron nét
lien) thi co the thay rd rang c6 2 diém do va 1 diém xanh duong, ta c6 thé gan cho mau thu
nghi¢m 1a mau d6 hinh tam giac. Nhung néu chon k = 5 (duong tron nét dut) thi mau thi
nghiém sé 1a mau xanh hinh vudng vi c6 3 trong 5 diém lién ké la hinh vuéng. Néu cho k = 4
thi s€ gom 2 mau do6 hinh tam giac va 2 mau xanh duong hinh vudng.

Vi vay, viéc quan trong la phai tim ra k phu hop vai bo dir liéu, gia tri cua k cang lon thi
cang giam duoc viéc nhiéu la anh hudng tai viéc phan loai nhung né sé lam cho ranh gidi gitra
cac 16p sé it phan biét hon.

Déi véi thuat todn nay thi cd mot nhuge diém 1a nd ¢ xu huéng bi léch vé mot 16p co ty
1€ cac diém dit ligu xuat hién nhieu hon. C6 nghia la cdc diem dit li¢u cia cing mot 16p xuat
hién thuong xuyén hon c6 xu hudng chiem ti I¢ xuat hién cao hon trong viéc du doan 16p cua
mot diém dix liéu mai.

Phan loai KNN c¢ hai giai doan [1]:

- Pau tién 1a x4c dinh nhitng nguoi hang xém gan nhat
- Thw hai la x4c dinh 16p bang cach st dung nhimg ngudi hang x6m.

2.2. Phwong phap thuc hién

Hién nay c6 rat nhiéu phuong phap dé phat hién cac cugc tan cong SQL injection, tuy
nhién khong c6 phuong phép nao c6 thé phat hién hoan toan diing tat ca cac loai tan cong SQL
Injectlon mdi mot phuong phap déu co cac diém manh ciing nhu diém yéu riéng. Trong bai
bao nay hai thuat todn Multinomial Naive Bayes va K-Nearest Neighbour dugc thir nghiém
nham phét hién c4c cudc tan cong SQL injection. Phuong phap thuc hién nhu sau:
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~ Buwoc 1: Thu thap dit liéu (Data Collection): Day la giai doan thu thap dit li¢u trusc khi
tién hanh chay thuat toan dé thuc hién hu;‘m luyén tir dix liéu thu thap duogc. Céac dir liéu dugc
thu thap tir nhat ky (logs) cua cac cudc tan cong SQL injection trong may chu. Chung duoc
chia ra 2 file, mot file la tap cac dong logs bi nhiem SQL injection, con mét file 1a tap hop cac
dong log va dir liéu khoéng bi nhiem.

Vi du file thtr nhat;

/index.php?id="+and+order+by+1+--+-+

/login/username="+or+1+=+1&password=123123

Vi du file thir hai tap hop nhiing dit liéu khdng bi nhiém:

/wordpress/wp-admin/

/wordpress/wp-login.php

Buwéc 2: Tao dit liéu dé huan luyén (Data Creation)

O giai doan nay, di ligu tan cong va dit liéu binh thuong dwoc chuyén doi thanh dang
vector so bang cach tinh toan so6 lugng tir khoa duoc coi l1a da ton tai query SQL ton tai trong
moi dir liéu tan cqf)ng va dit liéu binh thuong. C4c tir khda nay dugc nhom thanh mat so loai
thuong gap cu the 1a SQL Comments, SQL Operators, SQL Logical, va SQL Keywords. Danh
s&ch cac tu khoa pho bién dugc sur dung dugc hién thi trong bang dudi day (Bang 1).

Bang 1. Danh sach céc tir khoa phd bién trong cac cudc tan cong SQL injection

Comment SR A TR n SR Ly W b |
Operator <, >, ==, = <= >, <<, > ||, &&
Logical OR, AND, NOR, XOR

Keywords UNION, SELECT, ORDER,

CONCAT, GROUP,

INFORMATION_SCHEMA.TABLES, TABLE_NAME, TABLE_SCHEMA,
GROUP_CONCAT, COLUMN_NAME,
INFORMATION_SCHEMA.COLUMNS, LIMIT, COUNT, CHAR, BY,
SLEEP, BENCHMARK,

LIKE, WAITFOR, LOAD_FILE, DECLARE, INSERT, UPDATE, FROM,
DATABASE, WHERE,

EXEC, HEX, DELAY, DESC, FALSE, COUNT, EXPORT_SET, ORD

Tap dit ligu nay s& duoc st dung 1am dir liéu dao tao dé ngan chan cac cudc tan cong dua
vao query SQL. Sau khi da kiém tra cac request tir cac phuong thac GET (tham so truyen sau
url), POST (tham s6 truyén duéi body) twong tng khop vai cac keyword trong danh muc SQL
Comment, SQL Operator, SQL Logical, SQL Operator va SQL Keyword thi ching ta s& dua
véo~xf1 ly dix Iiéu: Neéu bi nhiem SQL injqctior) thi ching ta sé danh 50 la 1, con néu khoéng bi
nhiém thi danh s6 la 0 vao vector s6 da dém s6 lugng SQL injection ton tai.

Buwéc 3: Huan luyén (Train Data)

Tir nhirng vector s6 dugc chuyén doi tir budc 2 thi ta ¢6 the dua vao Multinomial Naive
Bayes dé xu ly nhitng dit liéu do;

Ddi véi mé hinh Multinomial Naive Bayes s& diing b¢ di liéu huén luyén trich xuat céc
tur trong bo dir liéu do thanh mot bo tir dién. }/éri mot chuoi dir [iéu sé dugc biéu dién thanh
mot vector ¢6 do ’dai bang d¢ dai cua bo tir dién va gié tri cua phan tuir thir i trong vector do 1a
S0 lan tur thir i xuat hién trong chuoi dir liéu do6 (Hinh 3).
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Data frain
data new

b O

String to vector <: Bags of Words

Vector

Hinh 3. Qué trinh chuyén data sang dang vector caa Multinomial Naive Bayes

Déi véi md hinh K-Nearest Neighbors s& dira vao s6 lugng dic diém do ngudi ding dua
ra. Trong bai nay s& sir dung cong thirc Euclide dé tinh khoang cach. Véi mot chudi dir liéu
dugc biéu dién thanh mot vector co do dai 1a tong s6 lugng dac diém va gia tri cia phan tu thir
i trong vector (1a gia tri dung hoac sai cua dic diém thi i. Gia tri dung tuong ung 1a 1 va gia
tri sai twong tng la 0) (Hinh 4). Trong md hinh nay k c6 gié tri 1a 7, tuc 1a s& lay k truy van
SQL c6 dic trung gan Véi truy van dang xét nhat.

Data new Identifying characteristics

4 2

String to vector

'

Hinh 4. Qua trinh chuyén data sang dang vector cia K-Nearest Neighbors

3. KET QUA VA THAO LUAN
3.1. B dir ligu

B6 dix liéu duoc sir dung trong bai nay la bo dix liéu HttpParamsDataset [12], trong bé dir
liéu nay c6 cac chudi di liéu 1a gia tri trong cac tham sb http request. Bo dit liéu nay cé tong
cong 1a 31067 dit liéu trong do c¢6 19304 dir li¢u binh thuong va 11763 dir liéu doc hai. Trong
11763 dix liéu doc hai gdbm c6 cac loai tan cong: SQL injection attacks, Cross-Site Scripting,
Command injection, Path Traversal attacks. Trong d6 SQL injection attacks gdm c6: 10852,
Cross-Site Scripting c6: 532, Command injection c@: 89, Path Traversal attacks c6: 290. Bo dir
liéu nay duoc tao ra tir cac ngudn khac nhu: CSIC2010 dataset [13], sqlmap duoc ding dé tao
ra cac paypload tin cong SQL injection, xssya dugc ding dé tao ra céc payload Cross-site-
Scripting, Vega Scanner tao ra payload Command injection va Path Traversal va cudi cing
FuzzDB repository chira cac payload Cross-Site scripting, Command injection va Path traversal.

Tir bo dit lidu trén s& chon ra hai bo dix liéu dé sir dung trong d6 c6 hai bo dit liéu dé huin
luyén va mot dir liéu dé thyc hién test. Trong hai bo dit liéu dung dé huan luyén thi bo dit liu
thir nhat tong cong c6 19730 trong d6 SQL injection 1a 9865 va normal 1a 9865. Trong bo dir
lieu huan luyén thir hai tong cong c6 20105 trong d6 ¢6 7235 SQL injection va 12870 normal.
Bo dit liéu dung dé test c6 téng cong 1a 10051 trong d6 c6 6434 dit liéu normal va 3617 dit
liéu SQL injection.
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3.2. Thuc nghiém
3.2.1. Thur nghiém thugt todn Multinomial Naive Bayes vai dir liéu hudn luyén 19730

Thir nghiém thuét toan Multinomial Naive Bayes dugc huan luyén vai bo dir liéu c6 tong
cong 1a 19730 trong d6 SQL injection 1a 9865 va normal 1a 9865. Thyc hién kiém tra véi bo
dir ligu test c6 sé luong 1a 10051 trong d6 c6 6434 dir lieu normal va 3617 dir liu SQL
injection (Bang 2 va 3).

Bang 2. Két qua thir nghiém thuat toan Multinomial Naive Bayes

Predicted Class
Actual Class — :
Positive Negative
Positive TP = 3586 FN=3
Negative FP=31 TN =6431

Bdng 3. B0 chinh xac cua thuat toan Multinomial Naive Bayes

Performance Value

Accuracy = (TP + TN) / (TP + FP + FN + TN) 0.996617
Precision = TP / (TP + FP) 0.991429
Recall = TP/ (TP + FN) 0.999164

3.2.2. Thir nghiém thugt toan Multinomial Naive Bayes vai dir liéu hudn luyén 20105

Thir nghiém thuét toan Multinomial Naive Bayes dugc huan luyén vai bo dir liu c6 téng
cong c6 20105 trong do c6 7235 SQL injection va 12870 normal. Thuc hién kiém tra véi bo
dir liéu test c6 so lugng la 10051 trong d6 c6 6434 dix lieu normal va 3617 di ligu SQL
injection (Bang 4 va 5).

Bang 4. Két qua thir nghiém thuat toan Multinomual Naive Bayes 2

Predicted Class
Actual Class — :
Positive Negative
Positive TP = 3586 FN=1
Negative FP=31 TN =6433

Bdng 5. Bo chinh xac cua thuat todn Multinomial Naive Bayes 2

Performance Value

Accuracy = (TP +TN) /(TP +FP + FN + TN) 0.996816
Precision = TP / (TP + FP) 0.991429
Recall = TP/ (TP + FN) 0.999721
F1 = 2*(Recall * Precision) / (Recall + Precision) 0.995558

3.2.3. Thir nghiém thugt toan K-Nearest Neighbors véi diz liéu hudn luyén 19730

Thir nghiém thuat todn K-Nearest Neighbors dugc huan luyén véi bo dir ligu c6 tong
cong l1a 19730 trong d6 SQL injection la 9865 va normal la 9865. Thuc hién kiém tra véi bo

373 CO DIEN TU - KHCB - CNTT



Trén Pdc Tét, Nguyén Trung Kién, Trirong Hiu Phic, Lé Ngoc Son, Tran Thj Bich Van

dir lidu test co sé lugng 1a 10051 trong d6 c6 6434 dit lidu normal va 3617 dit liéu SQL
injection (Bang 6 va 7).

Bang 6. Két qua thir nghiém thuat toan K-Nearest neighbor

Predicted Class
Actual Class — -
Positive Negative
Positive TP =3616 FN =964
Negative FP=1 TN = 5470

Bang 7. D6 chinh xac cua thuat toan K-Nearest Neighbors

Performance Value

Accuracy = (TP +TN) /(TP + FP + FN + TN) 0.903989
Precision = TP / (TP + FP) 0.999723
Recall = TP/ (TP + FN) 0.789519
F1 = 2*(Recall * Precision) / (Recall + Precision) 0.882274

3.2.4. Thiz nghiém thudt toan K-Nearest Neighbors véi di lieu hudn luyén 20105

Thir nghiém thuat toan K-Nearest Neighbors duoc huan luyén véi bo dir liéu c6 tong
cong c6 20105 trong d6 co 7235 SQL injection va 12870 normal. Thuc hién kiém tra véi bo
dir lidu test c6 sé lugng 1a 10051 trong d6 c6 6434 dit liéu normal va 3617 di liéu SQL
injection (Bang 8 va 9).

Bang 8. Két qua thir nghiém thuat toan K-Nearest Neighbors 2

Predicted Class
Actual Class — -
Positive Negative
Positive TP = 3616 FN =965
Negative FP=1 TN = 5469

Bang 9. Do chinh xac cua thuat toan K-Nearest Neighbors 2

Performance Value

Accuracy = (TP +TN) /(TP + FP + FN + TN) 0.903890
Precision = TP / (TP + FP) 0.999723
Recall = TP/ (TP + FN) 0.789347
F1 = 2*(Recall * Precision) / (Recall + Precision) 0.882166
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Hinh 5. D6 chinh xac cua thuat toan K-Nearest Neighbors va Multinomial Naive Bayes

4. KET LUAN

Trong bai bao nay nhém t&c gia da nghién ctu thuat toAn Multinomial Naive Bayes va
thuat toan K-Nearest Neighbors cho bai toan phat hién tan cdng SQL injection, so sanh 2 thuat
toan nay nhu két qua trén Hinh 5. Céc thi nghiém, thuc nghiém cho thiy ring hé théng phét
hién dugc cac cudc tin cong SQI injection c6 ty 1é chinh xéac va hiéu qua cao. Cac nghién ciu
trong tuwong lai s& tap trung vao cai thién toc do va do chinh xac cua 2 thuat todn nay cho bai
toan phat hién tan cong SQL injection va thir nghiém két hop véi 2 thuét toan trén cho tng
dung phat hién SQL injection.
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ABSTRACT

MACHING LEARNING TO DETECT SQL INJECTION

Tran Dac Tot*, Nguyen Trung Kien,

Truong Huu Phuc, Le Ngoc Son, Tran Thi Bich Van
Ho Chi Minh City University of Food Industry
*Email: tottd@hufi.edu.vn

SQL Injection vulnerability is being considered as one of the most dangerous security
vulnerabilities continuously in the top 10 OWASP. SQL Injection attacks have always
seriously affected businesses or private websites and they are still increasing day by day. Due
to the increasing demand, the application of machine learning techniques to detect this security
breach is to solve the above problem. In this paper, we have used an algorithm called
Multinomial Naive Bayes, K-Nearest Neighbors on the log file in the form of text. As a result,
the Multinomial Naive Bayes algorithm has higher accuracy than the K-Nearest neighbors

algorithm in SQL Injection attack.

Keywords: Multinomial Naive Bayes, K-Nearest Neighbors, SQL Injection attack, Injection

attack, Injection vulnerability.
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