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MOT SO GIAI PI-II-'!P, AN NINH
TREN MANG TUY BIEN DI DPONG

Lé Dvrc Huy *

Tém tit: Giao thie dinh tuyén theo yéu cau duoc thiét ké dé hoat dong hi¢u qua
trén mang tity bién di dong. Chiing hoat dong v&i niém tin rang, tat ca cac nut trong
mang déu than thién, chinh vi thé tin tic di khai thac 15 héng an ninh dé thuc hién
mot sd hinh thirc tn cong mang, tiéu biéu 1a tAn cong ngap lut. Hinh thic tin cong
nay dé& dang thyc hién bang cach phat tran ngap goi yéu cau tuyén vao mang. Mot
khi tan suét tin cong du 16n s& can tré qua trinh kham pha tuyén cua cac nat mang
khac, gay thiét hai dén hiéu nang mang. Bai bio nay phan tich, danh gi4 tic hai cua
hinh thirc tdn cong ngap lut dén hiéu ning cua hai giao thirc dinh tuyén AODV va
AOMDV. Qua d6, trinh bay giai phap an ninh sir dung co ché xac thyc mat khau
OTP va cai dat giao thirc an ninh HLAOMDYV) cai tién tir AOMDV nhidm giam tac
hai ctia tin cong ngap lut. Str dung NS2, bai bao danh gia hiéu qua an ninh cta giao
thirc HAAOMDV) va so sanh véi giao thitc H(AAODV) trong méi trudng mang bi tan
cong ngap lut. K&t qua mo6 phong cho thay, ca hai giao thirc cai tién c6 hiéu qua rat
t6t dé giam thiéu tac hai ctia tAn cong ngap lut.

Twr khoa: AODV, AOMDYV, H(AODV), HLHAOMDV), MANET, FLOODING.

Summary: The On-Demand Routing Protocol is designed to work efficiently on
mobile ad hoc networks. They operate in the belief that all nodes in the network are
friendly, so hackers have exploited the security hole to perform some form of network
attack, typically a flood attack. This type of attack is easily accomplished by flooding
the route request packet into the network. Once the attack frequency is large enough,
it will hinder the route discovery process of other network nodes, causing damage
to network performance. This paper analyzes and evaluates the harmful effects of
flooding attack on the performance of two routing protocols AODV and AOMDYV.
Thereby, presenting a security solution using OTP password authentication mecha-
nism and installing improved H(AOMDY) security protocol from AOMDY to reduce
the harmful effects of flood attack. Using NS2, the paper evaluates the security ef-
fectiveness of the HLAOMDY) protocol and compares it with the H(AODYV) protocol
in a flooded network environment. Simulation results show that both improved pro-
tocols are very effective to reduce the harmful effects of flood attack.

Keywords: AODV, AOMDYV, H(AODYV), HAAOMDYV), MANET, FLOODING.
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1. Giéi thiéu

Mang tuy bién di dong (MANET) la mang ty cdu hinh ctia cac nat di dong két
nbi véi nhau thong qua cac lién két khong day tao nén mang doc lap. Céc thiét bi
trong mang c6 thé di chuyén mét cach tu do theo moi hudng, do dé lién két cua né
v6i cac thiét bi khac cling thay doi mot cach thudng xuyén. Véi cac dic diém noi bat,
nhu hoat dong khong phu thude vao co sd ha tﬁng, trién khai nhanh, linh hoat & nhiéu
dia hinh khac nhau, MANET dang ngdy cang co vi tri quan trong. MANET c6 thé
dugc ung dung vao nhiéu linh vyc trong cudc séng, nhu quéan sy, truyén thong trong
diéu kién thién tai. [1]

Giao thirx AODV va AOMDV duoc thiét ké v6i niém tin rang cac nut trong
mang la than thién. Vi vay, chung chua dugc thiét ké nham muc dich an ninh. Nhiing
ké tan cong co thé xAm nhap vao mang thong qua viéc tin cong cac nit, tir d6 lam té
li¢t hoat dong ctia mang. Mot s6 cach tan cong dugc tin tac su dung nhiéu nhat 1a:
Blackhole [2], Grayhole [3], Wormhole [4], Sinkhole [5], Whirlwind [6] va Flooding
[7][8]. Trong d6 tin cong Flooding rat d& thuc hién va gdy anh hudng ning t6i hiéu
nang mang, nut doc hai hoat dong gﬁn nhu tuong tu nhu nit binh thuong, chi khac &
cho 1a phat goi RREQ véi tan suat cao vao mang [9]. C6 3 hinh thic tAn cong ngap
lut: ngap lut g6i RREQ, DATA va HELLO.

2. Giai phap an ninh sir dung co ché xac thuec OTP

Phan nay mé ta co ché hoat dong cua giao thix AODV va AOMDV, co ché xéac
thuc OTP va giao thuc an ninh HLAODV) va HLAOMDV).
2.1. Giao thirc AODV va AOMDV

Giao thirc dinh tuyén theo yéu cdu dua trén véc-to khoang cach (AODV) duoc
dé xuat stir dung trong mang MANET. AODV st dung co ché kham pha tuyén khi
can thiét; qua trinh tim dudng duoc khdi tao bat cir khi ndo mot nit can truyén géi tin
v6i mot nit khac ma khong tim thdy tuyén dudng dén dich trong bang dinh tuyén.
Nut ngudn phat quang ba mot gbi yéu cau tim duong (RREQ) dén cac nut 1an cén.
Cac nat 1an can nay sau d6 s& chuyén tiép géi yéu cau dén nut lan can khac cua
chung. Qua trinh ¢ tiép tuc nhu thé cho dén khi c6 mot nat trung gian nao d6 xac
dinh duoc mot tuyén “du tuwoi” dé dat dén dich hodc goi tin tim duoc duong tim dén
dich. AODV sir dung s6 thir ty dich dé dam bao rang, tit ca cac tuyén khong lap va
chtra hau hét thong tin tuyén hién tai. Mdi nut duy tri s6 tuan tu (SN) ctia n6 cung véi
ID quang ba. ID quang ba dugc ting 1én mdi khi niit khéi dau moét RREQ va cing
v6i dia chi IP cua nuat, xac dinh duy nhat mot RREQ. Céc nut trung gian tra 101
RREQ chi khi ndao chung c6 mot tuyén dén dich ma sb tuan tu dich 16n hon hoac
bé“mg s6 tuan tu chira trong RREQ.
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N3 NS N7
O Nitmang —» RREQ --- RREP
Hinh 1. M& ti co ché kham pha tuyén ciia giao thirc AODV

Giao thic dinh tuyén da duong theo yéu cdu dwa trén véc-to khoang cach
(AOMDYV [11]) duoc phat trién dua trén giao thirc dinh tuyén AODV. Hai giao thirc
nay co6 su khac bi¢t 1on nhét, chinh 1a sb lugng duong dugc tim théy sau mdi tién
trinh tim duong. Giao thirc AODV chi tim duy nhit mot dudng toi dich thi giao thuc
AOMDV cho phép tim nhiéu hon mot dudng phu hop cai dit vao bang dinh tuyén.

N, Ng
Ox *O
TN, Ny N \
Ns — O—" e O D
N,
N3 Ns Ny

O Natmang —> RREQ ---+ RREP
Hinh 2. M® ta co ché kham pha tuyén ciia giao thirce AOMDYV
2.2. Co ché xic thwe OTP
Thuat toan tao OTP thuc hién theo cac budc nhu sau:
Budc 1. Hai nat N; va N; sir dung mot khoa ¥ duoc tao ngau nhién va chia sé
cho nhau.
Budc 2. Nut N; tao va luu cac OTP tir 1 d&én MAX.

OTR" = f,= f(y)
OoTR"” = f, = f(f(w))

OTPAi[’/{X = fMAX = f(fMAX—l)
Budc 3. Nut N; tao va Iuu cac khoa kiém tra CK tir 0 dén MAX-1.

CKy' = f, = fw)
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CK! = f,=flw)

CK;/’L{IX—I = foaxa =1 (f MAX—2)

Hinh 3 mo6 ta viéc xac thuc OTP gitra hai nit N; va N;. Nut N; giri goi P kem
OTPE}/ d&n Nj; nlit N; sir dung ham f dé bam gia trj OT. P,] ;i va so sanh két qua bam
v6i OTP trong goéi P. Néu hai gi tri ny trung khép nhau thi OTP trong goi P 1 hop
1€, goi P dugc chép nhén; N; luu lai OTP da sur dung dé loai bo. Mdi nut trong mang
Iuru trit bo dém UO dé loai bo cac OTP di sir dung trong 1an kham pha tiép theo.

N; N;
UO «— U0 +1;
k — MAX - UO; otp — [(OTPy);
P+ OTP) Néu otp= P.OTP Thi
_______________________ > + OTP cua nut N; la hop ¢,
+ Chadp nhdn g6i P;

Hinh 3. Mo ta qua trinh xac thye OTP tai nut N; khi nh4n géi P tir nit N;
2.3. Gidi phap an ninh H(AODYV) va H(AOMDY)
C. Lee [12] da d& xuét giao thac HLAODV) vao nam 2015 dé giai quyét van dé
an ninh trong MANET. H(AODV) 1a mét giao thirc mo rong cua giao thuc AODV.
Hinh 4 mé ta cdu trac hai goi yéu cau tuyén H(RREQ) va tra 10i tuyén H(RREP).

Goi RREQ Goi RREP

OTP(128 bit) OTP(128 bit)
a) Goi HRREQ)  b) Goi H(RREP)
Hinh 4. Céu triic géi tin diéu khién ciia giao thirc an ninh HLAODYV)
Giao thitc H(AODV) gia dinh rang, mdi nut trong hé théng mang déu c6 mot
bang bam cung cép tir mot hé théng mat ma khoa bat dbi ximg dé bao mat cac thong
diép dinh tuyén AODV. Mdi nut ¢6 kha ning xac minh mdi lién hé giita dja chi cua

it A LhhAa AAvas LAl Adha adaide AL Mas A blalh Lhdon bl sl AL viaa Hhes I A NN
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o— =o—»0%

N3 Ns Ny
O Nuatmang — H(RREQ) --- H(RREP)
Hinh 5. M& ti co ché kham pha tuyén ciia giao thirc HAAODYV)

Tuong tw HLAODV), qua trinh tim duong cua giao thitc HLAOMDYV) dugc md
ta trong Hinh 6. Nt ngudn Ng phat géi tin quang ba H(RREQ) kém v&i OTP thir k
lan lugc dén cac nat trung gian Ni (N}, N,, N3). Qua trinh kiém tra xac thuyc OTP
duoc 2 nut thuc hién va tiép tuc tai tat ca cac nht trung gian khéc cho dén khi nut dich
nhan dugc goéi H(RREQ) hoidc gbi khong dén duge nut dich. Nut dich Np kiém tra
OTP trong go6i H(RREQ) trudc khi chap nhan goi dé thiét 1ap tuyén. Piém khac biét
v6i giao thire H(AODV) 1a nat dich Np thiét 1ap nhidu tuyén vé ngudn va gui goi tra
101 tuyén H(RREP) trén tit ca cac tuyén vé ngudn.

N, Ng
Ox O
TN, Ny N \
Ns - O—" -~ Q D
N,
N; Ns Ny

O Nat mang — H(RREQ) --- H(RREP)
Hinh 6. M ta co ché kham pha tuyén ciia giao thirc HAOMDY)

3. Danh gia két qua mé phong

Bai b4o st dung hé mé phong NS-2.35 dé mo phong tan cong ngép lut trong giao
thitc AODV va AOMDV, so sanh giita hai giao thirc vé s6 goi tin bi mat, do tré trung
binh ctia goi tin, ti 1 goi tin gui thanh cong, sb goi dinh tuyén, phu tai dinh tuyén.
Céc thong s6 mo phong bao gdm: s6 nat tham gia mo phong 1a 100 nut, toc do di
chuyén tir 0,1 m/s téi 20m/s, véi ving moé phong 2000 mx2000 m va thoi gian mo
phong 12 200s. Nut doc hai s& giri tran ngap gbi yéu cau tuyén RREQ t6i toan bd cac
nat trong mang, tan suat tin cong ngap lut géi RREQ lan luot 1a 10, 20, 30 va 40 goi
moi gidy.

Tap chi 83
Kinh doanh va Cong nghé

$6 17/2022



NGHIEN CUU TRAO POl Ky thuat — Céng nghe

S liéu chi tiét tac hai cia tAn cong ngdp lut dén hiéu ning giao thic AODV va
AOMDYV va hiéu ning cta giao thirc an ninh HLAODV) va HAAOMDV) duoc tong
hop trong Bang 1.

Bing 1. Két qua mé phéng chong tin cong ngip lut
Tan suit tin cong (gbi/gidy) | 0 10 20 30 40

AODV | 99,84 | 99,62 | 96,36 32,18 23,46

H(AODV) | 99,82 | 99,66 99,8 99,61 99,57
AOMDV | 99,75 | 98,36 | 95,46 89,46 85,43

Ti 1€ gui goi

tin thanh cong

b
%) H(AOMDV) | 99,56 | 99,74 | 99,64 | 99,61 | 99,41
AODV | 0,55| 3334 | 7088 | 414,04 | 630,29
Phu tai dinh H(AODV) | 055| 1,07 1,2 1,82 2,11
tuyén (pkt) AOMDV | 3,65| 37,05| 72,53| 107,58 | 118,67

H(AOMDV) | 3,67 3,96 4,27 4,73 4,96
AODV | 6847 | 96,62 | 178,78 | 2318,00 | 3065,56
H(AODV) | 66,04 | 68,09 | 69,77 90,50 77,72
AOMDV | 85,06 | 104,95 | 152,82 | 487,36 | 872,27
H(AOMDV) | 83,88 | 91,65| 84,94 75,97 96,69
Hinh 7 mo6 ta ti 1& géi tin giri thanh cong khi tan cong ngdp lut. Thay rang giao
thirc AODYV bi anh huong 16n hon so véi AOMDYV, nguyén nhan la do AODV chi st
dung 1 tuyén duy nhit d& dinh tuyén goi dit liéu. Tan cong véi tan sudt thap 10 pkt/s

Thoi gian tré
trung binh
(ms)

khong anh huéng nhidu dén hiéu ning hé théng. Khi tin sudt goi tin cong trén 20
pkt/s, 2 giao thirc trén cang bi anh hudng ning né. Hai giao thirc an ninh HLAODV)
va HLAOMDV) ¢6 ti 1& giri g6i tin déu trén 99% ké ca khi nit doc hai tin cong tan
sudt 1on, giam nhe so v&i khi khong bi tin cong mang (Opkt/s), diéu nay cho thiy 2
giao thtc an ninh chdng tin céng ngap lut v6i hiéu qua cao.

20

Packet delivery ratio (%)

0 10 20 30 40
Attack frequency (pkt/s)

Hinh 7. Ti l¢€ géi tin giti thanh cong
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Hinh 8 cho théy phu tai dinh tuyén khi bi nat doc hai tan cong ngép lut. Khi tan
suét ting cao 16n hon 20 pkt/s thi ti 1& g6i diéu khién hao phi trén mot goi tin truyén
thanh cong ting manh. Vi tan suét tn cong 1a 40pkt/s, phu tai dinh tuyén cta giao
thirc AODV téang 1én 630,29pkt/s, phu tai dinh tuyén cua AOMDV la 118,67 pkt/s,
giao thic AOMDYV bi anh hudng it hon do co ché da duong. Hai giao thic an ninh
H(AODV) va HHAOMDV) hau nhu khong bi anh hudng, nén phu tai dinh tuyén ting
rat nho, cho thiy tin cong ngap lut anh hudng khong nhiéu toi hai giao thic nay. Voi
tan suét tn cong 1a 40 pkt/s, phu tai dinh tuyén cua giao thirc HLAODV) ting 1én
2.11 pkt/s, phu tai dinh tuyén cia AOMDV 14 4.96 pkt/s

800

X

2600 AODV
2400 H(AODV)
.%0200 AOMDV

é H(AOMDV)

0 40

AltPack freq%%ncy (pk3t9s)

Hinh 8. Phu tii dinh tuyén

Hinh 9 cho théy dd tré trung binh khi nit doc hai thuc hién tAn cong ngap lut cua
4 giao thirc déu bi anh hudng. Tuy nhién, khi tin suét tin cong ting cao, giao thic
AODV bj anh hudng nang né hon so voi AOMDYV. Vi tan suat tin cong 1a 40 pkt/s,
d6 tré trung binh cia giao thic AODV ting 1én gan 3,07s, do tré trung binh cua
AOMDV 1a 0.87s. Giao thic AODV ¢ d¢ tré trung binh trén 3s cho thay, di xuét
hién tic nghén mang khi bi tin cong véi tan sudt trén 40 pkt/s. Hai giao thuc
H(AODV) va HLAOMDV) ¢6 ting d6 tré trung binh nhung khong 16, cho thiy hai
giao thuc c6 do an toan cao khi nut ddc hai thuc hién tAn cong ngap lut ké ca véi tan
sudt 16n. Voi tan suat tan cong 1a 40 pkt/s, d6 tré trung binh ciia giao thire HLAODV)
tang 1én gan 0.078s, d6 tré trung binh cia HHAOMDV) 13 0.097s.

3,500

3,000

< 2,500 AODV

o

E %288 H(AODV)
Q

5 500 H(AOMDV)

10 20 30 40
Attack frequency (pkt/s)

Hinh 9. D) tré trung binh
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4. Két luan

Nhu vay, tAn cong ngap lut da anh hudng dén hiéu ning cta 2 giao thirc dinh
tuyén AODV va AOMDV. Két qua mo phong cho thdy, giao thic AODV bi anh
hudng nhiéu hon so véi giao thirc AOMDV, véi tan suét tin cong trén 20 goi thi ca 2
giao thirc déu bi anh hudng, dic biét 1a AODV. Giao thie HLAODV) va HLAOMDYV)
c6 kha nang phat hién va loai bo tin cong ngap lut hiéu qua. Tuy nhién, han ché cua
co ché an ninh dugc sir dung 1a qué trinh cip OTP duoc thyc hién thi cong, giy kho
khan mot khi OTP duoc st dung hét./.
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