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Tém it

Bai bdo phén tich ede nguyén tde xdy dung thudt todn md héa théng tin dang van ban sir dung ede
hém logic phé bién. Phén tich cu thé va xdy dng phan mém dé md héa thing tin bang edch str dung ham
lagic Not va héam Xorl.

Khi md héa théng tin béng hai .me Not va Xorl’, mire dg bao mét théng fin eao hon hén so voi nhiéu
phiremg phap khde nhér dp dung ede yéu 16 cho phép sie dyung him Xorl trong mgi J'ru'd'ug hop.

Plurong phdp néy cimg cho phép sie dung ede cong mdy tinh giao nep dé truyén vin bén dige ma
Irda qua mgng.

C6 phan mém ma héa va gidi ma véi ede vi du ey thé va phén tich dé bdo mdt eiia phirong phdp ma
haa dimg ede ham logic,
Tir khoa: Xor, mi hoa déi ximg, ma hoa, gidi ma.

Some applications of logic functions in cryptography
Abstract

The article analyzes the principles to follow while building riles for encoding rextual
information using common logic functions. It provides specific analysis and sofiware built 1o
encode information using the Logic NOT Function and the Xorl ? Function. When information is
encrypited using the above two functions, the security level atiained is much higher level than that
of many other methods, as a result of applying the factors which allow the use of the Xor! function
in all cases. This method also allows the use of communication computer ports to transmif
encrypred text over the network. Encryption and decryption software are demonstrated with

specific examples and security analysis of encryption methods wsing logical functions,
Keywords: Xor, symmetric encryption, encryption, decrvption.

1. Diit vén dé

Théng tin ngay cang dong vai trd quan
trong trong kinh t& va quoc phong doi véi bit
ky quéc gia nao. Giir dwgc bi mit théng tin cua
nha nude, co quan dong vai trd quan trong
trong vige dim bao an ninh, an todn cho cdc
hoat dgng cia nha nude, todn quin, toan din,
gop phan giir ving an ninh quéc gia, trit ty an
todn xa hoi.

! Dy i him méi duge dé xudt cho myc dich
mi hoa thong tin.
1t is a new function,

Bao vé théng tin biing cach bién déi no
d& loai trir kha niing ngwdi ngoai ¢6 v hodic tinh
cér ¢6 thé doe duge di duge nhan loai chi ¥ tir
rit lu vi di hinh thanh nganh Bao mat théng
tin (Cryptographia). Lich sir ciia nganh Bao
mét théng tin gan nhu dong thiri vdi lich sir
loai ngudi. Hon the, ban dau, ngay chir viet ty
thin n6 ciing dd 1a mot hé thong bao mat thong
tin vi ring & thoi xa xwa, chi nhimg nguoi doc
v hiéu dugc chir viét méi c6 thé biét duge
théng tin. Nhimg cudn sich ¢6 Hi Lap, An Do
la cde vi dy.
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Véi sy phé ciip cia chir viét, Bao miit
théng tin din tré thinh mdt nganh khoa hoc
doc 1dp. Céc hé thong bao mit théng tin diu
tién ra doi tir dau ky nguyén cua ching ta.
Sezar trong cdc thir ciia minh thiwéng sir dung
mét cich c6 hé thong cic md, ma sau nay,
ngurdri ta goi 14 md Sezar,

Cude cach mang cong nghiép 4.0 v sy
50 hoa toan dién ctia cude song dang ngay cang
doi hoi phai bao mét thong tin t6t hom nira.

Théng tin 1on tai & rat nhi¢u dang khac
nhau. Am thanh, chir viét, ddu hi¢u, hinh dnh
déu co thé dugce bién dbi, ma ta goi 1a ma héa
(cryptographia) dé nguiri khac khong hicu
duge. Trong pham vi cia bai viét niy, ching
tdi chi xét sw bién déi cia ban chir viét (text)
thanh mdt ban chit viét khac (text di dugc mi
héa) trong pham vi dp dung trén may tinh, chir
khong ban dén bao mat théng tin 1on tai dudi
céc dang khéc hoic bing thiét bj phin cimg.

Cé mét van ban (text_source), mudn
bién nd thanh vin ban khac dé nguoi khac
khing doc dugc - goi ld vin ban di mi hoa
{text_cryvptographic).

Nguyén tic chuyén doi co thé thiy
trong rit nhiéu tai liéu kinh dién [1,2,3].

Goi cdc phin tir ctia viin ban ban diu
(text_source) la x; vdi i=1,K,

Goi cdc phan tir ciia vin ban di ma hoa
(text_cryptographic) 1a y; véi j=1,N,

Thong thuémg [2] K=N. Tir diy, ta xem
M=K va chi ding i cho ci x v y. Nhur vy, qua
trinh mi hoa bién x;Py; ,

Qua trinh ma héa yéu cau, tir v; ta phai
khéi phue duge xi. qua trinh nay goi ld giai mi
(decryption). Nhu vy, cin hai qué trinh bién
d6i ma héa va giai ma dong thoi ton tai,

M3 hoa dung ham foqe yi=Terpt(x:);

Con giai ma ding ham x=fdecrpt(y;);

Khi xdy dumg cac him mi hoa, cd 2
phuong an dirge phat trién. M déi ximg va mi
khéng dbi ximg [6]. Trong pham vi bai viét
niy, chi ban dén méd doi ximg, ching bj rang
bufic boi cdc yéu ciu sau diy:

yi=ferpt(x;) va x=fdecrpt(y;) can thoa
min mét s6 yéu ciu [2].

- Ton tai ham x;=fdecrpt(y;) dwrgc suy ra
tir ham v;=ferpt(x;) - fdecrypt goi la ham thuin
nghich;

-Cac ham xi=fdecrpt(yi} va yi=ferpt(xi)
phai dé thye hién trén cic phuong tién théng
dung va phai luon dom trj (trén may tinh va cic
phuong tién truyén tin thong thrémg).

- Khi lam vigc trén cic mdy tinh thong
dung, ciac chir ding trong text source vi
text_cryptographic thi cdc bién phai thay déi
trong pham vi clia mi ascii (1a cac s6 tir 1 dén
127) hoiic cic ky tur (characier) tuong img.

- Bang md ascii phai 1a bang md md
rong dé cé thé ding dugc tiéng Viét (bang ma
ascii mé rong gém 255 ky t).

Vi du vé bing mi ascii:

BEC aocT HIEX i EYMBOL
Q Doo o Lefalelelalelale] MHUL
1 oo ol [efalelalalulay] S0H
2 ooz L= 00000070 ETx
3 =]k ] =] [=falelalal-R0 ] ETX
4 (=] ] (-2 ] OO000 100 EOT
L ] =111 (-1} [=falelalaRfa]] EMG
L] [elel.] Les:] [efuleleley iyl ACH
e oo7F o7 [efeleleli R Bl ] BEL
a oo Le2:] Lefulelel fulute] Ba
o o L) LefulilepRulah] HT
10 o012 Ler 00001010 LF
11 o013 OB 00001011 WT
12 o4 el = Q0007 100 FF
LE: | oS L oooo1 Yo CR
L] LR ) OE Lefslele bl ] 20
15 onF oF 00001111 =1
LL- oZo 10 Lafali falalali] DLE
L a1 11 Q0010001 =0=3 |

18 02z 12 00010010 Dcz

19 023 13 ooo10011 DC3
20 024 14 Q0010100 DC4
21 025 15 ooo10707 AR

22 026 16 00010110 SY¥M

23 0z7 17 ooo1o11 ETE
24 030 18 000717000 CAN
25 o3 19 ooo017001 Er

26 032 1A 0001070 sue

27 033 18 001101 ESC

28 034 1c Q0011100 FS
9 035 10 Q0011101 GS
30 036 1E a0011110 RS

a3 o037 1F oo0117111 us

Hinh 1. Vi du vé bang mi ascii
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2. Lua chon ham

a) Ham dgi s6

yi=lerpt(xi) 6 thé chon la mét ham dai
s, vidu fy(x)=3x

Khi dé, ham nguoe fx(y]=\/£.

mucn 2 ham nay c6 thé dung lam ho dm hiam
thugn nghu:h cho mi hoa, can cic yéu t6 nhur
trong yéu ciu trén diy: 0 < x, v < M . Thong
mmg, ngudi ta dung ham mod() dc dam bao
diéu kién nay. Can rit nhiéu nhimg yéu t6 dam

b) Him logic

C6 thé kiém tra kha ning ding cic ham
logic sau ddy trong md héa thong tin: ham
NOT, AND, OR va XOR. Cac ham nay duge
sir dung ring rdi trong cac ngdn ngit ldp trinh
hi¢n nay. Dé nghién ciru kha nang sir dung céc
ham logic cho mi hoa, VisualBasic 98 dugc sir
dyung.

¢) Ham NOT

Néu y=Not(x), ¢6 thé thiy cic yéu ciu
cho cip doi ham mé hoa dwge théa min,

Thye hién mé héa bing ham Not() cho

bao dé c6 thé 1am vige véi cic qud trinh rén  cdc ket qua nhur dudi day:
trén may tinh. Cé nhiéu cich ap dung céc ham Phin mém tao Form:
dai s6 [2,3.4.5].
o DHHB- kivsa CXTT-DTVT- 2022 = |E] B |
:;: ’Q:n:m:nnmt con nbng ::: ‘ :; ‘
:::-.t haw LIg L]
s AIETT cia b <bd irvag Tom mi héa NOTiHacs &'&'ﬁﬂﬂé&"‘
| | i hrng aguves-Fhy am ‘

Hinh 2. Giao dién phin mém ma hoa

Dim a As Byle
Dim b As Byte
Dim ¢ As Byte
Dim Dau_de As String

Private Sub Command]_Click()
Text2. Text = Chr{Val(Textl Text))
Text3. Text=(MNot(Val{Text]. Text)))
End Sub

Private Sub CamnndE_Click{]

Texts Text="

Textd. Text=""

Texi2. Text =

L = Len(Text]l Text)

Fori=1ToL
a=(Asc(Mid(Text].Text, i, 13))

Textd. Text = Textd. Text + Str(a)
a= Mot (a)

Text5.Text = Text5. Text & " " & Sir(a)

Text2, Text = Text2. Text & Chr(a)

Next

End Sub

Private Sub Command3 Click()
Text3. Text=""

L = Len(Text2.Text)
Fori=1ToL
a = (Asc(Mid{Text2.Text, i, 1))
a=Nol (a)
Texi3. Text=
Mext
End Sub

Texi3.Text + Chr{a)

Private Sub Form_Load()
Dau_de="DHHB-khoaCNTT-DTVT-2022"
Me.Caption = Dau_de

End Sub

Private Sub Timerl_Timer()

Me.Caption =" " + Me.Caption

If Len(Me.Caption) > 150 Then Me.Caption =
Dau_de

End Sub

Nhan vio Encrypt, ta dugc:
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Dong chit Con cé con vae con ndng di duge

Cé thé giai mi bing viée nhén vao Decrypt, ta

md hoa bing ham Not thanh: lai dugre:
Y Boe Boe O B%eFoeBoe 1B T
| & DHEHB. khoa CXTT.DTVT- 2022 =8 =
| ::: ’(anmmnvacmﬂmm mz rﬁm‘l“' gl.lh ’Coﬂﬁhmﬂcm"m
|| clame ™ ma ks
M LYl timg chirarang Texmd héa HOT(HAeei 25 i thém chir vao phis
text dé zac djub A3CT

B0 R®EmE®EIN N
I T 118185 3\ 2 #1102 10

|1_aa1u 145 223 1% 2
ZF T % 2 1%

1% 14 145 2
148 145 223 105 Comt m e

Hinh 3. Giao dién phin mém ma hoa |

Viy dong chif thong tin ma héa ban dau
lai xuit hién trén textBox thir 3.

d) Him AND
Ham AND cén 2 tham sé trér [én. Véi 2
tham s6 x1, X2, ta co:

y=x1 and x2 nhu sau;
Bing 1.
xI | x2 | y(xl andx2) | Sodong
0| 0 0 1
0 1 0 2
1 0 0 3
1 | 1 4

Khéng khé dé xac dinh ham y khéng
don tri véi x1 va x2 (dong 1 va dong 2, dong 1
va dong 3). Theo [3], haim AND vi pham
nguyén tic don tri (ham thudn nghich).

Ciing lam twong ty nhir trén doi véi ham
OR va ciing rit ra két luin khong ding dugc
ham nay cho muc dich md héa hodc mudn
ding phai thém céc diéu kién bd sung.

e. Him Xor
Ham Xor cin 2 tham s6 tro 1én. Vi 2
tham s6 x1, x2, ta cé:
y=x| Xor x2 nhwr sau:
Bing 2.
x1 [ x2 [ y(x1 Xorx2) | S6 dong
010 0 1
011 1 2
1|0 1 3
1 1 0 4

Bang trén cho ta thay y la ham don trj
ddi vai x1, x2.
Mot ddc diém can thiy: y=x1 Xor x2 thi
y=x2 Xor xI va x1=y Xor x2 va x2=y Xor x1.
BPiic diém nay coa ham cho phép dung
chung m{t ham cho ca ma hoa va gidi ma.
Vidy:
5 Encryption B
Test bo Encypt (Con cd may di 3n &m

Encrypbion Keyr (34U phai canh mém

Enceppt/Thechpt

Thye hi¢n ma héa bang him Xor cho cic két
qua nhur dudi diy. Phin mém tao Form [ |:

' 3 Encryption L
Text o Enciypt (60 =
Encryption Kew: |d4u phai canh mém
Enceppt/Decrpt

Khi nhin vio Encrypt, ta md hoa va
durgre:
S6 ky tr trong & Encryption vn thé,
nhumg c6 mét so khong hién hinh. Néu nhan
vao decryption, ta lai dugre text ban déu.
3. Xir Iy 16i
Khi Encryption Key hoi khac di mgt
chiit, phin mém nay cho két qua sai. Vi dy: khi
cho Encryption Key la “Chir khoa ma”, sé cho
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két qua nhur bén phai. O 6 Text to Encrypt text,
mé hoa da bién mat.

(% Encryption 8
|
| TeatloEncrypt: |Con cé may di an dém
Encryption Key: [Chir khoa ma
| Encypt/Deceypt
= Encryption "

Teat to Encrypt

Enciyption Key: [Chit khta ma

MNéu tinh chidu dai cia dong text nay, sé
cho két qua 0.

Diéu nay chimg t6 thuit todn di khong
lam vigc binh thudmg,

Dé xir Iy 16i, ta cin phai thay ddi thuit
toan cho phi hgp.

Ciin dira thém mét phép todn Xor] khac
biét so va1 Xor nhur him trong C++ dudi déy:

Phin mém sir dung thuil todn Xorl nhw
sau;
int xorl{int a,int b){ if (a
else {returm a xorb;}

b) { return a;}

Thure nghiém trong C++ nhur sau:

Khi chay phin mém v&i Xor va Xorl, ta duoc nhir hinh bén.
&1 a=b ta cd a xor b==xorl(a,b)
LW &i a=b thi a xor b == xorlia,b).

Hinh 4. Sy khdac biét gifta Xor va Xorl

Phan mém trong C++ la:
#include <iostreany
using namespace std;

int a.b,c;

int xorl{int a,int b)}
il (a==bh) {
rcturn a;
i
else |
return a xor b;

int main( )

cout<=<endl;
cout==" it is Xorl"-
a=12;

b=15:

c=xorl{a.b);

<endl;

cout<<" <" xorl({"<<a<<""<<h=<")=
"ee=<endl;

a=13;

b=15:

c=xorl(a.b);

coul=<" "<=<" xorl("<<aps<"Machaa)
"s=e<=endl:

cout<<endl;

cout=<" 11 15 xor" <<endl;

a=12;

b=15:

c=a xor b;

I:o-l“ = q < n x0T LS 'h. L, -

<g=<pendl;

a=15;

b=135;

c=a xor b;

gout<<" << <<" yor " <<b<<"=
<g=<<gndl;

cin.get();
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cin.get();
return (0]

L]
]

"3 You need 10 wie onby cap character in Encrypeiss Key

4. Xiy dyng thudt todn
Tao Form trong VBG, ta co:

[ Help
Tt cn md ©b oom Y35 con edeg. J con cung béo vt long con
hiia:
'3 long con o eho tao; hank ram mede mim b vae
» dun
Kt md [

Nhin viao Enerypt, ta Eum

B3 Vew meed 1o mie oaly cap charscter in Enerypoien Key

Hel

ot ¢lin md S V_IEV,TWWAZRISIRITVOY_ |58
e ACAC IUETAVEY TW el [UETIVYY Ta) W]
(LY PEX_IK=_IZOTIT_IViAV @OV
Khoa ms [rEzaseTes

b 668 vit cod adng. J oon cimy b vitMag con nls

‘iz lang con Bée che me, hiah rls vode sl be vie
(Y

Hinh 5. Giao di¢n ma hoa va giai mi

Khoa mi & diy la 123456789, ..

Két luiin: Khao sit 2 ham logic va co
ciic thyre nghiém dé ap dyng chiing cho mi héa.

Tiém nang cia 2 ham nay rit 1én théng
qua xdc dinh s6 khoa mi vé cling lém.

P bao mit thong tin:

Ap dung thuit toan Xor va Xorl.

C6 dong text, dénh diu timg ky tw clia
dong text nay théng qua bién x, x(i), trong dé
i 14 thir twr cia k¥ ty trong dong text ban déu.

= DHHB-Khoa CNTI-DTVT
Help FReset

Pé mi héa, ding ham Xorl, ta ding
dong thir 2, thy chon va né dong vai tro chia
khéa mi, ky higu la k, ciing dénh thir oy k(i).
Gia sir 56 ky tu ciia 2 déng nhu nhau.

Khi d6: v(i)=x(1) Xor k(i) sé& la dong chir
dii dugc mi hoa. R& rang, tir (i) mudn tim
x(i), can c6 k(i).

Text is to
ancryption-
van baAn caAn

|'l'."m1 o COn VAC COn nong

ma hoa

Khda ma

Sau md hoa, ta dwge:

Ihl’:-m nay mong tam thang ba

I Encrvpt I
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( 3 DHHB-Khoa CNTT-DTVT
Help Reset
Encreypted I-Al- AYC,INq™|BO-HEA
Text is B3
ma héa i
Ilmm nay mong tam thang ba
Khdéa ma

Decrupt I

Hinh 6. Vi du vé mit khoa mi

Néu giai mi, ta s& duge gia tri ban diu
13 “Con ¢d con vac con ning”.

Néu thay déi bat ky ky ty nao trong
khda mi “Hoém nay ming tdm thiang ba”, giai
mi s& khéng cho dong trén.

5. D bio mit

“Hom nay mung tam thing ba™ la khoa
md. Khong biét khéa ma, gin nhu khéng thé
giai md duge. Kha ndng gidi mid duge khi
khéng cd khda mi cua mét thudt todn mé hoa
goi la d§ bao mit cua phuong phip mi hoa
[3,6]. Ngwdi ta cho ring, dd bao mit nay ty 1¢
thuiin véi s6 lwgng khéa ma b thé cé d6i véi
thujt toan ma héa bat ky.

Hién tai, may tinh c6 khoang 70 ky ty
6 thé gd tir ban phim. Mdi ky tw tr& thanh 1

khoa mi cho mt ky ty cia text. Nhu vy, vai
mdi ky tir, ta ¢6 70 khéa. Dong chit vdi 20 ky
tir 52 ¢6 TOM20=T7 9792266297612E+36 khoa
mi khic nhau.

Néu khéa mi khéng diing trye tiép 1a ky
tw, mi ding cdc con so sao cho ciing vin bién
chiing thanh ky tr thi d¢ bao mét c6 thé ting
lén dang ké. Ching ta c6 thé ding la cc con
s6 tir 1 dén 255, khi d6, phin mém ma hoa thay
doi déi cht:

Khi ding céc con sé la mi ascii ciia cic
ky o, vi dy
1,2,3,4,11,34,56,32,21,99,125,130,205,255 dé
thay cho viée g6 tir ban phim, ta duge dong key
nhur sau:

Text is to ICﬂebmmmnﬁq
encryption-

Van ban cén

ma hda U S Lol IF

AHFE L,

~ / [1.23.4711,24.56,32.21,54125,130,.205.255

Hinh 7. Sir dung md khéa dang sb

Nhin key biy gior di ¢é nhimg ky ty
khéng thé g6 duge bing ban phim. Téng s6
key nhur thé s la 255. Ciing véi dong chir 20
ky ty nhu trén, biy gid, so khoa mi s& la

25520 = 1.35146128375559E+48 khoa ma.
N6 vugt xa con sb truée diy, do bao mjt da
ting lén dang ké!
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V@i kha ning cia may tinh hién nay, chon khoa ma hop 1y, viée bé khoa khi khong
cho di d§ bao mdt dwoe xac dinh nhur trén co cO khoa ma khi ap dung thuit toin Xorl hop
vé nhir chura phai la tré ngai chinh, nhumg xét 1y la diéu khéng thé.
dén cdc yéu to khdc nita, cé thé két luin, néu
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