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Tom tat

Ky thudt gidu tin trong doi tiweong hedi 3D dwge duwa ra trong [4], [5] la phwong phdp gidu
tin trén cdc dinh ciia mgt tdp cac tam giac Theo chudi bit khéa sinh ra trong qué trinh gidu.
Cdc phwong phdp nay, trong mét sé truweong hop, néu gap phai ledi ho thi khong thuc hién
droc. Bai bao trinh bay phurong phdp xdc dinh heéi 3D khép Kin, tir @6 dé xudt &p dung céc
phuwong phap giau tin trong [4], [5] trén Kiéu ledi kin dé xudt. Véi ki thudt nay, nguoi nhdn
chi can biét quy tac cuia chudi khda bi mat 1a cé thé giai ma thong tin, sé lam tang tinh bao
mdt cho céc kj thugt giau tin. Thuec nghiém véi phuwong phiap MEP [4] trén cdc hedi 3D kin
cho thdy kyj thudt nay ddp irng dirot céc yéu cau gidu tin, ¢6 tinh bao mat cao va khdng can
guri theo chudi bit khoa.

Tir khoa: Gidu tin; Gidu tin mat; Luai 3D kin; VRML.

1. GIOI THIEU

Gidu tin (data hidding) 1a ky thuat gidu mot lwong thong tin dudi dang mot
chudi bit vao mot dbi tuong (goi 1a dbi tugng chaa - cover) dé tré thanh ddi tuong khéc
(dbi twong mang - stego). Ky thuat nay duoc tng dung trong bao mat dit liéu va bao vé
ban quyén tac pham. Uu diém chinh caa ky thuat nay 1a ca nguoi gui 13n ngudi nhan
déu kho nhan biét duoc thong tin da giau trong dbi twong [1]. CO nhiéu moi truong da

phuong tién duoc ding cho gidu tin nhu anh, 4m thanh, video, vin ban....

Hinh 1 minh hoa qua trinh gidu tin co ban. Qué trinh gi4u tin duoc chia thanh
hai khdi c6 cau trdc gidng nhau: qua trinh nhing va qua trinh gigi ma. Qua trinh nhing
nhan vao dbi tuong chira, dit liéu can nhang, sau khi thuc hién nhing thong tin, két qua

s& cho ra dbi twong mang va chudi bit khoa bi mat, déi trong mang va khda bi mat s&
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duoc chuyén cho ngudi nhan. Qua trinh giai ma str dung déi trong mang, quy tic khoa

bi mat dé cho ra dit liéu da duoc giau.
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Hinh 1. Qua trinh nhing va giai ma théng tin

2, BIEU DIEN LUOI TAM GIAC

Trong thap nién gan day, cac k¥ thuat mé hinh héa ddi twong trong khdng gian
ba chiéu (3D) duoc phat trién manh va cé tng dung trong nhiéu linh vuc d6 hoa, md
phong, thiét ké.... C6 nhiéu phuong phap biéu dién cac dbi twong 3D nhu khdi cau, hinh
chép, hinh lap phuong... Dé biéu dién cac dbi twong phuc tap, ngudi ta thuong dung
moé hinh dbi twong Iudi. Trong cac loai md hinh ludi, thi ludi tam giac duoc sir dung
nhiéu nhat. Ludi tam giac duoc xay dung tir nhiéu mat tam giac, cac tam giac nay biéu
din toa do cac dinh va cac mau sic néu cé. Binh nghia 1 cho thay mot cach biéu dign

ludi tam giac.

Pinh nghia 1. Cho tdp dinh V = [V1, Vs ... V,], Véi méi dinh 14 bg ba cac gia tri
toa do X, y, z trong khong gian, n 1a tong sé dinh. Mgt biéu dién luéi tam giac trong
khong gian ba chiéu 1a mét tap cdu triic luu trir thong tin vé két néi giita cdc dinh:

F= {155 125... ;WG ()
Véil<k<n l(v6i1<i<k)labo 3 cacchisd (u,v, ) voil<u<v<r<n.
Vi du 1: Cho tap V = [V1, Va, Vs, Va].

- Hinh chép C c6 thé duoc biéu dién dudi dang ludi (Hinh 2a):
lc ={(1,2,3);(1,2,4);(1,3,4);(2,3,4)}

- Hinh 2b biéu dién mot ludi tam giac Iy = {(1,3,4);(2,3,4)}
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Hinh 2. M6 hinh biéu dién lwéi
Cac nghién ctiu trong [3] cho thdy day ciing 1a mot mi truong gidu tin tt, dam

bao lwong théng tin gidu nhiéu va vd hinh véi ngudi giri 1an nguoi nhan.

Phuong phap gidu tin mat trong Iudi 3D duoc nghién ciu bai cac tac gia tai [3,
4, 5]. Trong [4], cAc tac gia da dua ra phuong phap gidu tin mat dya trén viéc biéu dién
mot tam giac thanh hai trang thai 12 0 va 1, va gidu tin bang cach dich chuyén dinh.
Phuong phap trong [4] ¢ thé gidu duoc 3 bit trén mdi tam gidc. CAc tac gia [5] dd mo
rong phuong phap trong [4] bang phuwong phap nhing da cap (multilevel embedding)

trén mdi tam giac va da gidu duoc sb lugng bit gan gap ba lan.

Bai bao nay trinh bay mot dé xuat vé ky thuat gidu tin mat trén déi tuong ludi
tam giac khép kin trong ludi tam giac 3D duoc dua ra trong [4]. Y tuong trong [4] 1a
thuc hién nhing cac bit dua trén sy dich chuyén cua cac toa do dinh cua lugi 3D. Khéng
nhu k¥ thuat trong [4], & xuat ndy coi chudi bit khoa dung dé duyét qua cac tam giéc 1a
mot quy tic cho trudc, khi d6 chudi bit khoa khdng can giri qua cho ngudi nhan 1a chudi
bit dich chuyén. K¥ thuat nay c6 thé nhiing duoc 3 bit trong mdi tam giac va co thé tiép

tuc nhiing bit trén cac tam giac da nhing trudce do.

3. KY THUAT GIAU TIN TRONG LUOI 3D
K§ thuat gidu tin nay duoc dé xuat trong [4], duoc goi 1a phuong phap MEP, 1a
k¥ thuat gidu tin trén tam giac, thuc hién nhu trong cac phan 3.1 va 3.2.

3.1. Xay dwng danh sach tam giac

Tir mot dbi twong ludi tam giac 3D, chon mot tam giac ban dau va mot canh ban
dau trong tam gidc d6. Trong mdi mot tam giac, dinh nghia mot cenh vao 1a canh dung

dé di vao tam giac va hai canh két thic dé di ra t6i dinh tam giac ké tiép (Hinh 3a). Gia
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str tir tam gidc ban dau ABC véi AB la canh vao, AC va BC lan luot 14 hai canh ra cua

tam giac, tam giac ké tiép duoc tim ra theo theo quy tic bit khoa nhur sau:
o Néu gia tri bit khda la “1”, tam giac ké tiép Ia tam giéc ké canh BC.

e Nguoc lai, néu gié tri bit 12 “0” s& la tam giac ké canh AC.

c

Khéa(k) = 1
anh két tho Khéa(k) =0
A B

f

Canh vao

()

K=[0000110]

Hinh 3. Phwong phap xac dinh tam giac ké tiép dwa trén ky tw nhj phan

Nhu vay canh két thic cua tam giac nay 1a canh vao cua tam giac ké tiép. Hinh
3b cho thay mot danh sach cac tam gidc khi dugc duyét twong tng vai chudi bit khda
duogc phat sinh. Do dai caa chudi bit khda bang d6 dai cia danh séch cac tam giac dung
dé luu cac bit. Gia sir can giau M bit, néu mdi dinh gidu mot bit, sé bit khoa s& 1a n, =
M/3.

3.2.  Giau tin trong tam giac

Xét tam giac ABC, ky hiéu P(C)|as la hinh chiéu cua dinh C Ién canh AB.
Khoang céch AB dugc chia thanh hai tap con [a Mo va My biéu di&n céc bit luan phién
“0”, “1” (Mo la tap biéu thi cho bit “0”, M biéu thi cho bit “1) (Hinh 4).

L I T O e |
0117071707110 11
Mo M1 My M1 Mg M1 My My m=8

Hinh 4. Minh hea chia |AB| thanh hai tap Mo va M; véi m =8

A B

Dé nhiing bit thi i (i = 0 hodc 1) vao dinh C, xét hai truong hop:
e Néu P(C)|as = Mi: Khdng can thuc hién sy thay doi nao ca.

e Néu P(C)|as # Mi: Binh C dich chuyén qua C’ sao cho P(C’)|ag = M.
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Quaé trinh dugc minh hoa trong Hinh 5.

’
<——>C

A2 A2

-—p

0 1 Canh vao

POln | PC)as
Hinh 5. Qué trinh dich chuyén dinh C thanh C’.
Dinh C’ ¢6 thé duoc lay dbi xang véi dinh C qua truc dbi xang 1 bién cua mién
gia tri Mo va My ndm ¢ gan nhat. Gia tri A dwoc goi la khodng phdn doan, va duoc tinh
bang: A =| AB |/m Véim latong sb tap con M; (i = 0 hogc 1). Toa do vi tri mgi C* duoc

tinh bang (1).

2o =7 +C

A A A
X~ =X~ +a ——, y ':y +b—; B
¢ e /a2+b2+c2 ¢ Jc /a2+b2+c2 /a2+b2+c2 )

Trong d6 a, b, ¢ la toa d6 cua vector chi phuong AB, A la gia tri khoang phan
doan. Gié tri A phai du I6n dé lam thay ddi trang thai cua tam giéc tir “0”” qua ““1”” hoac
tir “1” qua “0” va ciing phai di nho dé sau khi dich chuyén khong lam bién d6i nhiéu

hinh dang ban dau.
3.3. Ky thuat giai ma thong tin

Ky thuat giai ma théng tin cing thuc hién duyét danh sach cac tam giéc giau tin
khi biét chudi bit khoa bi mat. Tuy nhién trong budc giai ma sé& thuc hién cac thao tac

nguoc lai so véi ky thuat giu tin.
3.4  Nhan xét
Phuong phap trong [4] (tham chi trong [5]) gip phai cac vin dé nhu sau:

Vdn dé 01: Khi duyét qua cac dinh dwa trén chudi khda, néu gap truong hop tsi

mot tam giac chi c6 mot tam giac ké trong khi d6 bit khoa khong thudc tam giac doé



TAP CHi KHOA HOC PAI HQC PA LAT [CHUYEN SAN CONG NGHE THONG TIN] 202

(Hinh 6a) hoic khong c6 tam giac ké nao (Hinh 6b) thi khdng thé phat sinh bit khoa tiép

theo, luc ndy chwong trinh s& bi ngung va khong gidu duoc thdng tin.

(b)
Hinh 6. Minh hea qua trinh duyét tam giac phat sinh bit khoa

Vdn dé 02: Viéc chuyén thong tin cho ngudi nhan, ngoai ddi twong mang, con

phai kém theo chudi bit khoa, diéu nay gay kho khin trong qué trinh bao mat.
3.5  Hudng dé xuit

Str dung ludi tam giac khép kin dé giau thong tin, voi van dé 01 ludi tam giac
kin s& ludn c6 ba tam giac ké tam giac cho trudc, viéc duyét cac tam gidc gidu tin s&
din ra thuan tién ma khdng bi ngung. Trong vdn dé 02, ¢ thé st dung mot quy tic
khoa bi mat cho trudc, thong nhét giita chuong trinh giu tin va giai mé, khda s& duoc

phét sinh theo quy tic do.

Vin dé dit ra ¢ day 1a lam thé nao xac dinh duoc ludi nao kin, ludi ndo khong
kin dé giau théng tin, muc tiép theo s& dua ra huéng giai quyét dua trén mot dinh nghia

vé ludi kin va mot dinh ly ding dé xac dinh luéi kin.
4, LUOI 3D KHEP KIN

Lud6i 3D khép kin thuc chat [a md hinh lugi 3D khong cé 16 thung trén bé mit.
V& mit biéu di&n thi mot ludi kin phai biéu dién thong sb cua tat ca cac dinh.

Pinh nghia 2. Cho tdp dinh V, mét luéi tam giac 3D khép kin 1a mét tdp cdu
triic luew triv thong tin két noi gika cde dinh sao cho véi moi tam giac ta ludn tim duwoc 3

tam giac ké twong iing véi 3 canh cia tam gidc dé.
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Vi du 2: Trong Vi du 1 hinh chop Ic = {(1,2,3);(1,2,4);(1,3,4);(2,3,4)} la mot
ludi khép kin vi dya vao cau trac Iuu trit cho thiy bat ky tam gi4c nao ciing ludn c6 3

tam giac ké véi 3 canh.

Dinh ly: Cho tdp V va bé biéu dién ludi 1. Véi moi cap (uv) e |y véi 1 <i <k (k
1& s6 mdt tam giac cua Ledi), néu ludn tim duwoc s6 tir nhién t # u,v sao cho bé (U,v,t) e

{1} thi cdu triic leu trik ludi 1a khép kin.
Ching minh:

Néu c6 cap (u,v) nhung khong tim duoc t dé tao thanh bo (u,v,t) eI, lic nay u,v
la 2 chi sé dinh tuong (ng cua Vy, Vy. Nhu vay khong ton tai dinh V; dé tao thanh tam
giac V,VyVi. Nhu vay canh V.V, khéng c6 tam giac lién ké& véi no, theo dinh nghia 2.2
ludi (V,1) khong 1a ludi khép kin.

Tir dinh Iy trén, ta c6 thuat toan kiém tra ludi kin nhu sau.
Input: Ludi tam giac (V,1)

Output: Ludi kin hay khong.

Thuat toan 1:

Bwérc 1: khoi tao i =1;

Buéc 2: Vi V1, ldy bo (u,v) e li. Néu t (L <t <n; t+u, t #v) sao cho (u,v,t)
= 1; Vi # thi ludi 1a khép kin. Nguoc lai: Ludi khong khép kin.

Ung dung: Cac luéi 3D khép kin biéu dién cac tam giac lién nhau, va vi vay khi
duyét cac tam giac dé xac dinh c&c tam giac giau tin ta c6 thé duyét lién tuc ma khdng bi

ngung lai.

5. GIAU TIN TREN LUOI 3D KHEP KIN

Dua trén cac dinh nghia va dinh ly & muc 4, c6 thé 4p dung phuong phéap gidu

tin trén ludi 3D khép Kin véi cac bude nhu sau:
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Buwéc 1: Kiém tra ludi kin hay he bang Thuat toan 1
Buwéc 2: Néu ludi Kin thi gidu tin theo phwong phéap [4] d4 trinh bay & muc 3.

Budc giai ma thdng tin: ¢ thé thuc hién nguoc lai cac bude nhu gidu tin vai quy

tic khoa cho trudc.

M6 hinh gidu tin va giai ma thong tin cé thé thuc hién nhu trong Hinh 7. Lic
nay chudi bit khda bi mat duoc thdng nhit trong chuong trinh giri va nhan. K§ thuat nay
doi hoi thém mot budc kiém tra luéi 3D kin hay ho, néu kin thi thuc hién gidu tin, néu

ludi hd ¢d thé bo qua.

chira
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Gidu tin trén lwéi kin @ Gidi ma trén luéikin |
N L
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tuong tuong 011 @
mang mang

Dixliéu
- 01

Quy tic khéa

Hinh 7. Minh hea qua trinh giau va giai ma trén lwéi kin

. Dixlidu i
D8I tugng
tuong 011 @ / mang

6. KET QUA THUC NGHIEM
Chuong trinh thuc nghiém thuc hién trén cdc moé hinh VRML, st dung gia tri m

= 100. Quy tic cua chudi bit khoa duoc sir dung Ia chudi bit luan phién 0 va 1.

Hinh 8 va Hinh 9 cho thay sy ¢ su bién di véi trudng hop gidu nhiéu bit trén
mot sé lwong tam giac it. K&t qua rat trich giéng ban ddu nhung mé hinh da c6 sy bién

ddi, vé miat téng thé, mé hinh van gitt duoc nguyén ban ban dau.

Hinh 8. Mirc d9 bién ddi ciia md hinh véi 32 tam giac, giau 128 bit tin.
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(a) M0 hinh nhting cone.vrl (b) Béi twong mang s_cone.vrl (c) Vi tri bi dich chuyen.

(d) M6 hinh Elephant

(f)Dai twgng mang bi thay doi

Hinh 9. Thir nghiém nhang trén mét s6 mé hinh.

Két qua thuc nghiém cho thay ti Ié rut trich dat két qua tot, tuy nhién viéc gidu
qua nhiéu thong tin trén mot md hinh s& 1am md hinh bi bién di nhiéu. Chinh vi vay
ma ky thuat nay dat két qua tét nhat véi luong bit gidu bang sé tam giac. Néu mdi tam
giac chi gidu ba bit, cdng thic tinh sb bit giau hiéu qua Ia nyir = 3k véi k 1a s tam giéc

giau.
7. KET LUAN

Bai bao dé xuat phuong phap xac dinh ludi 3D khép kin, tir d6 ap dung phuong
phép giau tin dua trén cau trac ludi ndy. Ky thuat gidu tin trong méi truong ludi tam
giac khép kin van dam bao duoc céc tinh chit gibng nhu gidu tin trén cic moi truong
khéc. Két qua caa bai bao co thé tng dung trong linh vuc bao vé ban quyén, chuyén tin
mat, xac lap théng tin...
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Abstract

This paper proposes a structure presentation of 3D mesh and closed mesh, which can apply
for hidden messages. Based on shifting value coordinates of vertices, the technique allows
information hidden on the triangular 3D mesh model. This above process is controled by

rule secret key. The article also mentions a reverse to decode data from stego.

Keywords: 3D Modelling; Data hiding; Steganography; VRML.



mailto:quytd@dlu.edu.vn

