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QUAN LY DINH DANH BAO MAT
TRONG MANG NGANG HANG 0 CAU TRUC

SECURE IDENTITY MANAGEMENT IN STRUCTURED PEER-TO-PEER (P2P) NETWORKS

TOM TAT

Cling vGi st phat trién clia mang Internet va st gia tang céc dich vu (ing
dung, mang ngang hang P2P vdi céc tinh ndng phan cp, tir chl va 4n danh, da
va dang duoc (tng dung trong rét nhigu finh virc nhu chia sé file, nhan tin hop
nhét, blockchain. Cac mang P2P duoc sk dung rong réi bao gdm BitTorrent,
Gnutella, eDonkey,... Trong hé thong mang P2P tét ca cac may tham gia déu binh
dang, nd dong vai tro ctia cd may chi va méy khéch déi véi cac méy khéc trong
mang. Do thiéu x4c thuc t&p trung nén mang P2P c6 cAu tric dé bi tan cong boi
cac kiéu tn cong khac nhau. Vi vay vén d& béo méat mang P2P c6 cau triic gdp rat
nhiu khé khan. Bai bao dua ra giai phap gan dinh bao mat sir dung khda cong
khai va giai cAu d6 xéc thire, dong thoi xay ding hé thong kiém soét truy nhap
phan c&p ACS. Muc dich dé ngan chan tén cong Sybil sao cho mi niit gia nhap
mang duoc cap mot dinh danh duy nhat va bao mat, han ché t6i da viéc st dung
dinh danh gia mao tn cong vao Chord_DHT.

Tir khoa: Mang ngang hang, bang bam phan tan, tén cong tir chdi dich vy,
tn cdng mao nhén, tén cong che khudt, t&n cong nhiém dc bang dinh tuyén, loT,
hé thdng kiém soat truy nhép, chuyén ddi dia chi mang.

ASBTRACT

Along with the advancing Internet technology and the continuous growth of
network applications, P2P networks, characterized by decentralization,
autonomy and anonymity, have been applied to many areas such as file sharing
and instant messaging, blockchain. Existing P2P networks which have been
widely used include BitTorrent, Gnutella, eDonkey, and so on. In P2P systems, all
nodes are equal or peers and they can either act as client or server. Due to the
lake of centralizing authority, structured overlay networks are vulnerable to
various attacks. So the security issues in the p2p networks should be considered
more carefully. The paper proposes a solution for assigning security identification
through a number of techniques using public keys and solving authentication
puzzles and building an ACS hierarchical access authentication system. The goal
is to prevent Sybil attacks so that each node joining the network is given a
unique and secure identifier, minimizing the use of fake identifiers to attack on
Chord_DHT.
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Eclipse attack, routing table poisoning attack,Internet of Things, Admission Control
System, Network Address Translation.
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Vi Thi Thay Ha

1.DAT VAN BE

Mang Internet truyén thdng dwa trén mo hinh khéach -
cha thuong déi mat voi van dé 16i diém don, nd xuét
hién khi may chd bi 16i dan dén mang c6 thé bi sup dd
hoan toan. Md hinh P2P dwgc nghién cru dé giai quyét
van dé nay. Tinh chat phan tan ctia cac mang P2P lam
ting kha ning chiu dung 16i khi co 16i xay ra bang céach
sao lwvu di¥ liéu qua nhiéu nat trong mang. Trong bG6i
canh phéat trién cla cong nghé trén nén internet
(internet di dong, loT va dién todn ddm may), da lam gia
ting (rng dung P2P chac chan yéu cau nhiéu hon vé bao
mat clia cac hé théng P2P [1,4].

Tuy nhién bado méat cho hé théng P2P gap rat nhiéu khé
khan do céc nut trong hé thong hoan toan dong, phan tan
khap noi, cac nat khéng chirng thirc 1an nhau. Cac co ché
b&o mat truyén thong nhu trong Itra, xac thiec... khdng thé
bo vé hé théng P2P nguoc lai co thé ngan can qua trinh
truyén thong. Trong hé thdng P2P pha hoai hé thong dinh
tuyén 1a méi de doa lon nhat. K& tan cdng sé khai thac 16
héng ctia thuat toan dinh tuyén DHTSs, tir d6 cac nit mang
sé duya trén mot bang dinh tuyén khac dé hoat dong, diéu
nay lam anh hwong toi hiéu qua tim kiém. Mang P2P c6 cdu
trac dua trén DHT ¢ mot s6 cac loai tdn cong dién hinh
nhv [6]: (1) tdn cdbng mao nhan (Sybil), (2) tdn céng che
khuat (Eclipse) va (3) tn cong dinh tuyén, (4) tan cong hé
thong lvu trir. CaAc mang ngang hang hién tai hau nhu
khong cé k¥ thuat phong thu chéng lai cac cudc tan cong
cua Sybil [4,5]. D€ lam giam &nh hudng cla Sybil téi mang
phai kiém soat chat ché viéc cdp dinh danh cho nit ngén
chan nut doc hai gia mao nhiéu dinh danh dé khai thac cac
tinh nang cda hé thdng [7]. Tuy nhién, P2P |a mang phan
tan khong sir dung xac thuc tap trung nén viéc phong nglra
Sybil rat kho khan. Vi vay viéc quan ly dinh danh déng mot
vai tro quan trong trong bao mat ctia P2P DHT.

Pé ting tinh bao mat P2P, diéu rat quan trong la phai
chu y cach thic gan dinh danh ID cho nat khi tham gia I6p
pht P2P va cach ngudi ding ki€ém tra tinh hop 18 clia cac
dinh danh ndt va xac thuc chdi sé hitu cia ching. Trong boi
canh nay, cac dinh danh nat dwgc tao nén tinh dén cac yéu
cau nhét dinh dé dam bao tién trinh kiém soat va tranh cac
cudc tan cong Sybil. Qua nghién ctru khdo sat cé mot s6 dé
xuét quan ly dinh danh bado mat cta cac nghién ctru truéc
day [1]: Tao dinh danh cho nat dung s6 ngau nhién, dung
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dia chi IP hodc dung khéa cong khai. Tuy nhién moi ky
thuat déu c6 wu nhwoc diém.

Phan 2 clia bai bao khao sat cac gidi phap quan ly dinh
danh bdo mat, dua ra giadi phdp gan dinh bdo mét qua ky
thuat st dung khoa cong khai va giai cau dé xac thuc déng
thoi xay dwng va mdé hinh héa giai tich hé thdng xac thuc
truy nhap phan cép ACS ciing duoc dwa vao phan 3 va két
luan hwéng phat trién tiép theo dwoc phan tich & phan 4.

2. QUAN LY BINH DANH BAO MAT TRONG CHORD_DHT
2.1. Cau trac Chord_DHT

Chord la giao thirc dinh tuyén dva trén bang bam phan
tan. Ham bam lién tuc gan cho méi nat va khoa (key) mot
s6 dinh danh (ID) m-bit (m = 160 bit) qua ham bam SHA-1.
Pinh danh ID cia mot ndt la gia tri bam dia chi IP clia nat
do. Binh danh clla mot key la gia tri bam ctia key doé. Ta quy
dinh thuat nglr key hodc khoa sé dwoc dung dé chi ca tir
khoa gdc Ian gia tri bdm cha no (trwdc va sau khi bam). Sap
x€p céc dinh danh theo thi tv trén vong dinh danh gom 2™
vi tri s&p xép. Vong dinh danh la vong tron gdm céc s6 tir 0
dén 2™ ¢é chiéu thuan theo chiéu kim dong ho. Vong dinh
danh con duoc goi la vong Chord. Khoa k sé dwgce gan cho
nat dau tién c6 dinh danh bang hodc ding sau dinh danh
cla k trong khong gian dinh danh. Nut nay dwgc goi la
successor clia k, dwgc viét la successor(k). D€ cai thién hiéu
nang tim kiém, bang dinh tuyén tai mdi nat Chord luu
m = log,(N) con trd goi la cac finger. Tap cac finger clia nit
ID n dwgc xac dinh nhw sau F(n) = {Succ(n+2")}, 1<i<mva
tat ca cac phép tinh déu duoc lay theo mod 2™,

Bang 1. Cac trudng trong bang dinh tuyén (finger).

Ky hiéu Binh nghia

Finger[i] (n+2Mmod 2, 1<i<m

Successor Nt ti€p theo trén vong tron dinh danh, la finger [1]
Predecssor NGt trude d6 trén vong tron dinh danh

2.2. Quén ly dinh danh bdo mat trong Chord_DHT

Tao dinh danh dung s6 ngiu nhién [7]: d€ tao mot dinh
danh nat hé théng st dung RNG (Random Number
Generator). Trong truong hgp nay, két qua cac dinh danh
duwoc phan phdi dong déu trong khong gian do va ddm bao
tinh &n danh cla chd s¢ hitu clia chdng. Tuy nhién, néu
RNG duoc thyc hién trong (ng dung khach, c6 thé dé dang
thao tac béi nguoi dung cho phép ké tan cong chon dinh
danh cta minh. Van dé la cach tao nat ID ty dong nay cho
phép ngudi dung tao nhiéu hon mét dinh danh ID hop I€.
Ngoai ra, né tranh cac nut khac c6 thé xac minh xem dinh
danh da dugc tao dlng hodc né thudc vé bat cl ai dang st
dung né, vi dinh danh khéng bi rang budc véi chl sé hitu
cla ho trong bat ky cach nao. Trong bdi canh nay, néu P2P
khong thirc hién mot hé thong ki€ém soéat truy cap, mang sé
dé bi tin cong Sybil, vi bt ky nguoi diing nao cling co thé
quan ly mét tap hop cac dinh danh va thay déi chiing trong
mot cach khong ki€ém soat. Do dé, BitTorrent va mang Kad
[5] d& bi anh hudng béi cac cudc tin cong.

Tao dinh danh dung dia chi IP: Bay la mot giai phap tot
vi tat ca nguoi dung Internet déu cé dia chi IP va viéc tao
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dinh danh ID c6 thé dé dang xac minh. Mdt s6 mang st
dung dia chi IP tryc tiép dé tao dinh danh nut bang cach st
dung ham bam bdo mat SHA-1 nhu Chord, Pastry,
Kademlia. Tuy nhién, nhitng dinh danh nay cé thé gay ra
mot s6 van dé: Trwdc hét, rat kho dé dam bao tinh 6n dinh
cla dinh danh nut dua trén dia chi IP. Thit hai, néu viéc tao
nodelD don gidn st dung dia chi IP bén ngoai nguoi st
dung, mot ham bam chang han; tit ca nguoi dung dang
sau NAT bi budc phai sir dung cung mét dinh danh nodelD
trong 16p phad. Vi ly do nay, viéc st dung mot s6 ngau
nhién, hodc mét tham s khac, trong qué trinh tao clla mot
nodelD, 14 hoan toan can thiét dé dam bao rang nguoi
dung dang sau NAT cling c6 mdt nodelD duy nhat. Va cudi
cling, tinh &n danh ctia ngudi ding cé thé bi xam pham khi
st dung dia chi IP tinh, vi mot nguoi dung doc hai c6 thé
suy ra thong tin vé mot nuat tir dia chi IP clla n6. Ngay ca
trong truong hop st dung ham bim dé tao nodelD, mirc do
an danh dugc cung cdp la kém hoéc khong cé néu dia chi
IP 14 can thiét dé xac minh nodelD.

A new node E joins the DHT

(337 {PKe, IPc}

0

Who are my first
two fingers?

Successors o

Hinh 1. Tén cong khi mt n(t gia nhap mang

Dung khéa céng khai PK (Using Public Keys): M6t cach
khac dé lién két mot nodelD véi tai nguyén khan hiém la st
dung hé thong ma héa khéa cdng khai trong lép pha.
Thong thudng, PK st dung chirng thuc khda cong khai PKC
(Public Key Cryptosystems) dé bao vé tinh toan ven cla
chang. Mét ching thuc 1a mot tai liéu dién tr dung dé xac
minh mot khéa céng khai la clia ai. PKC chira day dd thdng
tin cho nhitng thuc thé khac ¢é thé xac nhan hodc ki€ém tra
danh tinh cGia chd nhan s& hitu chirng thyc s6. Tuy nhién,
cach ma cac PKC duwgc tao ra rat quan trong. Cu thé, cé ba
khia canh quan trong: (1) thdng tin lién quan dén céc nat
dugc chira trong PKC, (2) ai chon ma hoéa cac cap khoéa va
(3) ai phat hanh (va quan ly) cac PKC nay. Mot mat, PKC co
thé chita mét s6 thong tin nhét dinh lién quan dén nat, vi
du, dia chi IP ctia n6 hoéc tham chi tén that ctia ngudi dung
dang sau nat nay. RG rang, viéc dua thong tin nay vao PKC
c6 thé gay ra sy mat tinh riéng tv clia nguoi ding. Néu
ngudi ding chon cap khoa ctia ho, ho ¢é thé cé dwgec mot
dinh danh nat nam trong mot vang muc tiéu cta khong
gian ao. Mat khac, néu PK duoc chon béi mot déi tac thir 3
tin cay TTP (Trusted Third Party), nguoi ding khong thé
chon dinh danh nut, nhing TTP ¢6 thé tao PK dé xac dinh vi
tri cac nat trong cac khu vire nhéat dinh cla I6p phu. Trong
bGi canh nay, PKC co6 thé dugc cdp bdi té chirc cung cép
chitng thuc s6, mot bén dang tin cay cho tat ca cac thuc thé
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clia mang. Tuy nhién diing khoa cong khai ké tdn céng van
c6 thé tan cdng vao bang dinh tuyén vao mét ndt cu thé
hodc vao mot khoéa cu~thé trong qua trinh mot nut gia
nhap, réi mang hoac bi 16i.
2.3.Tan cbng vao dinh danh bado mat trong Chord_DHT
Tan cong vao bang dinh tuyén (Attack on DHT
routing): Nham muc tiéu vao dinh tuyén DHT bang céach ké
tdn cong tao nhiéu ID nut sybil sau d6 khong gui lai truy
van phan hoi hodc gti théng tin sai léch.

(%3] {PKe. 1Pc} ]
0

6 {PKb, IPb} |
where is 20? Attacker simply drops queries or
x| return false information

20] {PKa, IPa)

Hinh 2. Tén cong vao bang dinh tuyén

Tan cong theo cum vao mét nat cu thé (Clustering
attack on specific node): Tan cong theo cum vao mét nat
cu thé bang cach dy doan ham bam h (key) -> ID, sau do6
chén nhiéu khoa bang h (key) gan ID n(t cu thé dan tdi nat
chuan bi tran b nho.

{PKc, IPc} |

®
0 [7] (PKb, iPb)

(©) {PKa, iPa} |
{PK1, IP1}

{PK2, IP2}
| {PKn, IPn} |

Hinh 3. Tan cong theo cum vao mot niit cu thé

Vi du muc tiéu cla ké tan coéng tai nat C, né chen n déi
tuong vao DHT, tat ca khéa dwgc bam la 25. Cac d6i twgng
nay duoc lvu tri tai C digéu nay khién bd nhé ctia nat C bi
tran vakhong hoat déng.

Tan cong theo cum vao mét khéa cu thé (Clustering
attack on specific key): Tén cdng cum vao mot khoa cu thé
bang cach doan ham bam h (key) -> ID sau d6 tao nhiéu
dinh danh ID nat sybil gan ID khéa diéu nay lam &nh huéng
dén céc truy van trén khoa.

{PKc, IPc} |

PKb, IPb

where is 257

where is 25?7

25
{PKe, IPe} |

Hinh 4. Tén cong theo cum vao mot khda cu thé
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Vi du ké tdn cdng mudn chan truy van trén PK (ID khoéa
25), n6 tao ra nhiéu nat sybil xung quanh khéa 25 va tang
kha nang chan truy van. Truy van trén PK; sé khéng bao gio
duoc tra 10i.

3. MO HINH KIEM SOAT TRUY NHAP MANG ACS
(ADMISSION CONTROL SYSTEM)
3.1. M6 hinh ki€ém soat truy nhap ACS

Pé tang cudng xac thuc qua trinh cdp dinh danh nut,
nghién cttu dua hé thong kiém soat nhap truy nhap ACS
vao mang Chord_DHT nhdm gidm thiéu anh huéng tan
cong Sybil. ACS yéu cau duy tri mét cay phan cap, yéu cau
cac nut khi gia nhap mang phai giai cau dé tir nat 14 toi nat
gbc, nat goc la mot nat tin cay (bootstrap). Sau khi duoc
xac thyc, nat tham gia tré thanh mét nuat 1a. Qua trinh giai
dd nay la dé quy va dugc Idp lai cho dén khi nat tham gia
dat dén goc. Nat gbc cdp cho nat tham gia mot thé bai
token chirng nhén ndt tham gia vao mang hay con dugc goi
khéa cong khai. Khéa cong khai duwgc st dung trong cac
hoat dong ti€p theo dé chirng minh danh tinh clia nat. ACS
mang lai mét s6 cac wvu diém nhw: bdo mat; hiéu qud; tinh
cdng bang; chdng tan céng Sybil; quyén riéng tu clia nguoi
dung, kha nang mé rong.

Hinh 5. Td chifc ACS X, la niit bootstrap, A 4 niit gia nhap

Cau dd: h(PK, TS, R) = H

A mu6n gia nhap (join)

1) Ayéu cau nut la (puzzle)

2) A gidi cau d6 va nhan token tlr X;

3) Ayéu cau mot cau doé khac tir X, ;

4) A tiép tuc gidi cho dén khi dat dén gdc (root)

5) Cudi cung A dugc khai bao dinh danh ngau nhién va
dwoc chirng nhan béi nit goc

Qua trinh thiét 1ap gia nhap cla nat (Join Setup): Trwéc
khi tham gia mang, mét ndt A phai tao ra moét cdp khoa
cdng khai / khéa riéng KA™ / KA". Ma dinh danh nat duoc
bam ma hoa clia khoa céng khai clia nt va gia tri ngau
nhién R, do nGt géc tao ra, vi du: bang cach st dung SHA-1.
Piéu nay ngan mot nat chon ID riéng clia n6, phan phéi
dong nhéat dinh danh. Tat ca cac nuat la dwgc cau hinh véi
khoéa bi mat ctia nut g6c.

Qua trinh gia nhap cda nat (Join Protocol): Khi mét nat A
mudn tham gia mang, dau tién né phai kham pha mét nat
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la X;. Diéu nay duoc thuc hién bang cach no haoi tv van mét
nGt bootstrap hodc két ndi ngau nhién véi mot nat la. Tiép
theo, d€ dugc chdp nhan tir X;, A yéu cau mot cau dé. Sau
khi A giai cau do cda X;, n6 sé duoc cdp mot thé bai. Token
nay duwoc st dung dé chirng minh A dwgc chdp nhan dé
ti€p tuc v6i nat cha clia

Xi:A— X Ky (request)

Xi—A: TS, (K, TS; - Ry), (puzzle)
MAC(KA™ - TS, Ry, Ky )

A— X Ky RTS, MAC(K," - TS, - Ry, Ky)  (solution)

Xi— A D, TS, MAC(K,™ - TSy, Ky, yit) (token)

Néu A trd Ioi cau héi dang A sé dugc X; clp thé bai
(token) dé cho phép A két ndi ti€p téi nat cha clia nd. Qua
trinh duwoc thie hién dé quy cho téi khi A dat téi nat géc,
IGc nay nat g6c sé cap token cudi cung va cdp dinh danh
chonut A

X;— A ID,, TS;, Sig(IDoK," - TS;, Kyo)

(Ks" khéa cdng khai cda nat A; ID, dinh danh nat A; TS
dau thoi gian; R, gia tri ngau nhién dwoc nat goc tao ra
trong phién cép dinh danh, K, 1a khoa bi mat ctia nat géc,
MAC(x, k) mé& xac thwc ban tin x vgi khoa k). Sau khi nhan
duoc token tr gbc, A ¢6 gang két néi véi mang dung dinh
danh duoc root cdp & vi tri dugc xac dinh béi giao thic
dinh tuyén Chord_DHT.

Binh danh cua A: ID, = h(K}.R,), trong dé R, la gia
ngau nhién duoc sinh bdi nat géc.

Dé két ndi, A phai chitng minh véi hang x6m twong lai
dinh danh ctia n6 da dwgc chap nhan béiroot X.

3.2. M6 hinh héa danh gia hiéu nang

ACS duoc thiét ké dé han ché cac cudc tan cong Sybil,
khdng phong ngira chiing. Cac cudc tdn cong Sybil van co
thé xay ra, nhung rat ton kém. Cé hai kich ban tdn cong
dang quan tam: khi ké tan cong la thanh vién clia ACS va
khi n6 khéng la thanh vién.

3.2.1. Kich ban tan cong ACS

Néu ké tan cong la thanh vién ctia ACS, nd co thé lgi
dung tinh wu viét clia vi tri nay. Thay vi yéu cau dinh danh
méi phai duyét qua toan bo cay, ké tan cong co thé phat ra
cac thé (token), lam gidm s6 cau do can phai giai. Mot cudc
tan cong nhu vay c6 thé dé dang bi phat hién bai cha me
clia ké tdn cong bang cach quan sét ty 1& yéu cau thé token.
Néu ty Ié nay vuot qua ngudng xac dinh trudc, nat dugc
phat hién bi cat khéi cay cung toan bd nhanh. Béi vi qua
trinh gia nhap xay ra tai mot 14 ngau nhién, s6 lvong yéu
cau tham gia trung binh khi quan sat tai nat phu thudc vao
ty 1é gia nhap trung binh chung va dé cao cla nat trong
cdy. Biét duwgc thdng tin nay gilp cho moi nat trong hé
thong xac dinh gia tri cla ngudng nay. Giai thuéat loai bd
toan b cay con vi khdng thé xac dinh duoc nit nao 1a hop
phép. Sau khi loai bé cac nut tir cay, nhiém vu tiép theo la
day chiing ra khéi mang P2P, root don gian chi can phat
quang béa thdng béo thu hoi cac ID chira tién t6 clia cay
con. Sau khi nhan dwgc thong bao nay, cac nat loai bd khoi
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bang dinh tuyén cia minh tat ca cac nut c6 tién td nhu vay
trong dudng dan ctia chang.

Ké tan cong khong phai la thanh vién clia ACS cé thé
dat dugc dinh danh cham hon. Mdi lan yéu cau ID no sé
dwoc yéu cau duyét toan bd cay cho dén khi téi nat root.
Chi phi mot niit bo ra dé giai toan bo cac cau do trén toan
bd cay doc duong di rat Ién, nhat la khi kich thwéc cla
mang Ién téi hang 1.000.000 ndt. Vi vy viéc tan cong dé
lam chd mét phan ID cha mang la rat khé tham chi la
khong thé.

3.2.2. M6 hinh hoa danh gia hiéu nang

Trong phan nay, viéc danh gia hiéu nang ctia mé hinh
ACS thong qua tham s6 chi phi (thoi gian) dé ké tdn cong
cé dugc mot phan nhd dinh danh clia mang P2P (10% s6
nut trong mang P2P). Qua phan tich cho thdy ké tdn cong
phai tiéu tdn mot khoang thoi gian dang ké dé lam chu
dugc mot phan nhé dinh danh clla mang ngang hang

M6 hinh hoa hé théng: Mé hinh gia dinh rang cac nat
hop phap dén mang theo phan phdi Poisson véi téc do dén
Ag. Bay la mot gia dinh phé bién duoc sir dung dé mo hinh
héa céac yéu cau trén may chi khac nhau. Thoi gian s6ng
clia nat dugc phan phdi ham m voi gia tri trung binh p,,
mang cé kich thuoc N nuat. Cudi cung, do kho cda cau dé
duoc do bang thoi gian can thiét dé giai quyét no t. Gia st
rang ké tdn cong c6 nang luc tinh toan bang nang lyc trung
binh clia nguoi dung hop phap. D€ phan tich sitc manh ké
tdn céng, md hinh si dung khai niém nhitng ké théng
dong véi cac nat tan cong. Vi du: néu ké tan cong co6 kha
nang tinh toan nhanh gap dé6i nguoi dung trung binh, né
duwoc xem xét nhu cé hai ké thong dong tan cong. Ké tan
cdng gilr lai dinh danh nat ma ndé c6 dugc trong mot thoi
gian vo han; bat c khi nao né c6 dugc mot ID, ké tan céng
ngay lap ttc sé ¢ gang dé c6 duoc mot cai khac. Theo cach
nay, mot ké tan cong c6 thé tich Ity nhiéu ID theo thoi gian.
o} trang thai 6n dinh s6 lvgng ndt trong mang:

N =2 * g (1)

DE c6 thé kiém soéat f phan cac nat trong mang P2P, ké
tdn cong sé phai yéu cau dat dwgc s6 dinh danh (ID): (%)'
Néu thoi gian dé mot n(t tham gia dwgc vao mang lat (lién
quan t6i do kho cla cau do) va cé n ké tan cong, toc dd dén
cla cac nat tan cong sé la;

A =(3) @

Thoi gian can thiét dé khéi dong mét cudc tdn cong
thanh cong:

N 3)
(1-DAa

Vi du néu xét mang cé kich thwéc 9000 ndat, dd kho cau
dd la 300s, véi s6 nit tdn cong la n = 1, néu mudn quan ly
10% ID cda mang thi nit phai mat khoang thoi gian 77 giv
(nhiéu hon 3 ngay), néu 4 ké tan cong muén lam chd 10%
cla mang thi mat khodng 20 gi¢. Néu tang s6 nat 1.000.000
nut va giam thoi gian gidi cau dé xudng con 3s thi thoi gian

tin cong=

Vol. 56 - No. 1 (Feb 2020) e Journal of SCIENCE & TECHNOLOGY | 37



CONG NGHE

P-ISSN 1859-3585 | E-ISSN 2615-9619

dé hoan thanh tan coéng téng I&n rat nhiéu va tham chi la
viéc tan cong khdng xay ra.

$6 cac nat va thi gian tan céng

SO nut trong mang P2P
9]
S
8

1000 ﬁ—'—0——0"
0 =
0 8 16 24 32 40 48 56 64 72 &0
Théi gian ( gi®’)
e=t===NUt tan cOng ( 1 ndt) Nt tdn cong ( 4 nat)

Hinh 6. Thoi gian tdn cng vao mang P2P
4, KET LUAN VA HUONG NGHIEN CUU TIEP THEO

Qua phan tich ly thuyét cho thdy mot s6 tan cong nhu:
Tan cong mao nhan (Sybil Attack), tdn cong che khuéat
(Eclipse Attack), tdn cong tir chdi dich vu, tdn cong chuyén
ti€p dit liéu, tdn céng dinh tuyén la cac moi de doa nghiém
trong toi bao mat hé théng P2P cé cdu tric. DE tang tinh
bado mat P2P, quan trong nhét la phai cha y cach thic gan
dinh danh ID cho nut khi tham gia I6p phu P2P va cach
ngudi dung kiém tra tinh hop Ié clia cac nodelD va xac thuc
chl s& hitu cta ching. M6 hinh cép dinh danh phan cap
dua ra vai muc dich ngan chin tan cong Sybil sao cho mdi
nut gia nhap mang duoc cdp mot dinh danh duy nhét va
bao mat, han ché t6i da viéc st dung dinh danh gid mao
tdn cong vao Chord_DHT. Qua phén tich cho thdy ké tan
cobng mudn lam chd mdt phan nhd clia mang cling phai
mat khoang thoi gian rat dai va tiéu ton rat nhiéu cong sic.
Trong trwong hop kich thwéc clia mang Ién thi viéc tan
cong Sybil gan nhu la khong thé.

Tuy nhién hién nghién cttu dang dé thaoi gian tiéu tén
khi mét nat gia nhap la nhv nhau, trong thuce té viéc giai
cau dé dé dat dwoc dinh danh clia cac nat la khong déng
nhét vi vay viéc md hinh héa can phai tinh t¢i ca yéu t6 do.
Hon nita néu st dung mdt may chi dan toi dé xay ra 16i
diém don vi vay viéc sao lvu dir liéu tlr root ra mét sd may
cht cting la huéng nghién cru can thiét dé nang cao do tin
cay va gilp can bang tai cho cac may chil trong viéc cap
dinh danh.
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