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BAO MAT ANH DUA TREN HOP THAY THE

VALY THUYET HON BON

IMAGE ENCRYPTION BASED S-BOX AND MULTI CHAQS

TOM TAT

Bai bao dé xuat thiét ké hdp thay thé S-box mdi sk dung Triangle-Chaotic
(TCM), Logistic 1D cai tién. D& xudt phuong an bao mét anh dung ham Chaos 2D
cross dé xao tron vi tri diém anh, thay doi gia tri diém anh s dung S-box va
Logistic 1D. St dung cAc tiéu chudn dénh gia chat lvgng anh bao mét dé kiém tra
phirong an dé xudt, két qua chi ra phuong &n dé xuét dam bao yéu cau.

Tur khoa: Chaos, S-box, Logistic, Triangle-Chaotic(TCM), b&o méat anh, hdp
thay thé.

ABSTRACT

In this paper, a new S-box is proposed base on combination Triangular
Chaotic Map (TCM) and improved 1D Logistic Chaos. Then the shuffled image is
used by 2D cross Chaos, diffusion of image pixel using S-box and Logistic 1D.
After analysis and test, the algorithm satisfies the requirments of safety image
encryption.

Keywords: image encryption, S-box, 2D cross map, Triangular Chaotic Map
(TCM), 2D Cat, Improved 1D Logjistic.
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1. GIOI THIEU

Trong nhitng ndm gan day ly thuyét hon don (Chaos) va
hop thay thé (S-box) dwgc dé xudat va st dung nhiéu trong
bado mat néi chung va bdo mat anh néi riéng. Bac tinh clia
Chaos la: tao ra cac chudi s6 ngau nhién, nhay cam véi cac
tham s6 dau vao nhu gia tri khéi tao va cac tham s6 diéu
khién. Nhiéu hé théng bao mat anh duwa trén cac ham
Chaos khac nhau, ham Logistic [1-3], Barker [4], Arnold [14],
Ikeda [8]; viéc két hop S-box va Chaos trong bdo mat anh
cling da dugc nghién ctru. Thiét ké S-box cling duoc nghién
clru nhiéu: Chen dé xuat phuong an thiét ké S-box st dung
ham Baker 3 chiéu [4]; Muhammad Asim s dung ham
PLCM dé tao ham S-box[5]; nam 2013 Mona Dara va
Koorous Manochehri dé xuat phuong an thiét ké S-box dva
trén khoa bado mat va ham Logistic [11]; Cristian-lulian
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Rincu, Vasile-Gabriel IANA 2014 két hop nhiéu hé thong
Chaos la Logistic, Tent, PLCW khac nhau dé tao ra S-box [9];
F. J. Lumal dé xuat phrong an tao S-box str dung mot s6
ham Chaos 2D cross, 2D logistic va 2D Cat dé tao S-box [14].
Bai bao dé xudt phuong an st dung ham Triangle-
Chaotic Map(TCM) [12] va Logistic céi tién [13] dé tao S-box.
S dung ham Chaos 2D cross dé thay déi vi tri diém anh,
thay déi gia tri diém anh str dung S-box va Chaos Logistic
1D. St dung céc tiéu chuan danh gia chat lvong anh bao
mat dé kiém tra phuong an dé xuét.
2.COSOLY THUYET
2.1.2D Cat

Ham 2D Cat st dung theo céng thic sau:

{Xi+1:(xi+a*yi+1)

—(b*x.+(a* (1)
Yin=(0*x +@*b+1)%y;)

Trong dé: a va b la hai tham s6 diéu khién, (x,y) va
(Xie1,Yier) 12 gid tri tht i va i+1. Chaos nay duoc sir dung dé
xao tron vi tri diém anh theo cong thirc (2), véi (x,y;) va
(Xie1,Yier) 12 Vi tri di€m anh thir i vai+1, N 1a dé réng anh.

{Xm =(x; +a*y,,)mod N @)
Vi=bO*X +(@*b+)*y,) mod N
2.2. Logistic map

Ham mét chiéu logistic dugc biéu dién nhu sau:

o = 2%, *(1-X,) €)

Trong dé: x, la gia tri th* n, x,<[0; 1]; a la tham s6 diéu
khién gia tri ae(0; 4], khi ae(3,6; 4], thi ham Logistic tr&
thanh ham Chaos.

2.3. Logistic map cai tién [13]
Ham Logistic cai tién dwoc biéu dién nhu sau:

Xn =L(e,%,)* G(m) —floor(L(«, X,,) * G(m)) 4

Trong dé:

{L(a,xn) = a*x, *(1-x,) (5)
Gm)=2" meZ', m=>8

G(m) la ham diéu chinh véi tham s6 diéu chinh m. Gia tri
m cang Ién dac tinh chaos cang duoc thé hién rd. Ham floor
duoc str dung dé dam bao gia tri clia x, [0; 1].
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2.4, Triangle-Chaotic Map(TCM) [12]

Ham Triangle-Chaotic Map [12] biéu dién nhv sau:
(t*x,*(1-x,))mod 1 nmod 2 =0
{(z*,b’*xn)modl nmod 2 =1

©)

T

Trong dé: x, la gia tri thi n, x,€[0; 1], t va B la tham s6
digu khién gia tri te(0; +oo], B 1a 6 18 va B [3; 99].
2.5.2D cross

Ham 2D cross duoc bidu dién nhu sau:

{Xiﬂ = 1_ /uyz

, -1 1 7
Y., =cos(k.cos™x,) xye[1] )

Trong d6: u va k la 2 tham s6 diéu khién doc lap, x, va
Xneq 12 gid tri th i vai+1. Khi p =2 va k = 6 thi hé théng tré
thanh hé théng Chaos ddng c6 tinh bao mat cao [8].

3. BE XUAT MO HINH MA HOA VA GIAI MA ANH

3.1. M6 hinh ma héa: So d6 méa hda anh dé xuat trén hinh
1, qua trinh ma héa (bao mat &nh) dugc chia lam 3 buéc véi
chiic nang khac nhau, st dung ba KEY khac nhau dé ma
hda cho tirng buéc.

Buorc 1. Thiét ké S-box st dung KEY1, 2 ham Chaos la TCM
va Logistic cdi ti€én dugc ti€n hanh theo cac buéc nhw sau:

Bwoc 1.1: Thiét 1ap cac gia tri khdi tao cho cac ham ngau
nhién TCM (6) va Lo (4). Tién hanh chay cac ham TCM va
Logistic cai ti€n N gia tri trong d6 N la hang s6. Thu duoc 2
chudi s6 TCM(L...N) va IM(L...N).

KEY! KEY2 KEY3

Sbox A
(Thay doi gt
clia day)

Thaydéivi

Ao g (Mhay gt || thobing vicit Y Adhmibis

Pixel)

Hinh 1. So d6 mé& héa anh
Bwoc 1.2: Lay 2 gia tri TCM(N) va IM(N) lam gia ban dau
dé khoi tao ham TCM va Logistic cai tién mot lan ta thu
duoc TCM(1) va IM(L).
Budc 1.3: Chuyén gia tri ciia TCM(1) va IM(1) sang dang
s6 nguyén khéng dau 8 bit. Theo cong thiic sau:
numl=mod(TCM(1) *10'),256)
num2 =mod(IM(1) *10*),256)

Bwdc 1.4; Thyc hién XOR 2 gia tri

Num = num1 XOR num2

Budc 1.5: Ki€ém tra gia tri Num véi cac phan tir da duoc
Ity trong S-box. N&u Num khong triing voi gié tri nao nam
trong S-box thi Num sé dwgc thém vao S-box. Néu trung
vGi gia tri nao thi Num sé bi loai bé.

Buwoc 1.6: Quay trd lai thue hién tir buéc s6 1.2 cho dén
khi S-box day da cac gia tri tr 0 dén 255.

®)
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Budc 1.7: Qua trinh thay thé gia tri clia cac diém anh st
dung S-box nhu sau:

Gia tri clia tlrng diém anh dau vao (8 bit) tach thanh
hang (H) gébm 4 bit cao va cét C gom 4 bit thap.

Thyc hién tim hang va c6t méi theo cdng thirc (2) trong
do H twong (ng vaéi x va C twong ing véi y

Dwa vao gia tri hang va cdt méi tra bang S-box ta tim
duwoc gia tri thay thé.

Ma tran cla &nh gbc dau ra S-box la Py, v&i M s6 hang,
N so cot

Buwdc 2: St dung ham 2D Cross véi khda KEY2 dé tién
hanh x&o trén vi tri cdla hang va xao tron vi tri ¢t theo thuat
toan sau:

X&o tron vi tri clia hang theo cac buéc sau;

Buwoc 2.1: KEY2 c6 gia tri khéi tao Xo, Yo, 1 =2 vak = 6.
Tién hanh 13p K lan theo cong thirc (7) (voi gia tri K = (100
XOR S-box(16,16)) ta thu dugc day tam X0 = {X;, X,,...Xc},
tam YO = {y,, V,...Yx} Ti€p tuc ldp theo cdng thirc (7)
voi gia tri khéi tao m6i 1a X, = X, Yo = Y« thu duoc déy
X0 = {Xy, X,... %} YO = {y4, Vau...¥n} (VOI N 12 s6 cOt clia anh,
X # X vay, #y;voi Vi, j)

Budc 2.2: S&p xép day X0, YO theo thit ty ting dan (tinh
hang ctia cac x; va y) ta dwgc 2 ddy méi twong tng M_X0 =
{z1, 25,...2:} va M_Y0 ={g,, 9,,...9\}. Tao ddy Mx va My luu
hang ctia x; vay..

Budc 2.3: Xao tron hang 1 theo day Mx, x&o trén hang 2
theo day My. Ti€p tuc lap tir buéc 2.1 dén buwéc 2.3 dén hét
cac hang.

X&o tron vi tri clia cot theo cacbuéc sau: Twong tw nhu
cac buéc clia hang.

Ké&t qua dau ra budc 2 ta cd ma tran Gy,

Buwdc 3: Thuc hién thay doi gia tri cac diém anh dwa vao
ham Logistic theo thuét toan nhu sau:;

Buwoc 3.1: TWr gia tri KEY3 ta co gid tri khdi tao a va x,, tién
hanh 1ap K lan theo céng thtc (3) (v6i gia tri K = (100 XOR
Guxn (M,N)) ta thu dwgc day X0 ={xy, X,,...X¢}

Buwoc 3.2: Lay gia tri xc & bwéc 2 lam gia tri khéi tao x,.
Thuc hién ham (3) N lan ta thu dwoc chudi ngau nhién
P(Py.-.-Py)-

Buwdc 3.3: Tai hang 1: c&c vi tri cling twong Gng la
(p1..-Pn), VOI tiing gid tri p;, cac phép todn ma héa sau:

GiatrictaP,
Pe (O; 0,3]

Phép ma héa tvong (rng
MOD((p*10"), 256) XOR Gy, 4y (i.j)

P €(0,3;0,6] | NOT(MOD((pi*10%), 256)) XOR Gy (i.])

P (0,6;1) | MOD((p;*10%), 256) XOR NOT(Gy x (i.]))

Lap lai buéc 3.2 véi gia tri khai tao x, = py dén hét hang
cudi cung.
3.2. Qué trinh gidi ma: cac butc nguoc véi qué trinh ma
hda anh.
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4. KET QUA VA DANH GIA olt]2]3]a]5]6]7]8]9[10]11]12]13]14]15
K&t qua anh ma héa va giai ma: 22 181012] 66| 233|231 177] 129 4 | 73 | 146|226 |60{ 19|58 51
Viéc thuc hién thuat toan dé xudt duoc tién hanh trén 87[203)45[196] 161| 63 | 154 33 [112] 143|188 [ 239| 1 [49]43] 3

anh lenajpg, BVBjpg, chelseajpg. khéa ma héa cho cac |2 [206(98|80 230 149|107 57 | 244 |132] 71 | 166| 37 |172/113201] 15

KEY nhu sau: 64 (85| 2 [119] 225|134 | 254 52 |16 27 | 40 | 167 |187201]220] 6
KEY1:%,=0,345,t=4;f =13;m =9, 0, = 3,7890123456; 78]69]65251] 76 | 171] 35 [163] 5 | 23 | 127] 74 [208[55 61| 75
KEY2: %= 0,345, y,=-0,5678901234; 90 [126[238[179] 20 |253] 217|142 [189] 67 [110] 81 [o49fo50] 47133
KEY3: %= 0,345; 0, = 3,9012345678,; 153190(136| 94| 56 [ 109] 79 | 95 |50 31 | 92 | 29 [227224198] 182

~ Hinh 2 anh lena tre6c, sau ma héa va giai ma dang theo |7 /1g]68 |205[221| 141 240| 237 86 [123] 46 | 12 | 202[178] 62| 77| 194

cac khoa ¢ trén hag1211193[ 25| 151| 93 [ 138 [ 162 (124 185| 8 |213]16] 096|247 176

100 18|26 [104] 17 [ 155 245 169 [128] 246 | 91 | 145 [255]147]235| 82

10[209[130236(184] 243 | 223 38 [ 170|59] 111 | 21 | 9 |140fz8slts2| o

11(70[28 174/ 84| 48 | 42 | 34 | 32 |41]173] 120] 13 |52242]218] 158

12| 24 [180p32]216] 10 | 54 [192]115| 7 | 210 200] 229 |175260] 30| 97

131252281183[215] 199 | 103 | 211 | 195 | 99| 53 | 108102 |114157] 89 | 150

1411312071106 72| 36 | 241|156 | 144 |122] 88 | 117]234 [191[265[148| 39

15] 44 [164] 11 [118] 214 | 204 | 197] 139 |137) 135 | 222 14 |105] 83 [159] 229
Khi thay doi lan luvgt cac gia tri trong khoa KEY1 voéi gia

tri KEY1 khac nhau. Gia tri khéi tao x, méi

X, = 0,34500000000001 hoic t = 4,00000000001 gié tri p = 13

sang B = 15 gia tri m = 9 sang m = 10, a, = 3,7890123456

thanh o, = 3,7890123455 ta déu thu dwoc cac Sbox khac

nhau dan dén giai ma déu khong chinh xac.

- Do nhay &nh giai ma voi cac khoa:

KEY2 thay d6i gia tri y, = -0,5678901234 thanh
Yo = -0,5678901235 , KEY3 thay d6i a, = 3,9012345678
thanh a,=3,9012345679 thi két qua gidi mé sai.

Phan tich Histogram

Historgram phan anh phan b6 théng ké gia tri clia cac
diém anh, anh bdo mat t6t histogram cé phan bé Qéu.
Histogram cla anh trwéc va sau ma hoéa trén hinh 3; Anh
sau ma héa phan bé twong doi dong déu.

=m |

Ol NfoojO|B|lwW NI, |O

T |

=a a =g

Histogrz;lm anhlena.jpg

=g

=
= .
=

Anh gii ma diing

Hinh 2. Anh lena,jpg tru6c, sau ma hoa gidi ma ding

Phan tich d6 nhay ctia khéa: phan tich d6 nhay cla
khda S-box va dd nhay &nh gidi mé véi cac khoa.

- Phan tich do nhay ctia khéa S-box: Thuat toan st dung
b6 khoa KEY1 dé tao Sbox. KEY1: x,, t, B, m va a,. M6 phdng = = ==
str dung tham s6 sau: KEY1: x,= 0,345;t=4; 3 =13;m =9, Histogram anh lena.jpg sau mé héa
0, = 3,7890123456; ta thu dwgc S-box co gia tri nhw sau:

Hinh 3. Histogram &nh trude va sau ma hoa
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Phén tich tvong quan [13]

Cac diém anh lan can nhau ctia anh géc thuong cé hé so
trong quan cao. Anh sau ma héa yéu cau hé sé tweng quan
giam t0i thi€u. Cac tham s6 hé sb tuong quan theo chiéu
ngang, chiéu doc va chéo dugc diing dé danh gia chat lugng
clia anh sau bao mat. Trong bai béo st dung 5000 diém anh
dung dé tinh trong quan theo céng thirc (9).

Bang 1 chi ra hé s6 tvong quan gilra &nh g6c va anh ma
héa.

13 13 2
E(X):Ngxi; D(x):ﬁg(xi—E(x)) )
cov(x,y)

1 N
cov(X,Y)Zgg(Xi—E(x))(yi_E(y)); K :W \P(y)

Bang 1. Bang hé s6 twong quan gitra anh gdc va anh ma héa

Anh Treéc mé héa Sau khi ma héa
Chieu Chiéu doc Duqng Chitungang | Chigudoc | Buong chéo
ngang chéo
}:ga. 0,91385 [ 0,95154 | 0,88882 | 0,008512766 |-0,0017926 |0,003373747
ij\gB' 0,95353 [ 0,964006 |0,93004 | -0,00490436 |-0,0167341 |0,001614163
Chelsea.
ing 0,95275 095651 | 0,92247 | -0,0122402 |{-0,0158240 |-0,00656629

NPCR danh gia su thay d6i gitra cac pixel [10]

NPCR duwoc sir dung dé danh gia sv thay doi gira anh
gbc va anh méa hoéa. Ta c6 anh goc va anh ma hoéa la C1 va
C2 tuong tng. Binh nghia mang 2 chiéu D ¢6 kich thuéc
twong ¢’ng voi C1 va C2. Gia tri D(i,j) dugc xac dinh tlr cac
gia tri ciia C1(i,j) va C2(i,j) twong (*ng theo nhu sau:

Néu C1(ij) = C2(ij) khi d6 D(i,j) = 1; C1(i,j) # C2(i,j) khi
do D(ij) =0;

Tham s6 NPCR dugc dinh nghia nhu sau:

NPCR = 2.P()

M*N

Trong d6 M va N la kich thuéc clia &nh. Gia tri cdla NPCR
cang lén d6 bao mat anh cang cao trwong hop ly tuéng
NPCR = 1.

Bang 2. C4c gié tri NPCR v6i mot s6 anh mau

(10)

Anh Gid tri NPCR

Lena,jpg 0,996398925781250

BVB.jpg 0,995614814814815

Chelsea,jpg 0,996133609693878
5. KET LUAN

Qua céac két qua danh gia & trén phuwong an bao mat
anh dé xuat dam bao yéu cau cla anh bao mat. Khéng gian
khda &nh bdo mat Ion, dac biét c6 khéng gian khda KEY1
dung tao S-box st dung Triangle-Chaotic Map va Logistic
cai tién rat lon.
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