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XAY DUNG HE THONG IEU KHIEN VA GIAM SAT SCADA
CHO DAY CHUYEN SAN XUAT QUA MANG INTERNET

TREN CO SO PLC S7-1200

BUILDING UP A SUPERVISED AND CONTROLLED SCADA SYSTEM
FOR PRODUCTION LINE THROUGH INTERNET BASED ON PLC S7-1200

TOM TAT

Internet dang ngay cang md rong véi nhitng khéi niém nhu cdng nghé s6,
0T (Internet of things), cudc cach mang cong nghiép lan thi 4. Digu nay da anh
hwéng rét nhiéu dén Iinh vyc ty dong hda hién nay, d6i véi viéc yéu cau giam st
va digu khién hé thang tir xa qua dién thoai thdng minh, may tinh bang hay qua
cac trinh duyét web. Viéc ing dung hé thong giam st diéu khién SCADA tir xa
cho day chuyn san xuat Ia mét trong nhitng cdng cu ho tro thiét thic cho cac
cng ty trong viéc dieu hanh hé thong san xuét. Bai bao nay dé cap dén van dé
xdy dung hé thong didu khién gidm sat SCADA cho day chuyén san xudt qua
mang Internet trén co s PLC S7-1200.

Tir khoa: Day chuyén san xudt, PLC, WinCC, Webserver, Internet.

ABSTRACT

The Intemet is expanding with concepts such as digital technology, the 10T
(Internet of things), the 4th Industrial Revolution. This has greatly affected the
current automation field, requiring remote monitoring and control over
smartphones, tablets and web browsers. The application of SCADA remote control
for the production line is one of the practical support tools for companies in
operating the production system. This paper is about building up a supervised and
controlled SCADA for the production line over the Internet based on PLC $7-1200.
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1. MG DAU

Ngay nay, khoa hoc cong nghé dang phat trién véi toc
do rat nhanh. Bong thoi Internet dang ngay cang mé rong
voi nhitng khai niém nhu cong nghé s6, 10T (Internet of
things), cudc cach mang cong nghiép lan th 4. Biéu nay
da anh huwéng rat nhiéu dén Iinh vyc ty dong héa hién nay
déi voi viéc xay dung hé théng giam sat va diéu khién
SCADA tlr xa cho day chuyén san xudt dé dem lai hiéu qua

66 | Tap chi KHOA HOC & CONG NGHE @ S8 49.2018

Nguyén Birc Dién’,
Tran Ngoc Son, Nguyén Cao Cudng

san pham tot nhat. Tai liéu [1] da thiét ké Iap trinh PLC S7-
300 va xay dwng hé théng giam sat diéu khién SCADA cho
day chuyén trén WinCC qua mang MPI clia PLC. Két qua [1]
cho thdy WinCC giam sat va diéu khién day chuyén san
xuat véi khoang cach gi¢i han trong pham vi hep mang
MPI. Nham ting khoang cach giam sat va diéu khién day
chuyén hé thdng, tai liéu [2] da xay dung hé thdng giam sat
va diéu khién SCADA tlr xa qua internet trén c& s& st dung
cong cu Web Navigator clia WinCC, khéng tryc ti€p qua
PLC. Két qua [2] cho thay kha nang truy cap hé thdng gidm
sat va diéu khién day chuyén san xuat phai st dung may
tinh véi hé diéu hanh Window c6 cai dat cong cu “SIMATIC
WinCC/DataMonitor Client”, diéu nay cho thay [2] khoéng
thé thuc hién viéc giam sat va diéu khién trén dién thoai
Smart Phone hay may tinh bang. Céng trinh [3] dad xay
dwng hé théng mang truyén thong Ethernet gitta PLC S7-
1200, bién tan va man hinh HMI. Tuy nhién pham vi diéu
khién va giam sat cta hé théng mang nay la hep (mang
LAN), hon nira la [3] phai trang bi thém man hinh HMI.

Bai bao sé xay dung hé théng diéu khién giam sat hé
thong day chuyén san xuét qua mang Internet trén cé s&
truyén thong PLC S7-1200. Nguoi dung truy cap hé thdng
diéu khién giam sat tir thong qua cac trinh duyét web trén
cac thiét bi nhu may tinh, may tinh bang, dién thoai
SmartPhone & bt ci dau néu thiét bi do c6 két néi Internet.
2.DOI TUONG NGHIEN CUU

DPé nghién clru mot day chuyén san xuét ty dong, bai
bdo chon ddi twong la mot day chuyén san xuat thic dn
chan nudi.

Quy trinh cdng nghé day chuyén san xuét thirc an chan
nu6i minh hoa nhw hinh 1. Nguyén liéu dé ché bién thirc an
dwoc cdp tir 2 nhanh, méi nhanh nguyén liéu sé duoc dua
vao bon chira riéng biét. Trén cac bon chira nay c¢6 cac cdm
bién dé xac dinh khdi lvgng thanh phan ham lwgng chat
dinh dutng, sau khi da xac dinh xong thi nguyén liéu sé
gua bon tron. Bon tron lam viéc theo chuong trinh da lap
trinh san, sau mot khoang thoi gian thi hdn hop nay sé
dugc xa ty dong xubng bon chita dé bé sung thém thanh
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phan vi lvgng. Sau khi da can du khéi lugng, Loadcell sé tac
dong dé hén hop nay vao bdn nghién. Sau do hén hop nay
dugc chuyén qua 10 sdy. Lo sdy cling lam viéc theo chuong

mém TIA PORTAL dung dé Iap trinh PLC S7-1200 va thiét ké
giao dién diéu khién giam sat trén WinCC. PLC S7-1200
dugc két nGi véi Router co két ndi Internet, qua dé ta co thé

trinh d& 1ap trinh s&n, sau khi sdy xong thirc an sé dugc cho
xubng bang tai va duvgc déng bao ty dong.
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xay dung hé théng diéu khién giam sat SCADA qua mang
Internet, va c6 thé truy cap hé théng bang cac thiét bi nhu
may tinh, dién thoai théng minh, may tinh bang qua trinh
duyét web.

3. XAY DUNG HE THONG DIEU KHIEN GIAM SAT TREN
INTERNET TREN CO SO PLC S7-1200 CHO DAY CHUYEN
SAN XUAT THU'C AN CHAN NUOI

3.1. Xay dvng hé théng giam sat diéu khién trén WinCC
qua mang LAN

Day truyén san xudt duoc diéu khién béi thiét bi diéu
khién PLC S7-1200. Sau khi lap trinh trinh churong trinh diéu
khién PLC, tién hanh xay dwng hé théng giam sat va diéu
khién trén WinCC. Cau hinh hé théng trén phan mém TIA

Hinh 1. So d6 cong nghé day chuy@n san xuat thic &n chan nudi

Bai bao s dung thiét bi diéu khién la PLC S7-1200 hang
Siemen, mot thiét bi duoc tich hgp kha nang truyén théng
manh mé&. Mot trong nhirng tinh nang néi bat clia PLC S7-
1200 dé la Webserver. S7-1200 cé tich hop céng truyén
thong PROFINET, va c6 muic gia phu hop da lam cho no tré
Ién ph6 bién va tinh nang Webserver ciing dwgc khai thac
manh mé. Vi tinh ndng Webserver, ta co thé diéu khién va
giam sat hé théng bang céc thiét bi di ddong hay may tinh
bang c6 hd tro két ndi mang. Diéu nay cho phép ban co thé
truy cap vao hé théng moi lic moi noi. Hé thdng giam sat
va diéu khién day chuyén san xuét thirc an chan nudi qua
internet cé cau tric nhu hinh 2.

PROFINET

<html>

Industrial Ethernet

Yy

Hinh 2. C4u tric hé thong giam sat va diéu khién dy chuyén san xudt qua
Internet

C4u trac hé thong bao gbm: PLC S7-1200 dlng dé diéu
khién day chuyén san xut, may tinh dwoc cai dat phan

PORTAL nhu hinh 3, bao gém PLC S7-1200 va WinCC.
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Hinh 3. Cau hinh hé thong truyén thdng PLC - WIinCC trén phan mém TIA

PORTAL

DE thiét lap két noi gitra WIinCC va PLC S7-1200, céan
khai b&o cac bién qua trinh hay con goi la cac Tags lién két.
Hinh 4 m6 ta bang céac bién qua trinh.

"TIEIE

Default tag table
Name Data type Address Retain  Visible.. Acces...
[ CHE_DO_A | Bool &) %10.0 v ™ ™
@ L Bool %10.3 ] ™
3 g0 START Bool %10.4 )] ™
4 @ stop Bool %10.5 ™ ™
5 4 CHE_DO_B Bool %10.7 ™ ™
6 4@ CHAY_BTI Bool %I1.0 ™ ™
7 40 DUNG_BTI Bool %I1.1 ™ ™
8 40 CHAY_BT Bool %I1.2 ™ ™
9 |41 DUNG_BT2 Bool %I1.3 )] ™
10 40 MO_VAN1 Bool %I1.4 ™ ™
11 40 DONG_VAN1 Bool %I1.5 =) ™
12 40 CHAY_DCR Bool %I1.6 ™ ™
13 40 DUNG_DCR Bool %I1.7 )] ™
14 40 MO_VAN2 Bool %I2.0 ™ ™
S = e = =

[<]

Hinh 4. Thiét Iap cac bién qué trinh
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Giao dién giam sat va diéu khién duoc thiét ké thanh
b6n giao dién: “GIAO DIEN CHINH" la giao dién chinh cla
chwong trinh minh hoa nhu hinh 5; “SO DO KHOI” |a so' d6
khoi hé théng day chuyén san xudt; “SO DO TRON” la giao
dién cong doan bon chita va trén (Hinh 6), “SO DO NGHIEN”
la giao dién cdng doan nghién, sdy va van chuyén (hinh 7).
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Hinh 5. Giao dién chinh chuong trinh

3.2. Xay dung hé théng giam sat diéu khién qua mang
Internet

Xay dwng hé théng giam sat va diéu khién trén Internet
duoc thuc hién qua cac budc sau: thiét ké giao dién web,
kich hoat tinh nang Webserver PLC S7-1200, dang ky tén
mién (hay host), cau hinh NAT trén modem.

Buwadc 1. Xay diwng giao dién giam sat va diéu khién trén
Web

Sir dung phan mém “Notepad++” dé soan thado cac
trang web, sau do lvu dwéi dang .html. Xay dyng hai giao
dién giam sat diéu khién chinh: mét giao dién cho qua trinh
tron (hinh 8); mét giao dién cho qué trinh nghién, sdy va
van chuyén (hinh 9).
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Hinh 7. Giao dién giam sat va diéu khién qua nghién, sdy va van chuyén
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Hinh 8. Chuong trinh giao dién web qua trinh trdn trén phan mém
“Notepad++"
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Hinh 9. Chuong trinh giao dién web qua trinh nghién, sdy va van chuyén
trén phan mém “Notepad-++"
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Buwéc 2: Cau hinh Webserver cho PLC S7-1200.

Kich hoat chitc ning Webserver bang cach chon thudc
tinh “Activate web server on this module”, dinh kém thuw
muc web da tao trén buwéc 1 tai muc “HRML directory” nhu
hinh 10. Ngoai ra ching ta c6 thé tao tén nguoi ding, cdp
guyén truy cap va mat khidu dé dang nhap. Sau doé tién
hanh dowload cdu hinh xuéng CPU, khi d6 chi cé nhitng
tén nguoi ding duoc cdp quyén méi cd thé truy cap chiic
nang Webserver véi cac chirc nang dugc chi dinh.

igProperties %1} Info %! Diagnostics

General

) General
) PROFINETinterface
» DI14IDQ10
» A2 @ Enable Web server on this module
) High speed counters (HSC) O Permit access only vith HTIPS
» Pulse generators (PTO/PWM)

Startup

Web server

Automatic update

Cycle
Communication load i
System and clock memory [ v Enable

’ ! Update interval: |10 s

Time of day

Protection
User-defined Web pages

Connection resources
Overview of addresses

HTVL directory: | C:UserPages I |

Default HTML page: | indexhtm | \ |

Application name: |Myapp |

Status: |

Hinh 10. Chirc ndng webserver cliaPLC $7-1200 trén phan mém TIA PORTAL

Buéc 3: bang ky dia chi Web

Hién c6 rat nhiéu dia chi dang ky tén mién, bai bao nay
dang ky trén dia chi: www.noip.com. Va tao dia chi Web c6
tén la: https://dieukhien123.ddns.net

Buwéc 4: Cau hinh NAT trén modem

DE céc tram td cd thé truy cap duoc trén Internet, can
phai cdu hinh NAT trén modem. B6i véi modem TP Link clia
mang FPT truy cap dia chi http://192.168.1.1/. Sau khi truy

cap vao modem, chon Advanced Setup >NAT >Virtual Server
va thiét lap nhw hinh 11.

Quick
Start

Access
Management

Interface

Maintenanc
Setup olney

Virtual Server for : Single IP Account

1 =]

HTTPS . =
7cP [+]

Start Port Number : |80

Rule index
Application

Protocol

End Port Number : |80

Local IP Address : 192.168.1.101

Hinh 11. Cau hinh NAT trén modem

3.3.banh gia két qua

Tram ch( thie hién giam sat va diéu khién binh thuong,
tram t¢ trén trinh duyét Internet Explorer, nhap dia chi clia
trang Web may chu la https://dieukhien123.ddns.net. Xuat
hién hop thoai yéu cau user, pass minh hoa nhuv hinh 12.
Cac chirc ndng viing théng tin cu thé nhwu sau: “Start Page”
phan hién thi théng tin chung vé CPU ma nguoi diing dang
nGi; “Identification” hién thi théng tin vé cac san xuét clia
CPU; “Module Information” cung cdp thong tin vé céac
module lién két véi CPU; “Communication” hién thi tham so
CPU dugc két n6i bao gom: dia chi MAC, dia chi IP, dia chi IP
cai dat cho CPU; “Variable Status” cho phép nguei dung
giam sat va diéu khién cac viing nhé cltia CPU. “User Pages”
hién thi giao dién giam sat va diéu khién da thiét ké.

SIEMENS

» Start Page

General:
Station name: SIMATIC 1200 station_1
Module name: PLC_1
Module type: CPU 1214C DCDCDC
IP Address: 192.168.0.100

Identification
Diagnostic Buffer

Module
Information

suee  wwswsEEs wewwan
Communication
Status:

Operating Mode: RUN
Status: v OK

Variable Status

Data Logs

User Pages

Hinh 12. Giao dién d&ng nhap hé thong trén trang web

Truy cap “User Pages”, trang web hién thi giao dién diéu
khién va giam sat hé théng minh hoa nhw hinh 13, 14. Va
lic nay trén trang web, c6 thé giam sat va diéu khién hé
thong théng qua trang web.

T e swiknic o0 sisiontt K| W cuoinauKENG x |
€ 5 X |0 ntps

i Ungdung @ Cactabmoidong [ Suggested Sites
]

dieukhien123.ddns.net/awp/MyApp/cccchtm

Bugc Nhap tUE

SIEMENS

GIAO DIEN GIAM SAT QUY TRINH
SAN XUAT THUC AN CHAN NUOI

Quy Trinh Tron

CHAY_BT1 ¢}
CHAY_BT2 Cf
Mo_vant_cd

DUNG_DCTR|

q oo vati}

Hinh 13. Giao dién gidm sat va diéu khién qué trinh trdn trén trang web

S8 49.2018 e Tap chi KHOA HOC & CONG NGHE | 69



CONG NGHE

[,f oo SIMATIC 1200station 1 X | ] GIAODIEN DIEU KHIEN G X | 4
X | O https;//dieukhien123.ddns.net/awp/MyApp, “::Ce”\“m‘
i Ungdung /) Céctabmaidong [ SuggestedSites || BuocNhap tirlE
GIAO DIEN GIAM SAT QUY TRINH s I E M E N s
SAN XUAT THUC AN CHAN NUOI
Quy Trinh NGHIEN & SAY

CHAY BT3 C}
CHAY_DCS,

den: 0 bt3 0dcs: 0 van3: 0

Hinh 14. Giao dién giam sat va diéu khién qué nghién, sy va van chuyén
trén trang web
4. KET LUAN

Nhu vay badng cach khai thac s dung céng cu
“Webserver” clia PLC S7-1200 théng qua phan mém TIA
PORTAL da xay dwng dugc hé thdng giam sat va diéu khién
hé thdng day chuyén san xuat trén Internet. Két qua bai
b4o cho thdy cé thé sir dung cac thiét bi nhw may tinh,
dién thoai SmartPhone, hay may tinh bang dé truy cap hé
thong théng qua cac trinh duyét web, diéu nay rat thuan
tién cho viéc giam sat va diéu khién hé thong tir xa cla
ngudi quan ly va van hanh. Va dé xay dyng hé théng giam
sat va diéu khién hoan chinh ta cé thé xay dyng thém hé
théng thu thap dir liéu, thong bao bang tin nhan, 1ap bao
cdo, chuyén di liéu excel.
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