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NGHIEN CU'U UNG DUNG MA BCH XAY DUNG HE MAT

A SECURE NIEDREITER CRYPTOSYSTEM'S VARIANT BASE ON BCH CODES

TOM TAT

NGi dung bai bao dé xuét giai phap st dung ghép cac méd BCH thanh phan
qhém giam kich thuoc khoa clia hé mat mé dya trén ma. D& md rong kha nang stra
|6i clla ma BCH va (ing dung vao xay dung hé mét, bai bao st dung phuong phép
chuén syndrome giai ma méa BCH. H& mat d& xudt cd kich thudc khoa cong khai
giam 5,7 [an so véi hé mat Niederreiter trong dé xudt gbc 6 cing mic an ninh va
dam bao an toan chdng lai cac cudc tén cong cau trlc va tan cong gidi ma.

Tlr khda: Hé mat McEliece, hé mét Niederreiter, chudn syndrome, ma BCH,
hé mat dua trén ma.

ABSTRACT

In this paper, we propose a solution to merge BCH codes into chained BCH
codes and applications to build the cryptosystem. The proposed method reduced
the key size by 5.7 times compared to the Niederreiter cryptosystem at the same
level of security. The proposed cryptosystem guarantees security against
structural attacks and decryption attacks. At the same time, the article also
presented the norm-syndrome based decoding method of BCH code. This
method has increased the ratio of the number of syndromes that can be decoded
out of the total number of possible syndromes, extending the application range
of the BCH code.

Keywords: McEliece Cryptosystem, Niderrreiter Cryptosystem, Norm
syndrome, BCH Codes, Code based cryptosystem.
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1.DAT VAN BE

Hé thng ma hoa khéa cong khai hién nay hau hét dua
trén do khé clia cac bai toan ly thuyét s6 nhu bai toan phan
tich ra thira s6, bai toan logarit roi rac trén truong hiru han.
Két qua nghién clru clia Peter Shor ndm 1994 va thuat toan
tim kiém trén di liéu khdéng c6 cau tric clia Grover nam
1996 da cdnh b&o cac hé mat khoda cdng khai RSA,
ElGamal,... sé khdng an toan khi may tinh lugng t& véi quy
mo du 16n xay dyng thanh céng [1]. H& mat ma dya trén
ma McEliece dugc gigi thiéu nam 1978 [2]. Bay la so do hé
mat dau tién st dung tinh ngau nhién trong ma hoa. An
ninh ctia hé mat nay dya trén do khé cda bai toan giai ma
theo syndrome va da dugc chirng minh la bai todn NP day
dd [3]. Bé xudt ban dau st dung ma nhi phan Goppa va
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thuat toan gidi ma Patterson. Uu diém clia hé mat nay la
tinh bdo mat cao, thoi gian thuc hién ma hoa va giai ma
nhanh, yéu cau thiét bi thwc hién don gian. Hon nita, hé
mat nay duoc chitng minh la c6 kha nang chéng lai sw tan
cong lvgng tlr [4]. Tuy nhién, hé mat nay chua duogc ap
dung trong thuc té xuat phat tir nhwoc diém co ban ctia né
la ty 1é m& héa thap, kich thuéc khéa kha lon.

Nam 1986, bién thé clia hé mat McEliece la hé mat
Niederreiter duwoc dé xuat [5]. H& mat Niederreiter str dung
ma tran kiém tra H dé lam khoa va st dung vector 16i dé
gidi md. An ninh cia hé mat McEliece va hé mat
Niederreiter khi s dung ma nhi phan Goppa duwgc chirng
minh 1a hoan toan twong dwong [6]. Vu diém clia hé mat
Niederreiter la cé kha néng ap dung dé xay dwng so do chi
ky s6, (’ng dung trong thuc té [7].

Trong qué trinh phat trién ctia hé mat ma dya trén ma.
Da c6 nhiéu dé xuat thay thé ma Goppa trong hé mat goc
bang cac ma khac nham giam kich thuéc khda. NEam 1994,
Sidelnikov da dé xuat sr dung ma Reed-Muller ap dung cho
hé mat Niederreiter. Nam 1996, Heeralal Janwa va Oscar
Moreno dad dé xuat hé mat st dung ma AG (algebraic-
geometric). Nam 2005, Berger va Loidreau da dé xuat st
dung ma quasi-cyclic alternant l1am an cdu tric khéa mat.
Nhirng nam gan day c6 nhiéu dé xuat str dung cac ho ma
va phuong phap gidi ma méi nham lam giam kich thuéc
khoa. Monico va cong sv dé xudt str dung ma kiém tra mat
do thap (LDPC). Nam 2007, Baldi va cong sy dé xudt mot
bién thé méi dwa trén ma quasi-cyclic (QC-LDPC). Nam
2013, Misoczki va cdng s dé xuat st dung ma ki€ém tra mat
dd trung binh (QC-MDPC). Nam 2016, Moufek da dé xuat
két hop ma QC-LDPC va QC-MDPC va st dung b0 tao s6 gia
ngau nhién dé tao ma tran sinh. Tuy nhién, cac nghién ctu
mé&i vé tdn cong da chi ra cac dé xuat nay khdng an toan
v@itdn céng cdu trac [8, 9, 10].

Trong bai b4o nay, tac gia dé xuat si dung ghép cac ma
BCH thanh chudi ma va ap dung cho bién thé Niederreiter
dé xay dwng hé mat. So dé hé mat dé xuat cho phép giam
kich thuwéc khda, ddm bao an toan véi cac tan cong giai méa
va tan cong cau tric. Dong thoi trong bai bao, tac gia cling
dé xudt phuong phap chuan syndrome gidi md ma BCH
nham mé réng kha nang stra 16i va pham vi tng dung clia
mé& BCH, cho phép ting dung ma BCH dé xay dung hé mat
ma dua trén ma.

Phan con lai cla bai bao duoc t6 chirc nhu sau: trong
phan 2, trinh bay giai phap nang cao hiéu qua stra 16i ctia
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ma BCH slr dung phuong phap chuin syndrome. Phan 3,
dé xudat xay dwng hé mat st dung ma ghép BCH. Phan nay
cling gi¢i thiéu vé hé mat McEliece va Niederreiter. Phan 4,
danh gia do phc tap va do an toan clia hé mat dé xuét.

2. NANG CAO HIEU QUA CUA MA BCH SU DUNG
PHUONG PHAP CHUAN SYNDROME

Cac hé mat dua trén ma sira 16i khong thé ap dung dé
m& hoa cho mot ban tin bat ky. B&i vi mot syndrome ngau
nhién hau nhu twong (ng voi vector 16i c6 trong lvong 16n
hon kha nang stra 16i cia ma. Do do, dé ap dung ma BCH
vao xay dung hé mat, nhiém vu dau tién la xay dung
phuong phap giai ma dé nang cao hiéu qua stra 16i clia ma.
Trong noi dung ti€p theo tac gia xay dung phwong phap
gidi ma ma BCH theo chuén syndrome (Norm Syndrome).
Khi phan hoach cac vector 16i thanh céc I6p khong giao
nhau cé chuan syndrome phan biét cho phép ma réng kha
nang stra |6i ctia ma BCH.

Tham s6 chuan syndrome duoc xay dung dua trén cau
tric cla ma BCH va cac bién thé. Pac diém cla chuan
syndrome la tinh bat bién voéi tac dong clia nhém céac dich
vong. Syndrome clla cac nhém khac nhau thi khac nhau.
Khi st dung chuén syndrome dé giai mé, cé thé slra dwoc
16i ngau nhién va I18i cum. Vi khi chon da thirc sinh thich
hop thi chuén syndrome ciia cac vector 16i ngau nhién va
mot s6 cdu hinh 16i cum dé dai nhé, 16i cum ddng pha la
khéng trung nhau.

Gia thiét o la phép thé dich vong, duéi thc dong cla o,
vector 16i dich phai mét vi tri. Tap hop tat ca cac vector khac
nhau déi mét o(e) voi 0 < i < n-1cUa vector I6i e bat ky
duoc goi la o-orbit ctia né. Cac phan tlr ctia o-orbit chuyén
héa lan nhau dwgi tac dong ctia phép dich vong. Moi
o-orbit c6 mot vector sinh, toa d6 dau tién cla vector nay
ludn khéc 0.

Tacd o*(e) = e v6i 11as6 tw nhién 1 < A < n. V6i mot
vector 16i e bét ky o-orbit chira k phan t& trong d6 1 =n
hodc A la wéc ctia n6. Khi dé cau tric clia c-orbit c6 dang:

o(e)=(e)= {e,o(e),...,ok‘l(e)} (1)

Hai vector I6i tuy y e va e’ thi cac c-orbit <e>, <e’> hoac
la trung nhau hodc khdng giao nhau. Do vay du6i tdc dong
clia nhom cac phép dich vong khéng gian vector 16i phan
chia thanh céc I6p o-orbit khdng giao nhau.

Ma tran kiém tra cla ma BCH téng quat v&i 5=2t+1¢c6
dang[11]:

H= [Bbi’B(bﬂ)i’”-’B(bm—z)i:|

Gia st hang clia ma tran kiém tra la m(&1), tkc la cac
hang ctia ma tran H la déc lap tuyén tinh. Khi dé, syndrome
clia vector 16i e gdbm &1 thanh phan trong trudng GF(2™) ¢6
dang S(e) = (51,5,---,Ss1)-

Cho e la vector I6i tly Y, v6i ma BCH c6 ma tran kiém tra
(2) taco:

S(a(e)) = (B"s,,B""'s,,.... " 755 ). 3)

T

0<i<n-L )
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Nhu vay, chuén syndrome la vector N(S) c6C%_, toa do
N;(1 <i<j<&1), duogc xac dinh theo cong thire [12]:

N =8 TN 20, by =ged(b+i-1 b+j-1;

N, =o0 if 520, 5=0; 4)

N, =- if s=s=0.

Tinh chat clia chudn syndrome 1a tinh bat bién ctia n6
vGi phép thé dich vong. Tir cdng thic (3, 4) ta c6, ddi voi
moi ma vector 16i e clia maBCH luén thda man:

N(s(a(e))) = N(s(e)) (5)

Ban chéat clla phwong phap gidi ma theo chuén
syndrome la cac phan tir ctia c-orbit chuyén héa 1an nhau
duéi tac déng clia phép dich vong. Chuén syndrome sé chi
ra c-orbit ma vector 16i nam trong dé. Do d6 xéc dinh duoc
vector sinh e, tvong trng, so sanh syndrome nhan dwoc S va
S(e,) ta xéc dinh dwoc lvgng dich vong dé bién déi e, thanh
e, do do s& tim duoc chinh xac vector 16i [12].

Cac budc thyc hién gidi ma theo phwong phéap chuan
syndrome;

+ Tinh syndrome S(€) = (54,S,...,5) V6i s; la phan t& cla
trwong Galoa GF(2™).

+ Tinh bac cla chuan syndrome N: Tinh degs, degs; la
bac thanh phan s, s; clia syndrome S(e) = (53,52,...,5iSj---,S)
véi 1l < i < j < t. Chuéin syndrome clia syndrome S(e) tinh
theo cong thtic (4), xac dinh bac cia né deg N;.

+ Theo deg N; xac dinh vector sinh va bac i, cta thanh
phan syndrome dau tién s’ (’ng v&i vector sinh.

+ Tinh s6 tht tv bit 16i dau tién theo coéng thirc
L, = (degs;- degs®) mod n.

+ Tim vector 16i e bang céach dich vong vector sinh di
L, nhip.

+ Slra tin hiéu nhan dwgc: Cong tin hiéu nhan dugc véi
vector 6i e.

Khdo sat trén truong GF(2™) véi cac da thirc sinh khac
nhau, dva trén phurong phap chuan syndrome, chiing ta cé
thé phan hoach tap cac vector 16i thanh cac tap con khéng
giao nhau. Khi d6 ma BCH va bién thé clia n6 co thé stra duoc
mot s6 cau hinh 10i ngoai khoang cach ma. Vi vay khi st dung
phrong phap chuan syndrome gidi ma ma BCH ta c6 thé ap
dung mé& BCH dé xay dwng hé mat ma duva trén ma [13].

3. DE XUAT XAY DUNG HE MAT SU DUNG MA BCH
3.1. Hé mat McEliece va Niederreiter

Hé méat ma khoa cong khai McEliece [2]:

Tao khoa: Cholj mot ma tuyén tinh nhj phan C cé kha
nang stra duwgc t 16i. Ma tran sinh G kich thwéc KxN. Chon
mo&t ma tran nhj phan kh§1 nghich Q kich thuéc KxK. Chon
moét ma tran hoan vi ngau nhién P kich thwéc NxN. Tinh
toan khéa céng khai G’ = Q.G.P kich thuwdc KxN. Cac ma trén
(Q, G, P) la khéa bi mat.

M& héa: Khi mudn gti ban tin M t6i bén nhan thong qua
khoa cong khai (G't). Biéu dién ban tin M nhi mot chuoi
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nhi phan c6 dd dai k bit. Tao mét vector e ngau nhién c6 do
dai N va c6 trong s6 w(e) < t. Tinh todn ban md c=MG' + e
va gli cho bén nhan.

Gidi m&: Sau khi nhan duwgc ¢, bén nhan thyc hién giai
ma ban tin. Tinh cP* = M(QGP)P* + eP* = MQG + eP™. Sl
dung thuat toan giai ma stra 16i ddi véi cP* dé tim dwoc MQ.
Tinh M = (MQ)Q, xac dinh dugc ban tin goc ban dau.

Hé mat khda cdng khai Niederreiter [5]:

Hé mat Niederreiter la mot bién thé ctia hé mat McEliece.
Diém khac la n6 str dung ma tran kiém tra H clia ma Goppa
dé lam khéa thay thé cho ma tran sinh G trong hé mat
McEliece goc. So d6 hé mat dugc thé hién trén hinh 1.

Khoa cong khai H',t

Khéa bi mit Q.H,P

Hinh 1. So d6 hé mat ma khéa cong khai Niederreiter

Tao khda: Chon ma Goppa (N,K) ¢6 kha nang stra t 16i, c6
ma tran kiém tra H kich thudc (N-K)xN. Chon ma tran kha
nghich Q kich thudc (N-K)x(N-K). Chon ma tran chuyén vi
P(NxN). Tinh kh6a cdng khai H' = Q.H.P. CAc ma trén (Q, H, P)
la c&c khoa bi mat.

Ma hoéa: Vai khoa cdng khai (H', t), ban tin M cho dugi
dang chudi nhi phan dai N bit c6 trong s6 nhé hon hoac
bang t, bén gi¥i sé thuc hién tinh ban ma: ¢ = H.M".

Giai ma; Bén nhan s& hiru kh6a mat tién hanh thuc hién
tinh:

¢=Q%=QH' M =QLQHPM'=HPM

Trong do, ¢’ la moét trong cac syndrome clia ma Goppa
duwoc st dung.

S dung thuat toan giai ma theo syndrome cho ma (N,K)
ta tim dwgc M’ =P.M".

Tinh ban tin M™ = P~ M’ va xac dinh ban tin géc M.

3.2. Xay dvwng hé mat str dung ma BCH

DE giam kich thudc khoa, khdc phuc nhugc diém clia hé
mat Niederreiter, tac gid dé xuat str dung giai phap ghép cac
ma BCH thanh phan. Cac ma thanh phan véi chiéu dai va
kich thudc ma khong 16n, st dung phuong phap gidi ma dya
trén chuan syndrome mé rong kha nang slra ngoai giéi han
khoang cach m3, nang cao dugc ty 1é s6 syndrome cé thé
giai ma duoc trén tong sé syndrome cé thé ¢cé clia maBCH.

DE xay dwng mot hé mat ma dwa trén ma ghép BCH, can
str dung moét ho ma tuyén tinh véi dic diém ma hoa tot. Moi
ma clia mad ghép nay can cé mot thuat toan giai ma véi do
phtc tap da thirc. Ky hiéu 77 1a ho ma tuyén tinh. Mot ma
C, el 'sé duoc dinh nghia béi do dai n, s bit thong tin k; va
kha nang stra 16i t. Ma ghép nay phai da I¢n dé chdng lai tan
cong vét can va moi ma C; clia ma ghép duoc xac dinh bdi ma

tran kiém tra H,. Hé théng xay dwng duoc tir cac ma thanh
phan nay duoc goi 1a ma ma tran kiém tra téng. Gia thiét ho
nay ¢é ¢ m&, ma tran kiém tra cé dang la mét ma tran dudng
chéo chinh véicac phantllacac matranH,(i=1+7¢).

Gia st dung cadc ma BCH nhi phan va cac bién thé (ma
BCH thuan nghich va mé rong) lam cac méa thanh phan. Cac
gia tri chudn syndrome va vector sinh dwoc sip xép trong
c&c bang. D€ gidi ma tir ma, thuc hién tinh syndrome va
chuan syndrome ctia né. Tir chudn syndrome ta tim duwoc
vector sinh va dya vao bac cia syndrome thanh phans, ta
tinh duoc s lvong dich vong. Do d6 ta xac dinh vector 16i
tvong tng. Cac thuat toan sir dung trong hé mat dé xuéat
nhu sau:

Tao khéa: Chon mot ho ¢ ma BCH va ma BCH mé rong,
H. 1a ma tran kiém tra va t. la s6 16i c6 thé sra dwoc, voi
i=1+ /. Ma tran kiém tra ctia cac ma thanh phan duoc sap
xép theo duwong chéo chinh tao thanh ma tran kiém tra H
¢6 cau tric nhu sau:
H 0 0
0 H O

0 0 H,

- Chon mo6t ma trén kha& nghich Q[(N-K)x(N-K)], va chon
mo&t ma tran hoan vi P[Nx N] trong treong GF(2). Trong dé
ma tran P la ma tran duong chéo chinh véi cac thanh phan
P,(i=1+ ¢)lacac matran hoanvicépn;

- Tinh khéa céng khai H”: H' = Q.H.P. Bay 1a ma tran kiém
tra clla mot ma twong duong véi ma ghép BCH.

- Khda cong khai 1a (H',t). Trong dé t 1a téng s6 16i c6 thé
staduwgct=2¢t (=1~ ¢).

- Khéa mat la cac ma tran (Q,H,P). Trong d6 H la ma trén
kiém tra ctia ma ghép BCH.

Ma hoa: Ban tin can truyén di M duoc biéu dién dudi
dang chudi nhi phan dai N bit ¢ cdu trac dang
M,|IM,|l...]IM, v6i do dai doan M, la n; bit cé trong s6 nhé
hon hoic bang t,. Phia giri thwe hién tinh ban mac=H M.

Giai ma: Bé giai ma ban ma c, Phia nhan st dung khoa
mat va phuong phap chun syndrome thuc hién giai ma
theo cac budc sau:

- Tinh ¢’ = Qt.c = HP.M"; ¢’ Ia mét trong cac syndrome
cla mé dwgc st dung.

- Tl ¢’ thue hién tinh M’ = P.M". Sir dung thuéat toan giai
ma BCH dua theo chuén syndrome.

- Tr M’ xac dinh ban tin M™: MT = PL.M. T&r d6 ta khoi
phuc ban tin géc M.

4. DANH GIA DO PHUC TAP VA AN NINH HE MAT
4.1. Lyachon tham s6

Hé mat s dung ma ghép BCH dé xuét, cho phép st
dung cac b ma voi cac tham s6 ma thanh phan n;, k;, t; khac
nhau. Tuy nhién thuat toan giadi ma phai ddm bdo c6 dd
phtic tap da thirc va cac tham s6 clia bd ma tong phai dam
bao du I16n dé chong lai tdn cdng vét can. Viéc danh gia do
an toan bao mat va doé phc tap thuc hién ctia hé mat phu

H[(N-K)xN] = (6)
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thudc vao bo tham sé lva chon. Qua khao sat sy phu thudc
clia cac tham s6 méa N, K, t vao do bao mat clia so do hé mat
bang viéc xac dinh gi¢i han do phtrc tap (WF) cla cac thuat
toan tdn cong Canteaut-Chabaud [14] va thuat toan tan
cong ngay sinh nhat [16] va dé dam bao do bao mat ctia hé
mat dé xudt, tac gia chon bd ma gébm 10 ma BCH thanh
phan, gém: Mot ma C4(31,21) va ma thuan nghich mé rong
Cs(32,21), ba ma C,(31,16), mét ma Cy32,16), hai ma
C,(63,45) trén trwdng GF(2%), hai ma C,(127,106), mdi ma noi
trén cho phép mé rong kha nang stra thém 1 16i, ngoai trir
ma C,(31,16) c6 kha nang stra dén 5 16i. Khi d6 tdng sd bit
kiém tra bang 160, tng chiéu dai ma héa N = Xn,= 568 va
K = Yk, = 408. T6c d6 ma héa R = K/N = 0,72. S6 lvong 16i ¢6
thé slra duwoc t6i da: t= Yt;= 41,

B6 ma ghép BCH gém 10 ma thanh phan véi cac tham
sO trén, dad dap tng cac yéu cau mic do an toan clia hé
mat. Thdng qua viéc ma hoa, giadi ma cac méa thanh phan,
c6 chiéu dai va kich thwéc khong 16n, hé mat dé xuat da
gidm duoc do phic tap thuc hién, tang dwgc tée do thuc
hién méa hoéa va gidi ma. bong thoi khi ghép cac ma thanh
phan thanh ma téng lam tdng do phiic tap cla cac thuat
toan tan cong vao hé mat dé xuat.

4.2. banh gia do phtrc tap thyc hién clia hé mat dé xuat

B0 phtrc tap thyc hién cldia hé mat phu thudc vao thuat
toan giai ma cac ma BCH thanh phan. Gia thiét cac ma thanh
phan c6 cuing tham s8 (n; = n, k;= k). M6i c&p ma BCH va ma
thuan nghich st dung cuing da thic sinh ctia trvong GF(2™) s6
Irgng chuén syndrome dugc xac dinh theo cong thirc (7):

L .
TSyndrome ~ ZCJn/n (7)
j=1

Viéc thuc hién tinh toan chuén syndrome twong duong
vGi viéc phai st dung mot bé nhé cé dung lwvgng m.2™ =
n.log,n. Trong so d6 hé mat dva trén ma ghép BCH véi ho
ma str dung gdm ¢ méa thanh phan. Do d6, do phtc tap dé
thuwc hién giai ma cho ¢ méa thanh phan dwoc xac dinh theo
cdng thic (8):

t L
WF, = ¢.(>.C! /n)nlog,n=£.>"Cl.log,n ®)
j=1 =1

Phan con lai la cac phép nhan ma tran nhi phan véi do
phtic tap (N)2 va (N-K)%/2 phép toan nhi phan, trong dé
N=2n,K=2>kveii=1+ ¢.Do do do phic tap thuc hién
clla hé mat dé xuat la:

t ) 2 B .
Wy =570, logyn + () (2K ©
=

2

V&i bo tham s dé xuét lva chon, wéc luong do phic tap
thuc hién cda hé mat st dung méa ghép BCH xac dinh theo
cong thirc (9) WF,,, =2%°.
4.3. banh gia do bao mat ctia hé mat dé xuat

4.3.1. Tan cbng giai ma

Thuat toan tan cong hiéu qua nhat v&i hé mat ma dva
trén ma la gid ma tap théng tin ISD (Information-Set
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Decoding). Gidi phap thuc hién cla thuat toan I1SD dugc mo
td nhu sau:

Phia tdn cong khong biét cau tric clia ma bi mat vi vay
phai gidi ma mdt ma ngau nhién. D& thyc hién tin cong,
phia tdn cong chon ngu nhién k trong n toa dé clia ¢ va ky
hiéu la vector ¢, (k bit). Ky hiéu G', vae,lan luotla k cot cla
G’ va céc vi tri twong (ng clia e. Ta c6 ¢, = MG’ + e, hay
(c+ €)(G)* = M. Néu k thanh phan cla e,bang 0 thi ta c6
c(G')™* = M va cb thé khoi phuc lai thong diép gbc ma
khéng can giai ma.

Lee va Brickell la cac tac gia dau tién phan tich an ninh
cla hé mat ma dwa trén ma. Trén co s¢ tinh toan khoang
cach ma téi thi€u Leon da phat trién cach tdn cong nay
bang cach tim kiém tir ma trong s6 thap. Phrong phéap nay
tiép tuc dwoc Stern t6i wu bang cach chia tap théng tin
thanh 2 phan, do d6 lam tdng duwgc toc do tim kiém cac tir
ma c6 trong s6 thap dvwa trén thuat toan tan cong ngay
sinh nhat. Mot s6 cai tién khac cling dd dugc dé xuat:
Canteaut va Chabaud [14], Bernstein va cac cdng su [15],
Finiasz va Sendrier [16]. Trong [17] da chi ra xac suét dé
thwc hién gidi ma thanh cong cho moét lan 1dp cla thuat
todn twong ng voi cac trong s6 khac nhau clia Lee va
Brickell (P.z), Leon (P)), Stern (Pg), cbng thiic (10):

o _ CECi

2
Ck crer
nek_v [k/2] ) ~n-k-v
s L t . ’ s = ( )t (lO)

creh
PLB= kCt k

Thuét toan giai ma Canteaut-Chabaud

Cho C Ia mot ma c6 chiéu dai n trén trwong F, vay € F)'
c6 khoang céach t so v6i moét tr ma ¢ e C, thi y-c la phan t
trong s6 t cia ma C+{0,y}. Vi vay néu C la ma dai n trong F,
voi khoang cach ma t6i thi€u Ién hon t, thi mot phan tk
e e C+{0\y} trong s t khéng thé thudc ma C, cho nén né phai
thuéc méa C+{y}; nghia la y-c la mot phan tr ciia ma C co
khoang céch t so voiy. BAn ma clia hé mat McEliece y e F;'
c6 khodng céch t véi tir ma gan nhét ¢ e C c6 khoang cach
ma t6i thi€u it nhat 1a 2t+1. Phia tAn cong biét khda cong
khai cia hé mét McEliece la ma trén sinh ctia C va co thé tim
y v0i tap cac ma tran sinh ctia C+{0,y}. Chi c6 tir ma trong so t
trong C+{0,y} 1a y-c bang cach tim tir ma nay phia tan cong
tim dugc ¢ va tir d6 dé dang khoi phuc dwoc ban rd.

Tinh huodng tvong tw c6 thé ap dung véi hé mat
Niederreiter véi khéa cong khai la ma tran ki€ém tra clia C.
Bang cac bién ddi tuyén tinh phia tdn cong sé dé dang tim
duoc ma tran sinh clia C va tién hanh x& ly bang phuong
phap nhuv trén. Vi bdn ma da cho ctia hé mat Niederreiter
st dung dai s6 tuyén tinh phia tan céng tim tr ma thoéa
man khi nhan véi ma tran kiém tra tao ra ban ma dic biét.
DBiém mau chét clia cac tdn cong trén 1a tim tir ma co trong
sO t trong C+{0y}. Gi¢i han duwéi do phic tap WF (work
factor) cla thuat toan Canteaut-Chabaud dwoc trinh bay
theo cong thire (11) [17]:

(30 C .
WF(nk,t)>min| ==t , 0 =log, (Chyy ) (11)

P n—k—/
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Té&n cdng ngay sinh nhat

Bai toan gidi ma syndrome (Computational Syndrome
Decoding - CSD): Cho trwéc ma tran H e {0,1}™%*" mot tir
s € {0,1}"¥ va mot s6 nguyén duong t, tim tir e e {0,1}" voi
trong s6 Hamming nhoé hon tsao cho H.e'=s.

Ky hiéu bai toan trén la CSD(H,s,t). Bai toan nay tuwong
duong voi gidi ma stra t 16i bang ma c6 ma tran kiém tra H.
Bai toan gidi ma syndrome nhuv vay dé dugc chitng minh 1a
NP-day du [3]. V6i tdn cdng ngay sinh nhat gi¢i han dudi do
phtrc tap dugc xac dinh béi cong thic (12) [16]:

WF,, (nk,t)~2Llog(2.tL), L= min(\/CTn,Z(”""’z)

Voitléva Cl"?l <L cong thirc (12) chi 1a gioi han dudi,
tinh toan chinh xac dugc xac dinh theo céng thirc (13):

WF,, (nk,t)~2L"log, 2.t.? L =g

Cho téi nay da c6 nhiéu thuat toan méi tdn cong vao hé
mat ma duva trén ma. Mac du chwa cé thuat todn nao thuc
st hiéu qua, song cé thé gilp cac nha mat ma hoc co
nhi*ng lva chon cac tham s6 bdo mat mot cach phu hop
cho tirtng muc dich ¢rng dung.

Panh gia do phuc tap clia tdn cdng gidi ma vao ma
téng hé mat dé xuat:

V6i hé mat dva trén ma ghép BCH, phia tdn céng
khong biét do dai clia cac ma thanh phan va kha nang stra
16i cha ching (n,t), khéng biét ma thanh phan nao duoc
st dung. Phia tan cong biét dugc khda cong khai la ma
tran kiém tra H' tham s t la téng trong s6 cla tlr ma.
Nghta la chi biét cac tham s6 (N,K,t). Do dd, khi &p dung
thuat toan tdn cong Canteaut-Chabaud, hay tidn cong
ngay sinh nhat, cé thé ap dung céc cong thirc danh gia do
phtrc tap tdn cdng cho mot ma.

Hé mat dé xuat khi st dung bd tham s6 lwa chon nhuw
trén, khi d6 N = 568 va K = 408. Ap dung phuong phap giai
mé theo chuédn syndrome cho tirng méa thanh phan, cho
phép ma& rong kha nang stra 16i cila ma téng 1én dén t = 41.
Khi d6, do phtrc tap cla tdn cdng gidi méa theo thuat toan
gidi mé Canteaut-Chabaud cdng thic (11) c6 gia tri dat toi
WF = 282 va do phtc tap clia tdn cong theo thuat toan tan
cdng ngay sinh nhat cdng thirc (12,13) ¢6 dd phtrc tap 1én
toi WF =2,

Danh gia do phtrc tap clia tdn cong gidi ma vao cac ma
thanh phan:

Xét do an toan cda hé mat dua trén ma ghép BCH, khi
tdn cong gidi mad vao cac ma thanh phan. Gia st trong
trevong hop toi nhat ké tan cdng xac dinh dwoc cac tham sb
n, k.t tlr tham s6 cong khai ctia hé mat. V&i mdi ma thanh
phan, phia tdn cdng s& dung tan cong giai ma ISD véi do
phtrc tap thuc hién la WF(n, k;, t; ). Xac suét chon duoc k; toa
dd khong 16i trong doan n; bit theo tdn cong Canteaut-
Chabaud, cdng thtc (10) Ia:

(12)

(13)

t-2p

( [ki/2] )2

n, —ki—v;
ch

N

(14)

Bién d6i qua céng thirc (11) khi n nho gia tri tdi vu p = 2,
ta co:
_ Pk
p = WF
trong do P(k;) la chi phi thyc hién mét lan 1ap dwoc xac
dinh:
(k )=~ 3C[2k ] Ing [ki/2]

(15)

(16)

Do d6 xac suét chon duoc K = Yk, voii=1+ ¢ toa do
khong I6i &
~Pk)

=1

i=1 i=1

(17)

Tl d6 suy ra do phtrc tap tan cong ISD voi hé mat dya trén
chudi ma theo kiéu tan cﬁng vao tirng ma thanh phan la;

_PK) _
p " )H I:’(k)

];[WF(n,, ki, .)P(K)Hp(k)

Véi bd ma gébm 10 ma thanh phan lva chon trén do
phrc tap cda tan cdng vao tirng méa thanh phan theo cong
thic (18) WF,. = 2%78 PO phirc tap nay cao hon so véi
truong hop tan cong vao ma téng WF = 282,

Xét v6i bd ma khac: Gia st chon bd6 ma gém 14 ma
thanh phan voi cac tham s6 méa cu thé nhu sau: mot ma
Cs(32,21), bdn ma C4(32,16), mdt ma Cy(64,45), ba ma
C5(128,106), ndm ma C,,(32,11). Khi d6, ta cd N = 768, K =
503, t = 55. Sir dung c6ng thirc (18) dé danh gia do an toan
cla hé mat déi voi tan cdng vao tirng ma thanh phan khi st
dung bé ma gbm 14 ma két qua WF,. = 2°'3, Trong khi d6
dé phtc tap tan cong Canteaut-Chabaud la WF = 2%° khi
tan cong vao hé mat véi tham so tong.

Nhu vay, viéc tan cong vao tirng ma thanh phan c6 dé
phtic tap cao hon so véi tdn cong vao ma téng. Trong ca
hai trvong hop, hé mat dé xuat dam bao dugc do phirc tap
tan cong trén 2%, dap ng yéu cau vé doé bao mat clla mot
hé mat.

4.3.2.Tan cobng cau tric

D06 phtrc tap cla tan cdng cau trac déi véi khoa cong
khai clia so d6 hé mat dya trén ma ghép BCH dé xuéat cé
thé dinh lvgng bang cach do tim toan bo t8 hop c6 thé co
cla ma tran hoan vi P(N!), ma bi mat va ma tran kha nghich
Q(0,29%x2M4),

Gia sr tdn cdng cho phép xac dinh dwgc ma tran Hva Q,
khi d6 phia tdn cong s& tim dugc ma tran P. Tiép theo véi
moi khoa mat phai kiém tra cho t&i khi khoa nay la khoa
dang. Béi v6i so d6 hé mat dé xuét, dé phirc tap cla
phuong phap tan cong nay sé tang theo dd phuc tap cla
cac ma BCH. B&i vi cac ma thanh phan; ma BCH, ma BCH mé

(18)

S651.2019 e Tap chi KHOA HOC & CONG NGHE | 7



CONG NGHE

rong, ma thuan nghich c6 do dai khac nhau véi cac da thic
sinh khac nhau. Ngoai ra, trong hé mat dé xuét cé thé ap
dung hoan vi d6i véi cac ma BCH thanh phan dé tang thém
do phc tap tdn cong.

Dé tan cong cAu tric trong treong hop thuan lgi nhat la
xé&c dinh dugc tham s n;, k; cia moi ma thanh phan, tir d6
xac dinh duoc viéc st dung cac ma thanh phan.

Gia st thay d6i tham s6 b dé bi mat ma tran ma BCH
thanh phan (c6 khoang cach cau trdc d = 5, 7), cho céng
khai cac da thirc sinh cla trwong GF(2™), m = 5, 6, 7. Ngoai
ra & day con st dung cac bién thé nhuv ma BCH mé réng,
ma thuan nghich va mé réng cta né nén sé lwvgng ma cé
thé chon cé thé tang dot bién. Mét khac tuvong ting cé 6; 6;
14 da thirc nguyén thly bac 5, 6, 7. Cac ma duoc sip xép
thanh chudi theo mot thir tw ngau nhién. Vi vay, sé lvong
ma thanh phan khac nhau la 10668 ma. Khi dé, do phtc tap
tan cong dé xac dinh cau tric cdia 10 ma thanh phan co gia
tri 1én tdi 2%,

Bang 1. So sanh so d0 hé mat dua trén méa ghép BCH véi so do Niederreiter

A Kich thuéc | Tancong

Sodohemat | N | K |t T i6a bytes) | 15D (bit)
He mat Niederreiter [18] | 2048 | 1751 | 27 | 65.006 81
Hematstdung mABCH | 568 | 408 | 41 | 11360 | 843

Bang 1 thé hién két qua so sanh kich thudc khoéa ctia hé
mat st dung ma ghép BCH dé xuidt méi va hé mat
Niederreiter & cing mdt mic an ninh. Trong dé kich thuéc
khod clia hé mat dé xudt la 11.360 bytes giam 5,7 lan so véi
kich thwéc ctia hé mat Niederreiter 65.006 bytes. H& mat st
dung ma ghép BCH da dé xuat, khi két hop st dung
phuong phap giai ma theo chuan syndrome cho phép téng
ty I& ma hoa, nang cao dwoc sd 16i co thé sira clia cac ma
thanh phan, do d6 khéc phuc dugc nhroc diém ctia hé mat
gbc Niederreiter.

Hé mat dé xuat an toan voi cac tdn cong gidi ma va tan
cdng céu tric. DO bao mat clia hé mat dé xuét duoc khang
dinh théng qua két qua khao sat cac dang tan cong dién
hinh vao hé mat: Do phtc tap cla tan cong gidi ma 2%2va
tan cong cau trdc 2%, Hé mat dé xudt, mac du chi phi cho
viéc gidi ma cac ma thanh phan (dd phtc tap thuyc hién)
con kha lén 22*%; tuy nhién vai vu diém kich thuée khoa da
duoc gidm nho va kha ning stra 16i cia ma duoc nang cao,
do d6 cd thé ap dung hé mat dé xay dung so do chi ky s6
(*ng dung trong thuc té.

5. KET LUAN

Bai bao dé xuat hé mat ma dua trén ma, bién thé médi clia
hé mat Niederreiter dua trén cau trac ghép cac ma BCH thanh
phan c6 do dai va kich thuéc khac nhau. H& mat dé xuét cho
phép gidm duoc kich thuéc khéa 5,7 lan so véi hé mat
Niederreiter & cung modt mic an ninh. Bai bdo (ng dung
phrong phap chuin syndrome giai md ma BCH da cho phép
tang ty lé s6 lvong cac syndrome co thé giai ma duoc trén
tong so cac syndrome cé thé cd. Do dé, nang cao hiéu qua
stra 16i cia m& BCH va khi &p dung vao xay dung hé mat da
kh&c phuc dugce nhiroc diém cin ban ciia hé mat Niederreiter.
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