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TOM TAT

Véi ddc diém cia kiéu tdn cong DDos la lam ngdp bdng thong
khién cho ngwoi diing khdng thé truy cdp dich vu hodc lam cho dich
vu hoan toan té liét vi hét tai nguyén khién cho ngwoi diing khdng
thétruy cdp dich vu. Hon nika, cdc ky thudt tdn céng DDoS khdc nhau
c6 thélam qud tdi t&i bdng thdng hodc bdo hoa hé théng bi tdn céng
theo nhitng cdch khdc nhau. C6 3 loai tdn c6ng thwdong gdp: tdn cong
bdng théng (Volumetric attacks), tdn céng giao thirc (protocol
attacks) va tdn céng trng dung (application attacks). Trong bai bdo
nay, tdc gid tdp trung nghién ctru sw dnh hwéng ctia DDoS tdi bdng
théng mang va dé xudt cdi tién gidi thudt lién quan nhdm han ché
sw dnh hwéng ctia DDoS téi bdng théng mang.

ABSTRACT

The feature of DDoS attack is flooding the bandwidth and
preventing users from accessing the service or completely paralyzes
the service as running out of resources so that users are not able to
access the service. Furthermore, different DDoS attack techniques
can overload the bandwidth or saturate the system being attacked
in different ways. There are three common types of attacks:
Volumetric attacks, Protocol attacks, and Application attacks. In this
paper, we focus on studying the influence of DDos on network
bandwidth and propose improving related algorithms to limit the
influence of DDos on network bandwidth.

1. Gi6i thiéu

Hién nay tin cong tir choi dich vu DDoS
(Distributed Denial of Service) da bién dai
rat nhiéu, tir nhitng kich ban don gian, méot
dot tAn cong mét chiéu tir mot diém diéu
khién don, dén cac hinh thirc tAn céng c6 do

phén tan cao, chia lam nhiéu buwéc, véi sw
tham gia cda rit nhiéu nhém st dung cac
hinh thitc trao d6i dwoc ma hoa. Cac lwot
tdn cong phoi hop dwoc thuwe hién déu dan
b&i rat nhiéu nhom hoat déng cuing nhau tir
rat nhiéu dia diém dwoc thuwce hién mét cach
c6 chu dich hodc tlr dac tinh cta Hijacking
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va mang botnet. Tuy nhién van chwa c6 mot
ky thuit cu thé nao cé thé chéng lai dworc
hoan toan cac kiéu tin cong DDoS. Trong dé
tdn céng bang théng mang (Volumetric
Attacks) la ky thuit thuwong gip nhit va
cing 1a dé thwc hién nhit. Thudong thi
nhirng ké tin cong sé vin dung cac ky thuit
Khuéch dai dé sinh ra cac yéu ciu (request)
ma khong cin dung dén mét lwong 16n tai
nguyén. Cac vu tin céng khuéch dai tin
dung lwgng 16m phan hoi dén nhirng request
nho, tir d6 khuéch dai lwgng request dé lam
qua tai hé thong muc tiéu. Qua trinh nay
thwong dwoc thuce hién bang cach gia mao
nguon cda cac goi, hay con goi 1a phan xa hay
tdn cong phan xa. Vi duy, véi viéc gid mao
nguon IP cia mot request DNS, ké tAn cong c
thé ltra may chd DNS gtri phan hoéi dén muc
tiéu thay vi nguén truyén dir liéu. Vi request
gri dé€n may chi DNS rat nhé nhwng phan hoi
gtri dén hé thdng nan nhan lai 1én nén ké tin
cong sé str dung phan xa dé khuéch dai lwgng
request giri dén hé thong nay.

Denial of Service - j

Distributed Denial <) T
of Service e
ictin hine

Hinh 1. Kiéu tdn céng DoS va DDoS

Lay vi dy, hdy twdng twong ban dang &
mot toa nha A dong ddc. Mot ngudi nao do
bam chudng bdo chay va chay vong quanh
roi hét 1én: Chay chay. Ngay lap tic, hang
tram ngudi sé goi trung tdm ctru tro 911
cung lic d6. Cac dwong day déu rung dong

thoi va nguwoi tiép nhén sé phai chay dua dé
tra 1o nhirng cudc goi dé. Pong thoi, c6 mot
vu chay thuc sy dién ra & dia diém B khAc,
tuy nhién nhirng nguwdi dan & do lai khong
thé lién lac dwoc véi bd phan 911 bédi vi ho
dang qua ban rén véi nhirng cudc goi dén tir
toa nha A. Tinh hudng nay ciling twong tw
nhu kich ban tin c6ng DDoS, khi ma nhirng
request hop 1é bi khéa trong lic hé thong
dang c8 ging giai quyét mot lwong 16n
nhitng request c6 vé hop 1é nhwng thuc té
lai 1a gid mao. Véi vi du nay, néu s lwong
nguoi trong toa nha A da dé bio hoa dwong
day dién thoai khién nhitng nguoi thue sw
muon goi dién khong thé goi hodc chi goi
dwoc voi chit lwong kém thi day co thé goi
la mot vu tdn cong biang thong. Véi viéc
quan sat dwoc cac thiét bi dinh tuyén trén
Internet hién nay du tai nguyén loc ludng
thong tin cin thiét dé ngan chin cac tan
cong DDoS, v&i diéu kién cac luong théng tin
tdn cong bi chdn ngay gan ngudn phat sinh.
Twr d6 giao thilrc Active Internet Traffic
Filtering (AITF) da dwoc dé xuat (Katerina
Argyraki & David R. Cheriton, 2005).

Giao thirc AITF dwoc phat trién badi
nhém nghién ctru hé théng phan tan treong
dai hoc Stanford nhdm ngin chin va phan
trng tirc thoi véi nhivng cudc tin cong DDoS.
Nhém tac gia da nghién ctru va thir nghiém
giao thirc AITF véi két qua kha kha quan:
AITF c6 thé ngin chin tirc thoi hang triéu
lubng tin céng trong khi chi yéu ciu mot sw
tham gia cia mot lwgng nhé cac router. Véi
AITF gitip nan nhan chdn cic luéng tin cong
khong mong mudn chi trong vai mili gidy.
Viéc ngan chdn nay tuy c6 hiéu qua cao
nhwng lai lam bang théng cia mang sé bi
can tré, gidam xudng do dung lwong cua cac
gai tin sé bi tang lén khi di qua cac b dinh
tuyén Router do viéc viét 1én cac gai tin vé
dudng dan “di qua” cac Router ndy. D& giai
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quyét van dé nay can cai tién giai thuat bang
cach dung mét xac suit anh xa gitra dia chi
IP cua Router véi treong IP Identification
véi muc dich loai bo viéc ghi thong tin vé
dudng dan 1én gdi dir liéu. Do tinh chit caa
mot cudc tdn cong DoS hay DDoS sélataora
cac goi tin gia mao that nhiéu va gri ti nan
nhén, nén viéc danh diu goi tin véi mot xac
sult va chi ghi mot thong tin 4nh xa véi dia
chi IP cia Router sé giup nan nhan gidam
duogc bing thong gy nghén mang va van sé
c6 thé tim dwoc dwong di cia cudc tin cong.

2. Mo ta vé trwong hop cua giao
thirc AITF

Véi Aner 1a mét mang cia nguoi tin
congla A va la noi xuat phat luéng thong tin
khong mong mudn téi nan nhan. Trong
mang nay sé c6 mot gateway la Agy day la
router tin cong ciing chinh la router gan véi
A nhit (Katerina Argyraki & David R.
Cheriton, 2005).

Exchange

Point

Vv Veu
Hinh 2. Mé td cdc thwce thé cia ké tdn
cong va nan nhdn
Trong mang Ver la mang cia nan nhan
1a V vala noi bj luéng théng tin khong mong
muon xam nhép t&i thong qua gateway Vgy.
Trong hai mang cta nha cung cip dich
vu la Aisp va Visp cOn cé cac gateway phia
trén khi chuyén qua mang internet la
gateway X va gateway Y.
Gia st khi c6 mét luong lwu lwong
kh6éng muén khi téi nan nhan va khi dé nan

nhin muén xac dinh mot lwu lwgng khong
mong mudn, nan nhin sé giri mot yéu cau
loc dén gateway cda n6 (Vgw trong Hinh 2.).
Gateway cda nan nhan sé tam thoi chan lai
cac dong lwu lwong khong mong muén nay
va xac dinh cac router gan véi ngubn tan
cong nhat - goi la gateway tidn céng ( Agw
trong Hinh 2.). Sau dé gateway cda nan
nhin sé thiét 14p mot két néi cai dat véi
gateway tin cong, nghia la sé c6 mot thoa
thudn vé truyén cac gdéi tin. Ngay sau khi
viéc thiét 1ap két néi dwoc hoan thanh thi
gateway cua nan nhan sé c6 thé bd bo loc
tam thoi cda né di. Con néu khéng hoan
thanh dwoc viéc thiét 1ap két ndi thi
gateway cla nan nhin sé yéu ciu mot
gateway khac gan nhit theo phwong phap
“leo thang” dé lam gateway tin cOng
(gateway X trong Hinh 2.). Viéc leo thang cé
thé dé quy doc theo con dwdng bi tdn cong
cho dén khi mot router dwoc hoan thanh
viéc két noi. Néu khong c6 router phan ng
nao thi lvu lwgng giao thong cla cudc tin
cong sé bi chan tai gateway ctia nan nhan.
Tuy nhién trong giao thttrc AITF c6 ca hd tro
va thic day viéc cac router gan ngudn tan
cong gitp chidn cac luéng thong tin khong
mong mudn nay.

Hoat dong cua AITF trong mang
Internet:

+« Thudt ngir:

DPuwong din P clia mot ludng thong tin
khong mong muén c6 hinh thirc nhw sau: {A
Agw XY Vgu V1

Trong doé:

+Ala“ngudn tan cong” nghia la nit dworc
cho la tao ra cac dong lwu lwvgng khong mong
muon téi nan nhan. Néu A = * ¢6 nghia la moi
luwu lwong qua Agw 13 khong mong muén.
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T

+ Agwla “gateway tin cong” 1a chi router
dinh tuyén gin nhit véi nguon tin cong tirc
la gdn nhat véi A.

+ Vg la “gateway cda nan nhan
router dinh tuyén gan nhit véi nan nhan.

tire la

+ Vla nan nhan.

( day chi gia dinh rang chi nit V 1a chiu
anh hwéng cla vu tan cong, tirc la néu day la
mot cudc tin céng lam ngép tran thi chi co
phan mang tir Vg, téi V12 tic nghén.

% Chdn nguobn tdn céng:

VoV, Acw A

_Ftrj

4

_ Fir

FiPl nonte_‘l R

"F'fib}.'?:&:'r;ééj""""‘ )
~——y)

Hinh 3. Cdc thwc thé trao doi thong diép

Nhw thé hién & Hinh 3. thi AITF lién
quan t&i 4 thwece thé:

- Nan nhan V khi nhan dwoc mét luéng
thong tin khdng mong mu6n thi nan nhan V
sé gi yéu cau loc tdi gateway Vg d€ chan
lubng thong tin 1a F.

- Gateway ctiia nan nhan Vgy:

+ Tién hanh cai dat bo loc tam thoi dé
chan ludng thong tin F trong khodng thoi
gian Temp gidy.

+ Thiét 1ap viéc bat tay 3 budc véi
gateway Agw.

+ B0 b0 loc tam thoi sau khi da bat tay
thanh cong véi gateway tan cong.

- Gateway tan cong Agw:

+ Dap Ung viéc bat tay 3 budc cla
gateway nan nhan.

+ Cai dat bo loc tam thoi chan ludng
thong tin F trong khoang thoi gian Temp gidy
sau khi d3 hoan thanh viéc bat tay.

+ Glri mot yéu cau loc téi ngudn tin cong
A dirng lubng thong tin F trong khoang thoi
gian Tlong 16'n hon rat nhiéu so vé&i Timp phit.

+ B0O bd loc tam thoi di néu A dap tng
yéu cau, con néu A khong dap tng thi ngat
két noi voi A.

- Nguon tin céng A sé phai dirng trong
khoang thoi gian Tlong hodcla bi ngat két néi.

% Bdo mdt giao tiép:

Khi V glti mot yéu ciu chdn luéng thong
tin khéng mong mudn F t&i gateway ctia né la
Vgw thi gateway Vi sé glvi yéu cau chin F téi
gateway Agw, sau d6 gateway Agw S€ gtri tra lai
thong diép cho gateway Vg gom F va mot gia
tri noncel (nhw Hinh 3.), va sau d6 Vg sé gtri
lai cho Agw d€ hoan thanh giao tiép.

noncel = hash keyF

V&i khoa key & day la khoa cuc bd cua
ham bam.

% Chdng viéc gida mao:

Non RR-enalbed

Internet

Hinh 4. Piém M gid mao & Stanford va

gui lwu lwong khéng mong muén dén ebay.
Trong Hinh 4. trén lam mot vi du vé
diém M 1a mot diém nguy hiém trong mang.
Khi gateway ctia nan nhan Vg, gti yéu cau
chan ludéng lwu lvgng khéng mong muon téi
gateway tan cong Agw, mac du Agw da chap
nhin nhwng luéng thong tin t&i gateway cia
nan nhan Vg vin & mirc cao va dén tir
Stanford va né sé két luan sai rang gateway
tdn cong 1a Agw la khdng hop tac, luc nay
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gateway Agw c6 thé bi ngat két ndi t&i Vew
hoac la gateway ctia nan nhan sé lién lac véi
gateway tin cong mirc trén dé chidn luong
théng tin khdng mong muon dén tir gateway
Agw & Stanford.

C6 mot bién phap c6 thé khic phuc
dwoc tredng hop nay do la khi goi tin di qua
router thi cac router sé viét thém vao cac goi
tin cho dwong dan.

VD: Ghi dang dinh tuyén : { * Acw Vew
Ebay} nhwng khi thém gia tri sé 1a { * Agw:
R1 Vew: R2 Ebay}.

Giatri R1 va R2 dwoc tinh toan nhw sau:

R = hashyey D

+ Khoa la khoa cuc bd

+ D gdi tin dich.

Va qua trinh dién thém gia tri sau
duwdng dan khi di qua router néu ding thi sé
thwc hién viéc bat tay 3 bwéc nhw Hinh 3. &
trén. Con néu viéc dién thém gia tri do la
mot gia tri sai thi sé thuc hién dwoc viéc bat
tay v&i 2 bwéc nhw hinh Hinh 5 duéi:

\V/ V, Agy

(24N
.
S_— ) ____F_ﬂ_",l;, Nonces

FP'} monee2

Hinh 5. Viéc xdc thwc vdi gid tri duong
dan la sai

3. Nghién ciru dé xudt cai tién giai
thuat giao thirc AITF

3.1. M6 td cdi tién chwong trinh

Vé&i giao thiee AITF thi viéc lwu triv
dudng di cia goi tin sé 1a dé dang néu viéc
chuyén cac géi tin di trén cac gateway la
ngén, nhung néu viéc d6 tré nén khé khin

khi go6i tin d6 sé phai qua nhiéu router va
viéc ghi vao dudng dan d6 sé tré nén rat dai
va dung lwong ctia goi tin sé tang va cang
tang nguy co can kiét bang thong ciia mang.
Nén viéc cai tién cta giao thirc AITF sé di sdu
vao viéc 1am gidm tai dwong dan lwu thong
tin ctia cac noi router ma goéi tin di qua va
viéc tang kich thwéc ciia goi tin sé khéng con
la dang ké nira (Moti Geva, Amir Herzberg &
Yehos Gev, 2014) (Saman Taghavi Zargar,
James Joshi, Member & David Tippe, 2013)
(D. G. Andersen. 2003) (T. Anderson, T.
Roscoe, and D. Wetherall. 2003) (P.
Ferguson and D. Senie. 2000) (A. Garg and
A. L. N. Reddy. 2002).

Bang viéc cai dit mot xac sult trén
router ma goi tin sé di qua c6 dwoc ddnh dau
hay khéng, véi viéc dat mot xac suit nay thi
goi tin sé chi phai lwu ding mét noi bat ky
trén dwdrng ma goi tin di qua, vi ban chit cua
viéc tAn cong DDoS la sé phai gti nhiéu cac
g6i tin gid mao thi sé thanh cong. Dé lan
nguoc lai noi bit dau tin cong, c6 thé lay
théng tin tlr cac router trén dwong luéng dir
liéu tAn cong “di qua”, khi d6 sé cho phép tai
dich dén (chinh 1a nan nhén) c6 thém thong
tin d€ dung lai dwong di cia lubng tin cong,
qua do c6 thé thwe sy tim ra ngudn goc tin
cong (D. Dean, M. Franklin, and A.
Stubblefield. 2001).

3.2. Phwong phdp va céng viéc cdi tién

- Phwong phap danh dau goi tin theo
xac suat:

Mot xac suit p dwoc dinh nghia tai tit ca
cac router, mdi goi tin sé dwoc danh diu voi
thong tin thém bang cach str dung gia tri cuia
p. Puong di cua tin céng sé dwoc xay dung
lai bang cach theo ddi ngwoc cac goi tin IP da
dwoc ddnh dau nay. D€ tang thém hiéu qua
bang cach danh khong c6 dinh ma dwoc hiéu
chinh theo xic suit. Nhw vay van dé ditra &
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day 1a viéc danh d4u sé dién ra nhw thé no,
va phin nao trong khuén dang cia mot goi
tin IP sé dwoc “danh dau”? Header clia mot
g6i tin IPv4 c6 khuén dang nhuw sau:

0 4 8 15 16 k|

Version | IHL | Type of Service Total Length
[dentification Flags Fragment Offset
Time to Live Protocol Header Checksum

Source IP Address

Destination IP Address
Options Padding
Hinh 6. IP Header

Trwong IP Identification la trwong dé

xac dinh va cht yéu la dé xac dinh cac phan
cta cac phan doan cia mot IP datagram goc.
Trwong IP Identification c6 d6 dai 16 bits.
Doi véi muc dich do ngworc, ching ta can st
dung vira van 16 bits nay cho gia tri “danh
diu” va gia tri “khodng cach”. Thuc té cho
thiy hau hét dwong di trén Internet ctia cac
g0i tin déu khong qua 30 buéc truyén. Do dé
viéc st dung 5 bit (twong rng 32 buwéc
truyén) dé lwu thong tin khoang cach cta
g0i tin dén noi xuit phat ca goi tin. Con 11
bits con lai (c6 thé cung cip 211 = 2048 gia
tri c6 thé) sé dwoc st dung cho viéc danh
d4u gébi tin qua router. Trong nghién ctru
nay thi khong ghi vao
Identification ma ghi vao trwong Options
(Jelena Mirkovic, Janice Martin & Peter
Reiher, 2004).

Mot ham bam sé dwoc st dung la ham

trweong 1P

bam h(.), véi ham bam nay chung ta sé dnh
xa mot dia chi IP cta router sé dwoc danh
diu trén gobi tin véi 11 bits gia tri danh dau.
Ham théng ké nay 1a mot ham théng ké ngiu
nhién dang tin cy, c6 nghia la d6i voi mot dia
chi IP bat ky nao thi tat ca 211 = 2048 gia tri
c6 thé danh diu lam diu ra. Gia sr do dai

dwong di cia mot cudc tin cong la k. Pieu dé
c6 thé cho phép noi rang c6 k router tham gia
vao lwoc do gitra diém xuit phat va dich dén.

Gia tri xac suit danh dau sé la:

Pe= @

trong do d - 1 la gia tri trudng Khoang
cach cda goéi tin dwoc nhan tr mot router
cach d budc truyén so véi ngudn cla tin
cong, ching ta cin dam bao cac gia tri xac
xudt luén nhé hon hodc bang 1. Do d6 ¢ 1a
gia tri trwong khoang cach ctia goi tin dwoc
nhén tir mét router cach d bwdc truyén so
v&i ngudn cla tin cong, ching ta can dam
bao cac gia tri xac xuit luén nho hon hoac
biang 1.Dodéc>1,ceR

Goi og 13 xac sudt ma nan nhan nhin
dwoc mot gbi tin di danh diu bdi mot
router cach d bwéc truyén tir ké tin cong.
Khi do:

ag =Py Mg (1=p)  (2)
Két hop cong thirc trén ta sé co:

1
k—1+c

(3)

Do d6 ta thiy rang xac sudt cla viéc
nhin mot géi tin da dwoc danh dau boi bit
ky router nao doc dwong di ctia tin céng sé
phu thudc vao dé dai cia dwong di chw
khong phu thudc vi tri cia router.

ag =

- Thuit toan danh dau goi tin:

Mot router doc theo dwong di ciia mot
gbi tin sé doc gia tri khoang cach trong
trweong IP Identification. Sau d6 router sé
tim dén bang chira cac gia tri khodng cach
va xac suit danh diu twong rng. Quyét dinh
sé dwoc thwe hién nhw sau: Router sé sinh
ramot s6 ngiu nhién, néu s4 ngau nhién nay
nhoé hon hodc bang xac sudt thi gdi tin s&
dwoc danh diu, va sé ghi gid tri cia ham
bam h (dia chi IP) vao trwong IP
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Identification. Gia tri khoang cach trong
trwong [P Identification khi d6 sé tang thém
va goi tin sé dwoc dinh tuyén. Ké ca truong
hop quyét dinh khong danh diu géi tin
nhwng né van ludn ting gia tri khoang cach
trong trudng IP Identification, va gdi tin van
duoc dinh tuyén.

Thuét todn danh diu goi tin nhw sau:

m = h (dia chi IP)

for each géi tin

read d= gid tri cua trwong khodng cdch
sinh ra mét sé ngdu nhién x € [0, 1]

p = xdc sudt ddnh ddu twong ttng véi d

if x < p (néu xdy ra, goi tin dwoc ddnh ddu )

write m vao trwdong ddnh ddu

gid tri trwong khodng cdch =d + 1

- Xay dwng lai dwong di ctia tin cong:

bé xay duwng lai dwong di cia mot goi tin
vaxac dinh nguon goc ctia tin cong, nan nhin
can mot ban d6 cac router. Nan nhin sé so
khép véi cac diu cta goi tin véi cac router
trén ban do6, di qua d6 cé thé xay dung lai
dwoc dwong di cda goi tin cda ké tin cong.
Ban d6 nay dwoc xem nhw mot do thi co
hwéng G. GOc ciia G la nan nhén, tit ca cac
dinh trong G s& 1a cic router, mdi router y
trong G sé bao gom tdp hop y cac con ctia no.

Y

Hinh 7.y va p, trong do thi G

Trong sudt qua trinh dién ra tin cong
DDoS, nan nhédn sé nhan mét lwong lén cac
du ttr cic router. Truwéc khi xdy dung lai
dwong di dwa trén cac diu nay, chung ta
can phin nhém cac ddu dwa trén do dai
dwong di ctia tdn céng. Gia st cé n ké tin
cong (tan cong tir chdi dich vu phan tan) &
nhitng khoang cach khac nhau so v&i nan
nhan. Trong truedng hop nay, nan nhan sé
c6 cac tAp hop khac nhau cac ddu, méi tap
hop sé chira cac dau tir cac ké tin cong co
cung khoang cich dén nan nhan. Pat cac
gia tri gitr day la |p| tap hop khac nhau cua
cac ddu, mbi tap twong tng cho céc gia tri
cua treong khoang cach sé la 0 < k < 31.
Goi tip cac dau nhin bdi nan nhan véi gia
tri khoang cach ke pla k. Ky hiéu so ké tan
céng tai khoang cach k buéc truyén la ny.
Khi do6 ta sé co:

/lk = nk.k (4)

Bay gi¢r ta sé xem xét thuat toan xay
dung lai dwong di ctia tdn cong. PO thi G
dwoc duyét qua béi moi tap cac gdi tin co
cung gia tri trueong khoang cach cho mbi
tAp A, Vkep). Bat diu tai diém gdc cua
dwong tan cong la nan nhan. Cac diu cta
“lang giéng” con v&i nan nhin dwoc kiém
tra véi moi diu trong tap. Cac d4u clia cac
router ma da so khép sé dwoc thém vao do
thi tdn cong. Tiép tuc ldp lai nhw viy ,
“con” chia router sé dwoc kiém tra véi kiéu
cach twong tw. Qua trinh nay xay ra cu ly
lap lai cho dén khi chiéu siu cda do6 thi
bang véi dwong di. Pudng di cda tin cong
sé dwgc dua trong Sq, véi 0 < d < k.

Thuat toan xdy dwng lai dwong di
dwoc thwe hién nhw sau:
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Vkeu

So = nan nhdn
ford=0to (k-1)
Vy in Sd

VR € py

if R € Ak then
insert R 2 Sa+1
output Sy

output Sk

3.3 Gidi thudt ciia thudt todn cdi tién

Vi giai thudt xay dwng lai dwong di, khi
mot goi tin chwa dwoc danh dau tai router
nao khi n6é di qua mot router thi n6 sé co
mot xac suat danh diu goéi tin ma xac suit
nay théa min viéc danh diu géi tin sé dwoc
danh dau va sé lwu lai khodng cach cua
router dén véi tlr ngudn xuit phat goéi tin
(nguwoi tAn cong) vao 5 bits dau clia treong
Identification trong header géi tin IP, 11
bits con lai cta trwong nay sé dwoc lam
danh dau véi viéc anh xa tir dia chi IP cta
route. V&i mot cudc tin cong DoS hay DDoS
ma xay ra thi lwong goi tin sé dén nan nhan
sé rit nhiéu nén viéc tit ca router trén
dwong di cia goi tin sé c6 kha nang dwoc
danh diu hét. Nén viéc dung lai do thi va do
ra dwoc duwong di cia goi tin xudt phat ti
noi tdn cong l1a cé thé. Khi ching ta da biét
dwoc dwong di ctia gdi tin roi thi phan viéc
con lai sé la phan viéc chinh cda AITF dé6 la
gateway tan cong sé phai dwoc yéu ciu chan
ludbng théng tin khéng mong mu6n nay ti
noi xudt phat va c6 thé ngit két ndi véi noi
tin coéng.

4. Két qua thir nghiém

4.1 Cai ddt

Chwong trinh gidi thuit cai tién phan
danh dau lai géi tin dwoc viét véi mot file
MarkPacket.c

Viéc bién dich dwoc thyc hién trén may
Red Hat 4.1.1-52 Linux version 2.6.18-8.el5

Vé&i phién ban cia gec 4.1.1.20070105
Bién dich v&i Iénh

gcc MarkPacket.c -o MarkPacket

4.2 Chay chwong trinh

Chwong trinh dwoc chay trén mot may
ao Red Hat 4.1.1-52 Linux version 2.6.18-
8.el5, trong khi c6 mot terminal khac dé
chay moét chwong trinh Client/Server dé
nham muc dich tao ra mot goi tin (packet)
dwoc chuyén qua card mang, con lai mot
terminal chinh ta sé€ chay chwong trinh danh
du goi tin (Pao Pinh Thai, 2010).

Trong trwong hop cu thé sau day thi
chwong trinh Client/Server da két néi véoi
nhau va truyén mot thong tin véi ndi dung
1a “test” t&i mot dia chi dich 1a “192.168.1.2”.

Bay gi¢r thir chay chwong trinh danh
d4u gbi tin:

./Markpacket eth1 eth0 192.168.1.2

+ Vi eth1 12 tham s6 mudn bat cac goi
tin trén card mang eth1

+ Vi ethO 1a tham s6 ching ta muén
chuyén cac géi tin trén card mang eth0

+ V&i tham so thir 3 1a 192.168.1.2 1a
dich can chuyén géi tin dén.

Vé&i cac thong tin cda géi tin nhan dworc la:
[root@thai2d03 KLTN_DaoDinhThail# ./MarkPacket ethl eth@ 192.166.1.2
Destination MAC: 68 8C 29 91 F7 EC
Source MAC: 00 6C 29 79 BA 5D
Protocol: 08 00
type of service 10
total length 1 56325
identification :0018010011001111
fragment offset 132
time to live 64
protocol Y
checksum 1 51501
source address 0 172.16.0.2
dest address 0 172.16.0.1
Options . 17767
Distance 18
Options (bin) : 0100610101160111

Hash (IF): 769

Hinh 8. Théng tin gai tin dén
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V&i thong tin & trén ta c6 dia chi dich dén
la 172.16.0.1 va nguon la 172.16.0.1 voi
khoang cach ctia géi tin cach noi xuét phat ctia
goi tin dugc ghi trén goéi tin 1a 8. Va ma cda
ham bam IP ctia dia chi dich 1a 769 theo co s6
10. Sau khi chiing ta phan tich va stra lai géi tin
trwde khi chuyén dén mot dia chi khac thi géi
tin dwoc danh diu véi thong tin nhw sau:

Destination MAC: 88 OC 29 91 F7 EC
Source MAC: 00 aC 29 79 BA 5D
Protocol: 08 08

type of service 0

total length 1 56341
identification :AA16A16611661111
fragment offset : 32

time to live : b4

protocol 17

checksum 1 51501

source address 0 172.16.0.2

dest address : 192.168.1.2
Options 1192081

Distance : 9

Options (bin) : B160161160600661

Packet sent successfully

Hinh 9. Théng tin gdi tin di

V&i thong tin trén la goi tin da dwoc
chinh stra thi géi tin da dwoc thay doi
trwong IP Identification véi khoang cach la
9, ting mot buwdc truyén so véi géi tin dén
va dia chi dén da dwoc ddi thanh
192.168.1.2 va n6 dwoc chuyén di thanh
cong. Vi vay, vdi viéc thyce hién trén viéc cai
tién giai thuét giao thirc AITF dé tranh hién
twong tang tai cia mang lén la mot viéc co
thé thwc hién dwoc.

5. Két luian

Vé&i giai phap loc lubng thong tin trén
mang st dung giao thirc AITF da gép phan
ngan chan/chéng tin cong tir chéi dich vu
DDoS. Giao thirc AITF lam cho nan nhan cé
thé tw nhan ra cudc tin cong va ngan chan
mot luéng thong tin khong mong mudn xAm
nhAp t&i chinh né. Trong khi AITF van con
nhwoc diém la chiém dung bang thong do
viéc lwu dir liéu dwong din vao goi tin nén
lam tang kich thwdc goi tin, thi da c6 mot cai
tién véi viéc lvu dwong dan trén goi tin. Sw
thay d6i cach lwu nay lam kich thwéc goi tin
khong tang lén la bao nhiéu so v&i goéi tin
ban diu, nén viéc tang tai biang thong cla
mang khéng con la van dé. Véi viéc cai tién
giai thuat giao thirc mang AITF nay da lam
mé& rong mot bwdc phat trién trong viéc
ngan chan cac cudc tan cong tir choi dich vu
va tan codng tir chéi dich vu phin tan. Trong
nghién ctru nay tuy da cé nhirng thanh céng
bwéc dau vé gidi phap chéng tin cong tir
chéi dich vu, nhwng né van con gip mot s6
yéu diém la phai can mot s6 lwong goi tin
16m dé cho viéc tim ra ngu6n tin cong. Trong
twong lai nghién ctru sé c¢6 gang phat trién
dé viéc tim ra dwong di va ngudn goc cla
cudc tdn cong & mirc dd sdm va hwéng téi
muc dich ngan chin triét dé cac cudc tin
cong tir chdi dich vu dé DDoS khéng con
dang lo ngai nira trong cdng dong internet
nhw hién nay.
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