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Tom tat: Tan cong DDOS trén Internet da va dang gay ton that, anh huong lon
dén van d& an ninh ciing nhu hiéu sut mang. Bén canh dé xuat, cai tién cac
mo hinh phéan I6p luu lugng tan cdng DDoS, rit gon va chi ra tap dic trung
lién quan dén luu luong tan cong DDOS 1a mot bai toan ma can dugc quan tam
nghién ctu dé tang hiéu qua du bao, giam do phuc tap tinh toan, giam kha
nang overfitting cia md hinh. Trong bai bao nay, ching t6i dé xuat mo hinh
phat hién tan cong DDoS sir dung két hop ba m6 hinh thuc hién rdt gon tap
dic trung tir tap dic trung dau vao thay vi sir dung cac md hinh/ phuong phép
riéng ¢ duoc st dung trong mot sé cac nghién ciu tan cong DDoS gan day.
V6i nhitng ddc trung duoc lya chon, cac md hinh hoc c6 giam sat pho bién
nhu SVC, Kneighbor, Naive Bayes, Random Forest duoc trién khai dé phat
hién tan cong DDoS, qua cac chi sé danh gia gom Accuracy, F1 score, AUC
mo hinh dé xuat c6 hiéu qua tot nhat véi Random Forest.

T khéa: DDoS, machine learning, SVC, Kneighbor, Naive Bayes, Random
Forest, rat gon tap dac trung.

1. MO DAU

Tan cong tir chdi dich vu phan tan DDoS (1a mot bién thé cua tan cong DoS) dugc xem 13
mét trong nhitng kiéu tan cong phd bién trén Internet. Cing vai sy da dang cua loai thiét
bi, dich vu ciing nhu su phét trién nhanh chéng cia cac md hinh tin cong mang trong
nhiing thap ki qua, d dat ra yéu cau cip bach cho nha nghién cau trong viéc phan I6p
gitta Ivu lugng binh thudng va luu luong tan cdng DDoS trén mang. Cac md hinh ML
duoc ap dung vao I6p bai toan phat hién tin céng DDoS trong nghién ciu [1-14] déu ¢6
nhitng uu nhuoc diém riéng, nhung ton tai nhiing van dé chung can duoc cai thién:

- Tap dix liéu duoc sir dung da 15i thoi va khong duogc cap nhat cho nhitng tin céng mai.
- Chi c6 thé phét hién tan cong tir mot host cu thé, ma khong thé phat hién tan cong tir Bonet.

- Trong viéc lya chon, rut gon tap dac trung, viéc st dung mot moé hinh/bién phap don 1¢
c6 thé dan tgi viéc lam mét thdng tin, khdng chinh xac hoic phai mét nhiéu thoi gian
diéu chinh tham s mé hinh dé téi wu két qua. Ngoai ra, viéc sir dung cac phuong phap
trich chon dic trung thuong dugc sir dung phd bién nhu PCA lai khdng chi ra duoc
duoc tap dac trung lién quan vai tan cong DDoS.

- Thoi gian thuc hién caa mo hinh.,
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Trong bai bao nay, chung toi d& xuit md hinh phat hién tan céng DDoS tap trung vao
viéc cai tién budc rdt gon tap dic trung trén tap dir lisu UNSW-NB15. Bé rit gon tap
dac trung, thay vi stir dung 1 phuong phap riéng 1¢ (nhu danh gia twong quan) hay st
dung 1 m6 hinh ML (nhu PCA) nhu trong cdc nghién cttu phat hi¢n DDoS dugc st
dung gan day, ching t6i dé Xuat st dung két hop nhiéu mé hinh voi quan diém: 1) Thay
vi mat nhleu thoi gian dé t6i wu hoa cac tham sé cua 1 md hinh, sy két hop cua nhiéu
md hinh yéu s& cho két qua tin cay va tét hon( diéu nay duoc khing dinh qua céc
phuong thirc ensemble cua ML), 2) Két qua cua md hinh dé tra 16i dugc tap dic trung
lién quan dén tan cong DDoS (diéu ma PCA khéng 1am duoc). Trén tap dic trung lra
chon duoc, chiing tdi sir dung lan luot cac mé hinh phan 16p don gian dwoc sir dung phé
bién trong cac nghién ctu vé tin cong DDoS nhu SVC, Kneighbor, Naive Bayes,
Random Forest dé phat hién tin cong DDoS. Pong gop ctia nghién cau thé hién ¢
nhiing diém sau:

- Str dung tap dir lieu UNSW-NB15 thay vi str dung céc tap dit liéu duoc xem 1a 16i thoi
nhu KDD 99. Phén tich dic diém luu luong tan cong tir Botnet dé dua ra tap gom 14
dic trung dé 1am dau vao cho cac budc tinh toan va xt ly tiép theo.

- Pé xuat md hinh rat gon tap dic trung st dung két hop két qua bau chon cua 03 mo
hinh. Phuong phap nay chi ra duoc tap dic trung nao lién quan nhat véi tin céng DDoS
va viéc str dung két hop ciia nhiéu mé hinh cho két qua dang tin cay hon viéc sir dung
mot mo hinh, phuong phap riéng 1¢.

Phan con lai cua bai bao dugc t6 chire nhu sau: phan 11 tém tat cac nghién ctu lién quan
trong linh vyuc phat hién tan cong DDoS trong thoi gian gan day. Phan 111 so luoc vé tan
cong DDoS va tap dir liéu tan cdng DDoS, phan 1V trinh bay vé md hinh dé xuat phat
hién tan cong DDoS sir dung ML. Poan V gidi thiéu céc két qua kiém nghiém, danh gia
ctia mb hinh. Cudi cing, phan VI la két luan cia nghién ctru cing huéng nghién cau
trong tuong lai.

2. CAC NGHIEN CUU LIEN QUAN

Véi su trién nhanh chéng caa cac bién thé tan cong DDoS, nén cac phuong phéap tiép
can truyén thong nhu sir dung chit ki (signature) da boc 16 nhugc diém khong thé linh
hoat trong viéc phat hién tan céng, phan ung trudc cac dang tan cong méi [4,8]. Nhiing
nghién ciu gan day, sir dung phuong phap ML cho phép cac bo loc tu hoc trén cac dir
liéu lich sir d3 co dé nhan dién cac luu lwong bat thuong trén mang, di va dang 13 hudng
nghién ciru dwoc quan tam véi nhiéu dé xuat, cai tién.

Nhom tac gia [1] dé& suat mo hinh hoc giam sat sir dung bo phan 16p tan cong Random
Forest Classifier dé phét hién tin cdng DDoS véi d6 chinh xac 96%. Tuy nhién mé hinh
chi thién tién xir ly dix liéu va trich chon dic trung bang mot ky thuat don 1¢ ma khdng
thong qua két hop ciia dong thoi caa cac mo hinh dé nang cao mirc d6 danh gia cua cac
dic trung duogc trich chon. Nhom tac gia [3] dé xuat md hinh st dung ML dé nhan dién
tan cong DDoS tir c4c thiét bi 10T. Thay vi sir dung tap dir liéu cdng cong, nhom tac gia
tu xay dung kich ban dé thu thap bé dit liéu huan luyén va kiém thir. T bo dir lidu nay,
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nhom tac gia dé xuat phuong an lua chon dic trung théng qua viéc danh gia dic tinh luu
lwong ma chua c6 co s& danh gia két hop dé thay dugc do quan trong cua cac dic trung
trong mo hinh ciing nhu kha ning mét thdng tin khi loai bo céc dic trung con lai trong
tap dit liéu ban dau. Nhom tac gia [4] st dung mé hinh két hop PCA-RNN  bao gém
trich chon dic trung v6i PCA va st dung mang Neuron hoi qui dé phét hién tan cong.
Pong gop nhom tac gia 1a d& xut tap dic trung cua luu lwong tin cong DDoS trude khi
thuc hién trich chon dac trung vai PCA, véi cac puong phap trich chon dac trung, cac
bién doc 1ap méi sau khi bién d6i tro nén kho hiéu va ciing khong chi ra dugc cac dic
trung nao lién quan dén tin cdong DDoS. Ngoai ra, viéc st dung RNN clng tang do
phuc tap cua md hinh vai tap dit liéu 1on. Nhém nghién cau [7] sir dung két hop phuong
phap danh gia d6 tuong quan dé rut gon tap dic trung sau do sir dung mang Neuron dé
phét hién tan cong DDoS. Viéc str dung phuong phap danh gia d6 twong quan dé loai bo
cac ddc trung c6 do twong quan I6n (thuong st dung nglmng > 0.75) tuy don gian,
khong tén tai nguyén xir Iy, nhung d6i véi nhitng dic trung c6 méi quan hé khong tuyén
tinh thi gié tri do trong quan nay khong du co s dé loai bo dic trung, ngoai ra viéc loai
bo mot didc trung s& anh huong dén d6 quan trong cua cac dic trung khac nén viéc danh
rét mot nhom céc dic trung dira vao do tuong quan dan téi mat thong tin ciing nhu hiéu
suat caia md hinh. Nhém nghién cau [8] st dung phuong Chi-binh phuong va
information gain dé lya chon dic trung, Véi cac dic trung d6, nhom nghién ctu lan luot
thir nghiém véi cac mo hinh ML dé phat hién tan cong nhu Navies Bayes, C4.5, SVM,
KNN, K-mean, Fuzzy C means, trong d6 Fuzzy C mean cho két qua chinh xac nhat so
véi cac md hinh con lai. Bén canh cac giai phap phat hién tan cong sir dung ML theo
tiép can hoc giam sat, nhém nghién cau [9,10.12] sir dung tiép can ban giam sat dé tan
dung vu diém cia ca cac md hinh c¢6 giam sat va khong giam sat, nhung dong thoi su
phirc tap ciia mo hinh dy bao ciing tang 1én.

Viéc rat gon tap dic trung quyét dinh sy thanh cong caa md hinh phat hién tan céng
DDoS st dung ML béi diéu nay khdng chi 1am giam d6 phiic tap tinh toan cia mé hinh
ma con giam hién tugng overfiting cia md hinh. Trong pham vi bai bao nay, ching toi su
dung thuat ngix rat gon tap dic trung voi ¥ nghia bao gdm: 1)lya chon tap dic trung dau
vao gém 14 dic trung lién quan téi luu lugng tin céng DDoS tir tap dir liéu ban dau va 2)
sir dung két hgp 3 mé hinh dé giam s6 chiéu cua tap dic trung dau vao bang phuong phap
lya chon dic trung qua d6 dua ra tap dic trung lién quan dén tin cong DDoS.

3. TAN CONG DDOS VA TAP DU LIEU TAN CONG DDOS
3.1. T4n cong DDoS

DDoS la tin cong tir chdi dich vu phan tan, trong do, ké tan cong tap hop cac may tinh
d3 bi tan cong trude d6 thanh mot mang ludi dugc goi 1 Botnet va diéu khién ching tan
cong dong thoi vao mot hodc nhidu may, dich vu, mang dich [14]. V& kién trdc, tin
cong DDoS dugc chia thanh 02 loai, d6 1a tan cong truc tiép va tan cong gian tiép.
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3.2. Tép dir li¢u tin cong DDoS

C6 2 tap dit liéu thudng duoc sir dung trong cac nghién ciru phat hién tin céng DDoS 1a
KKD 99 va NUSW-NBI15. KKD 99 c¢6 2 phién ban DARAP98 va NSLKDD. Céac
nghién ciru vé hé théng NIDS sir dung tap dit liéu KKD99 di chi ra tap dit lidu ton tai
nhirng han ché bao gdom: dit liéu trong tap dir liéu 101 thoi vi vy khong co tinh cap nhat
voi cac loal luu lwgng mang thong thuong va tan cong hién nay; tap dir liéu ton tai
nhiéu nhiéu dir liéu lap, trong; phan bd xac suit cua dir liéu huan luyén khac véi phan
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bd xac suat ctia 16p dit liéu thir nghiém. Viéc sir dung tap dir ligu NUSW-NBIS5 c6 thé
khac phuc nhitng nhuge diém nay [7,13].

Dit lidu UNSW-NB15 gdm 49 dic trung va chira tong 2.540.044 bang ghi duoc luu trit
trong 4 file CSV va mot phan dit liéu trong tp nay duoc chia thanh tap dir liu huén
luyén va kiém thtr. Tap dir liéu huan luyén gdm 175.341 ban ghi, va tap dir licu kiém
thir gobm 82,332 ban ghi luu trir thong tin cua 9 loai luu lugng tan cong va binh thuong.
9 loai luu lwong tin cong gdm: Fuzzers, Analysis, Backdoor, DoS, Exploit, Generic,
Reconnaissance, Shellcode, Worm. 49 dac trung cua tap dit liéu nay duoc chia thanh 6

nhém dac trung [13].
Tap dor
liéu huin
luyén
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p g
2 g
LLua chon tap dac trung dau vao %‘3
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! g
s
L Tién xur 1y

{ Tap dac trung rat gon J
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ki€m thir [ B& Phan Lép ML ng—{cénh ba’oJ

Hinh 3. M6 hinh dé xudat phét hién tdn cong DDoS
4. MO HINH BE XUAT PHAT HIEN TAN CONG DDOS

M6 hinh do tim/phét hién tin cong st dung ML thyc hién phan I6p luu lugng mang la tin
cong hay luu lugng binh thuong. Néu c6 tan cong xay ra, s& tao canh béo cho hé thong dé
chan Iuu luong tur nguodn phat tuong tng hoic/va danh rét goi tin. MO hinh gom cac pha:
tien xur ly dir liéu, lya chon dac trung va do tim/phat hién tan cong (hinh 3).

4.1. Lwa chon tap dic trung dau vao

Trén co s& phan tich dic diém luu luong tin cdng DDoS la ching t6i dé xuat sir dung
14 dac trung sau:

- Nhém céc dic trung vé sb lugng luu luong gom 06 ddc trung (sloat; dload; spks,
dpkts). Chung t6i de xuat su dung cac ddc trung nay boi khi cac may tinh bi nhiem va bi

diéu khién bai bot, ching s& goi luu luong I6n cac goi tin vao mang va may dich lam
cho mang va may dich trd nén qua tai. Y nghia cac dic trung nay duoc cho & bang 1.
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Bang 1. Cdc ddc trung vé lwu lwong
Stt| Tén Giai thich
sload | Cac bit dugc goi tir ngudn trong thoi gian 1 gidy
dload | Cac bit dén dich trong thoi gian 1 gidy
spkts | S6 lwong goi tin tir nguon dén dich
dpkts | S6 lugng gai tin tir ngudn dén dich
shytes | S bytes gai tir nguon téi dich ciia
6 | dbytes | Sb bytes goi tir dich ti ngudn
- Nhém cac dic trung lam giam chat luong phuc vu (dur, ct_ftp_cmd, ct_srv_src,
ct_srv_dst, ct_src_Itm, ct_src_dport_Itm, ct_dst_sport_Itm, ct_dst_src_Itm). Chung tbi
dé xuat str dung nhém céc dic trung ndy boi dic tinh cua tan cdng DDoS Ia lam cham
hoic 1am ngap kha ning phuc vu cia cac d6i twong dich bang cach chiém dung cac két
ndi trong thoi gian dai lam cho ddi tuong dich khong thé phuc vu nhitng nguoi ding
hop phap khac.

gl lwpN|F-

Bang 2. Cdc ddc trung chdt luong dich vy

Stt Tén Giai thich
1 | dur Chiéu dai tinh theo gidy cua cac két ndi
2 | ct ftp.cmd S6 cac ludng co thuc hién cac 1énh command trong phién ftp
3 | ct srv st S? lugng cac két noi chira cung dich vu va dia chi nguon trong 100
két noi
ct_srv_dst S6 luong céc két ndi chira ciing dich vu va dia chi trong 100 két ndi
ct_src_Itm S6 luong két ndi co cung dia chi ngudn trong 100 két ndi
6 | ct_src_dport_ltm S? lugng cac két noi coé cung dia chi nguon va port dich trong 100
két noi
7| ct_dst_sport_Itm S? lu'gng cac ket noi co cung dia chi dich va port nguon trong 100
két noi
8 | ct dst src_ltm So lugngA(_:aC két noi c6 cung dia chi nguon va dia chi dich trong
100 két noi.

- Nhan/dich: attack_cat 1a thuoc tinh phan loai cho biét luong d6 1a luu lwgng binh
thuong (normal) hay tan cong (9 loai tan cong ké trén). Vi muc dich nghién ciu mo
hinh nhan dang tan cong DDoS, ching toi trich chon cac ban ghi twong tng véi luu
luong binh thuong va luu lugng tan cbng DoS, dong thoi chuyen kiéu dir liéu cua thudc
tinh nay: tan cong DDoS — 0; va cac luu lugng binh thuong — 1.

Tap dir Iié‘u sau khi lra Qhon c6 15 dic trung gom 14 dic trung va 1 nhan véi 31,283
quan sat gom luu lugng tan cong DoS va luu lugng thong thuong.

4.2. Tién xir ly dir ligu

- Do dit ligu cua céc ddc trung trong tap dir ligu khong phai Ia phan bé chuan, viéc
chuan héa cho tap cac déc trung dugc ap dur]g nham dua phan bo dir liéu cua cac dac
trung vé phén phoi chuan. Cong thuc tinh chuan héa:
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X—HU
o
Trong d6 u la gia tri trung binh; o 1a phuong sai, dugc tinh boi cong thirc sau:

1 N 1 N
U= Nzi=1(xi); o= \/; Zi=1(xi — n)?

4.3. Rt gon tap dic trung diu vao

Muon ¥ tuéng cua phuong thirc ensemble trong ML, ching toi d& xuat md hinh rit gon
tap dic trung st dung két hop nhidu md hinh @ Iya chon dic trung (trong bai nay
chang t6i sir dung 03 mo hinh). Mdi md hinh thuc hién binh chon cho danh sach céc dic
trung ¢6 thé dugc rut gon dua trén do quan trong cua dic trung d6 véi vai md hinh. Két
qua cudi ciing, cac dic trung duoc rat gon 1a nhirng dac trung duoc bau chon dong thoi
bdi 3 m6 hinh. Chi tiét nhu sau:

- M6 hinh lgya chon déc trung FS1: LassoCV()

LassoCV duoc xép vao nhom thuat toan chuan hda nham han ché su khac biét, chénh
léch giita két qua du bao va két qua thyc té cia mo hinh hdi quy tuyén tinh. Két qua
caa mo hinh la danh sach gia tri do quan trong cua cac dac trung (danh gia dya vao gia
tri coefficient), nhitng gia tri thip twong Gng véi nhitng dic trung c6 kha ning cao bi
loai khoi mé hinh.

Poan ma thuc thi sir dung thu viéc Sklearn trong Python:

from sklearn.linear_model import LassoCV
Icv = LassoCV()

lcv.fit(X_train, Y)

Icv_ mask = Icv.coef =0

Trong d6 X_train l1a tap dic trung dau vao; Y 1a nhan/bién phu thugc mask_lcv 1a danh
sach gia tri d6 quan trong cua cac dac trung trong X_train.

- M0 hinh lgya chon dic treng FS2: RandomForestRegressor ()

RandomForest L& thuat todn hoc c6 giam sat tao ra cay quyét dinh trén cac mau du
xlieeuj dugc chon ngiu nhién duoc du doan tir mdi cay va chon giai phap tét nhat bang
cach bo phiéu. Nhitng dic trung dugc RandomForest danh gia do quan trong thip dya
vao gia tri dac trung d6 quan trong (feature_importance) la nhiing dac trung wu tién
duoc loai khoi tap dic trung dau vao.

X (new) —

Poan ma thuc thi sir dung thu viéc Sklearn trong Python:

from sklearn.feature_selection import RFE

from sklearn.ensemble import GradientBoostingRegressor

rfe = RFE(estimator=GradientBoostingRegressor(), n_features_to_select=
sum(mask_lcv), step = 1, verbose=1)

rfe.fit(X_train,Y)

gbr_mask = rfe.support_
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Trong d6 X_train 1a tap dit huan luyén da loai b ddc nhan; Y Ia nhan/ bién phy thugc;
grb_mask la danh sach bau chon cac dac trung dau vao.

- M6 hinh lwa chon dic trung FS3: GradientBoostingRegressor()

Gradient Boosting la thuat toan hoc c6 giam sat dugc sir dung rong rai cho 16p bai toan
hoi qui va phan 16p; sir dung dung phuong thirc ensemble dé dua ra két qua du bao tir
két qua tong hop cua nhiéu md hinh. Sir dung két qua cua mé hinh nay, ching ta thu
dugc bau chon cac dic trung c6 do quan trong thip twong Gng 1a nhirng dic trung wu
tién duoc rdt gon tir tap dic trung dau vao.

Poan ma thuc thi sir dung thu viéc Sklearn trong Python:
rfe2 = RFE(estimator=RandomForestClassifier(),
n_features_to_select=sum(mask_lcv), step=1, verbose=1)
rfe2.fit(X_train,Y)
rfc_mask = rfe2.support_

Trong d6 X_train 12 tap dit huan luyén da loai bo nhan; Y Ia nhan/ bién phu thugc ,
rfc_mask Ia danh sach bau chon céac dac trung dau vao.

Két qua ciia 3 md hinh FS1, FS2, FS3 dugc tong hop dé binh chon cho nhiing dic trung
nao c6 kha ning duoc loai bo khoi tap dic trung dau vao cao nhat. Poan ma thuc thi
trong Python nhu sau:

votes = np.sum([lcv_mask, rfc_mask,gbr_mask],axis=0))

mask = votes==

X_train_reduced = df X.loc[:, mask]

Trong d6 np la thu vién numpy, X_train_reduced la tép dit li¢u X_train sau khi dugc rat
rit gon s chiéu theo két qua bau chon ctia 3 mé hinh.

5. MO PHONG VA DANH GIA HIEU QUA MO HINH

Dé cai dat, danh gia hiéu qua cua cac md hinh, ching toi thuc hién xay dung cac mo
hinh bang ngdn ngir Python va chay trén may Windown 10, RAM 16 GB, Chip Intel®
Core i5. Cac thu vién duoc st dung cho ¢ bang 3; Cac mé hinh ML dugc trién khai véi
cac tham sb mic dinh.

Bang 3. Cdc thu vién trong Python dwot sur dung trong chuong trinh
Stt | Thwvién | Chd thich

1. | Pandas Phan tich dix liéu
2. | Numpy Xur Iy mang da chiéu, ma tran
3. | Seaborn Truc quan héa dir liéu

4. | Matplotlib | V& do thi 2D
5. | Scikit-learn | Phan tich va khai pha di liéu

Céac nhan dinh va so sanh
Tir két qua thyc nghiém & bang 4:
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- S0 Véi truge khi thuc hién rt gon tap dic trung, mo hinh dé xuat cho két qua twong
duwong da cho thdy hiéu qua caa mé hinh dé xuét (giam chiéu tap dic trung, con lai 05
dic trung so véi 14 dic trung ban dau) s& cai thién do phuc tap tinh toan caa mé hinh
phan lop.

- Déi Vv&i phuong phap rat gon sir dung phuong phap danh gia d twong quan, md hinh
dé xuat cd két qua trong duong tuy nhién néu voi ngudng >=0.75, tap dac trung sau khi
rit gon 1a 10 dic trung. Ngoai ra, v6i phuong phap danh gia nay, néu mudn giam s
chiéu xudng 5 thi phai str dung ngudng >= 0.05, mot gia tri ngudng khong hop Iy trong
phuong phéap danh gia twrong quan.

- Pdi voi PCA véi n_components=5, két qua du doan ctia md hinh dé xuét cho két qua
tot hon. PCA s& cho ket qua twong dwong v6i mo hinh dé xuat khi n_components =10.
Ngoai ra, nhu da nhan dinh & trén, véi ket qua cua PCA, khong thé chi ra tap thuge tinh
lién quan nhat vai dang luu lugng tan cong DDoS.

- V6i ket qua thyc nghiém c6 thé thdy mo hinh de xuat cho két qua tot nhat voi bo phéan
I6p ML Random Forest dé phan I6p luu Iugng tan céng DDoS

Két qua thir nghiém caa mé hinh:

Bang 4. Két qua danh gid va so sanh cua cac md hinh

STT Phu'(,)’ng phip MO r’nnh Accuracy | Precision | Recall Fl- AUC
rut gon phéan lép ML Score
Random 0.97 0.97 097 |097 |0.99
Forest
1. Khéng rat gon | SVC 0.91 0.92 0.91 0.90 0.96
Kneighbors 0.94 0.94 0.94 0.93 0.91
Naive Bayes 0.84 0.83 8.84 0.82 0.84
, Random 0.97 0.97 097 |098 |0.985
Pénh gia Forest
2. tuong quan | SVC 0.91 0.91 0.90 0.91 0.93
>=0.75 Kneighbors 0.93 0.93 0.93 0.93 0.89
Naive Bayes 0.85 0.83 0.85 0.83 0.88
Random 0.93 0.93 093 |093 |0.96
PCA Forest
3. (n_component | SVC 0.87 0.88 0.87 0.85 0.92
=5) Kneighbors 0.93 0.93 0.93 0.93 0.89
Naive Bayes 0.80 0.73 0.80 0.75 0.83
| pandom 0.97 0.97 097 097 |0.98
Mo hinh d& |--OreS
4 UL sVC 0.90 0.91 090 [089 [085
Kneighbors 0.94 0.94 0.94 0.94 0.91
Naive Bayes 0.84 0.82 0.84 0.82 0.81
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M6 hinh cho két qua tap dac trung lién quan nhat cia tin cong DDoS dugc tinh toan boi
mo hinh la tap gom 5 dac trung: [‘dur’, ‘sload’, ‘sbytes’, ‘dbytes’, ‘ctt _srv_src’].

Bang 5. Két qua ddnh gid ciia md hinh phan lép véi Random Forest

Phwong phap | M6 hinh phéan . i
STT rdit gon l6p ML Accuracy | Precision | Recall | F1-Score | AUC
Panh gia tuong
Random Forest
1. ann (COR_RF) 0.97 0.97 0.97 0.98 0.98
>=75
PCA
2. | (n_component ?F,agiorgE)OreSt 0.93 0.93 093 |0.93 0.96
= 5) —
M6 hinh dé
X Random Forest
3. Xuat COM_RF 0.97 0.97 0.97 0.97 0.98
1
0.98 B Accuracy
0.96 - M Precision
0.94 - Recall
M F1-Score
0.92 -
mAUC
09 i T T T T T 1
COR_RF PCA_RF COM_RF

Hinh 4. Két qua ddnh gid ciia md hinh phan 1ép véi Random Forest

6. KET LUAN

Bai bao nay danh gia va so sanh tinh hiéu qua ctia mé hinh dé xuét sir dung két hop 03
mo hinh rt gon tap dic trung trén tap dit lisu NUSW-NB15. Két qua kiém nghiém cho
thdy mo hinh dé xuat cho két qua dy doan tot hon, tdp dic trung nhé hon so véi cic
phuong phap PCA va danh gid d¢ tuong quan. Mugn y tudng doan cuia phuong thirc
ensemble trong machine learning, viéc str dung két qua tong hop tir 03 mé hinh s& cho
két qua dang tin cdy hon so véi viéc sir dung két qua riéng 1¢ ciia mot mo hinh. Két qua
kiém nghiém ciing cho thdy md hinh dé xuat cho két qua t6t nhat véi bo phéan 16p sir
dung Random Forest.
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Title: A PROPOSED MACHINE LEARNING MODEL FOR DETECTING DDoS ATTACK

Abstract: DDoS attacks on the Internet have been badly affecting security and performance of
the network. In addition to proposing and improving DDoS traffic classifier models, reducing
the feature set is one of the key issues to increase predictor’s efficiency as well as reducing the
complexity of the model. In this paper, we proposed a DDoS attack detection model that used a
combination of three models of feature selection from the input feauture set instead of using an
individual model/ method used in recent approaches of detecting DDoS attack. With selected
features, popular supervised learning models such as the SVC, Kneighbor, Naive Bayes,
Random Forest was used to detect DDoS attacks. Being evaluated with accuracy, Flscore,
AUC, our experiment show that the proposed method has better results.

Keywords: DDoS, SVC, Kneighbor, Naive Bayes, Random Forest, Feature selection,
Dimensionality reduction, Machine learning.
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