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Tém tat: Netflow 1a giao thire doc quyén cia Cisco cho phép giam sat chi
tiét cac thanh phan trong ludng luu luong mang, tir d6 khic phuc nhuoc
diém cua giao thirc quan tri mang truyén théng SNMP. Trong diéu kién con
thiéu thiét bi chuyén dung nhu switch, router... dé thuc hanh xay dung hé
thdng mang va giam sat hé thong do, chiing t6i da nghién ciru va xay dung
cac bai tap nham giup ngudi hoc thyc ting budc trién khai hoan chinh hé
thdng giam sat mang véi Netflow trén nén phan mém mé phong mang GNS3
dap tng nhu ciu giang day hoc phan Quan tri mang tai truong DPHSP Hué.

Tir khoéa: Netflow, Netflow v9, M6 phong Netflow trén GNS3.

1. MO DAU

Sy phat trién vé quy mo mang IP da kéo theo sy phat trién cua nhiéu loai tng dung va
dich vu. Nhiing loai dich vu nay dit ra yéu cau cao vé bang thong st dung, vé hiéu suat
va tinh dy bao trudc vé chit luong dich vu ching han nhu dich vu VoIP, cac dich vu da
phuong tién hay dich vu mang hudng an toan. Nhitng yéu cau nay cling doi hoi phai co
cong nghé twong tng dé hd trg cung cap thong tin giam st mang va st dung tai nguyén
cua cac ng dung. Viéc giam sat mang co thé dugc thuc hién boi giao thrc SNMP dé
lay thong tin vé luu luong va tée d6 dit liéu nhan va goi trén cac giao dién thiét bi tir d6
cho biét muc do sir dung bang thong cua hé thbng mang ciing nhu cho phép ngudi quan
tri dua ra quyét dinh vé hoach dinh kha ning ctia mang. Tuy nhién, SNMP khéng cho
biét cu thé tng dung nao dang st dung bing thong, dia chi IP hay host nao lién quan,
cac thong tin vé loai dich vy, chat luong dich vu. Netflow 1a giao thirc dac quyén duoc
dé xuat bai Cisco c6 thé giai quyét van dé nay. Viéc giam sat mang dua trén giao thiic
Netflow cho phép dic ta rd hon vé luu lugng IP, hiéu dugc cac ludng xuat phét tir dau
va nhu thé nao, ddy chinh 1a nhimg thong tin quan trong str dung trong van dé sira 16,
danh gia hiéu xuét cling nhu danh gia tinh sin sang cia toan bo hé thong mang.

Trong giang day cac hoc phdn mang may tinh, dé trién khai hé thong thiét bi thuc gdm
nhitng thiét bj chuyén dung nhu switch, router... s& doi hoi chi phi rat 16n va viéc thiét
ké va chay thir nghiém cic hé thong mang 16n ciing khong kha thi. Do vay, dé ngudi
hoc ¢6 thé thyc hanh trén thiét bi tvong dwong véi thiét bi thuc ciing nhu dinh huéng
ngudi hoc cac budc trién khai hoan chinh hé théng giam sat mang bang Netflow, chiing
t6i xdy dung cac bai tap trén nén phan mém mo phong mang GNS3 dé phuc vu giang
day hoc phén Quan tri mang tai truong DHSP Hué - DPHH.
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2. NOI DUNG NGHIEN CUU
2.1. So hrgc vé giao thirc Netflow

Viéc quan trj cac thiét bi mang (switch, router...) va cac dich vu duoc thuc hién truyén
thdng bang giao thac quan tri mang don gian SNMP. Mic du c6 thé giam sat duoc mirc
sir dung bang thong va ¢ cac wu diém [1] nhu don gian qua trinh quan 1y, dé dang mo
rong va tuong thich, thi nhugc diém caa SNMP la khong thé giam sat dugc thong tin chi
tiét trong luu lugng mang nham xac dinh dugc cu thé déi twong ndo dang sir dung bang
thong. Dé dap tng yéu cautrén, Cisco I0S Netflow ra doi véi phién ban dau tién duoc
ghi nhan vao ngay 5/9/2001[3].

Netflow 12 mot giao thirc doc quyén cia Cisco dé tap hop, gdp va luu cac dir ligu ludng
dir liéu mang. Netflow dugc nhing trong cac phan mém hé diéu hanh mang trén cac
thiét bi nhu switch hay router va dugc hd tro bai tat ca cac thiét bi Cisco. Dit liéu duoc
cung cip boi Netflow cho ngudi quan tricai nhin chi tiét vé luu lugng mang va bing
thong mang dang duoc sir dung hon 13 chi trong va nhitng két qua cua viéc giam sat
nhu giao thirc SNMP. Netflow déd c6 10 phién ban, nhung hién nay 2 phién ban st dung
phd bién 13 phién ban 5 va phién ban 9 [2][3]. Phién ban 9 1a phién ban cai tién nhét voi
viéc st dung template trong dinh nghia cac bang ghi ludng nho d6 thong tin ludng duoc
dinh nghia linh dong hon thay vi phai ¢6 dinh trudc cic trudng cia ban ghi nhu & phién
ban trudc do, qua dé Netflow v9 cho phép thich hop vé&i nhiéu dinh dang dit liéu thong
qua co ché template nhu IPv6, Virtual Local Area Networks (VLAN) va Multiprotocol
Label Switching (MPLS)[4]. Phién ban 10 14 phién ban cai tién tir phién ban 9 va duoc
IETF chap nhan thanh chuan quy dinh trong cac RFC (5101, 5102).

2.2. Kién triic ciia hé thong Netflow

Kién triic cia mot hé théng Netflow gom 3

thanh phan gdm b phan xuat ludng, bo phan Remore ’

tap hop ludng va bd phan quan tri [2][3] nhu N gy o i o
6 hinh 1. s ﬂ e (fi:
- Bo phan xuit ludng: c6 thé 1a nhiéu loai - S | I—

thiét bi khac nhau (switch, router, firewall...) ) =3

hd trg giao thirc Netflow, chiing lam nhiém Hinh 1. Kién triic h¢ thong Netflow

vu tao dir liéu va xuét dit liéu dén bod tap hop luéng. Dé trién khai Netflow ¢6 2 cach
tiép can gom Netflow truyén théng (TNF) va Netflow linh hoat (FNF). Trong pham vi
bai bao nay chung toi dé cap dén cach tlep can TNF, v6i cach tiép can nay, bo phan xuét
ludng sé& khoi tao cac 1uong va luu cac ludng vao thiét bi nhé goi 1a Netflow cache, sao
cho trong mdi ludng s& gdm cac gdi tin co chung 7 thuge tinh chinh [5].Khi ludng
khong hoat dong sau mot thoi gian nhét dinh, hodc ton tai quéa mot khoang thoi gian
duoc chi dinh trudc trong cache, ludng s& duoc gom va dong goi theo dinh dang géi tin
ctia phién ban Netflow dé gai dén bo phan tip hop ludng.

- B6 phan tap hop ludng dam thuc hién nhiém vu nhan cac ban ghi tir b phan XUt
ludng va thuc hién mot sb tac vu quan trong bao gém luu trir ludng, loai bo dir lidu



XAY DUNG CAC BAI TAP TRIEN KHAI HE THONG GIAM SAT MANG. .. 109

trung 13p, nhan dién mau va phan tich hanh vi, hodc hd tro cac giai thuat va co ché dé
phan tich cac ludng dé do tim cac nguy co vé an ninh mang. Dit liéu Netflow duogc xut
t61 bo tap hop sir dung giao thirc UDP. Dia chi IP cta bo tap hop va sb hiéu cong dich
phai duoc ciu hinh trén cac thiét bi (router, switch...) dugc giam sat.

- B phan quan tri ¢6 nhi¢m vu cung cap giao dién tryc quan cho quan tri vién trong
viéc quan tri va phén tich cac van d& mang, gém cic tinh ning chinh nhu xem téng quan
cac hoat dong cua mang, phan tich chuyén siu dé phat hién cac hanh vi bat thuong cua
mang, Canh bao ngay 1ap tiac khi xay ra nhitng diéu kién bét thuong, cau hinh lai hé
théng phan tich Netflow...

Viéc trién khai hé théng giam sat mang bang Netflow bén canh wu diém [2][4] van ton
tai nhuoc diém: (1). Dir liéu cua Netflow chi giam sat dugc dit liéu tir ting 2 dén tang 4
va phai xac dinh cac ung dung qua s6 hiéu port cia tang Transport. Nhuge diém nay c6
thé khic phuc bang su két hop gitta Netflow va cong nghé NBAR tich hop cac Cisco
10S [5]; (2). D li€u cua Netflow lam tang tai cho thiét bi va luu lugng mang. Do vay
khi trién khai Netflow phai xét dén kha ndng xu ly cua thiét bi (RAM, CPU..), bang
thong dudng truyén dé ciu hinh cac thong so Netflow trén thiét bi ciing nhu vi tri trién
khai Netflow tai vi tri nao déphu hop nhat véi topology cua mang d6 [1].

2.3. Cac bai tap trién khai h¢ thong Netflow

Qua Viéc phan tich cac thanh phﬁn cua [(ién trac Netflow, cach thirc hoat dong cua cac thanh
phan [2][3], chung t6i nhan thay viéc trien khai hé thong duoc thyuc hién qua cac budc:

- Xac dinh vj tri thiét bi trién khai Netflow
- Cau hinh ghi dir liéu vao bd nhd cache va quan 1y bd nhd cache.
- C4u hinh dé xuit cac ludng téi may cha tap hop ludng.

- Phan mém cua b phan phan tich s& phan tich dit liéu va tao cac bao céo theo lich sir
va thoi gian thyc.

Dé gitip nguoi hoc hiéu 1 cac budc va truc 'Eiép thuc hanh trién khai hé ‘th(‘)ng Netflow,
chiing t6i xay dung nhom cac bai tap deé trien khai hé thong Netflow gom 4 nhom bai
tap nhu sau:

- Nhom bai tap 1: C4u hinh Netflow trén thiét bi; nhoém bai tap nay muc dich dé nguoi
hoc dinh hinh téng quan viéc trién khai 1 hé thong Netflow, bao gom xac dinh thiét bi
trién khai Netflow, vi tri trién khai bo tap hop, chi dinh cac thong s6 don gian trén thiét
bi bao gom giao dién cong trén thiét bi dé cAu hinh xuit ludng, cdu hinh phién ban
Netflow, cau hinh dia chi bo tap hop va port tng dung; kiém tra thong tin cau hinh qua
ché do CLI.

- Nhom bai tap 2: Céu hinh quan ly cache trén thiét bi; nhém bai tap nay muc dich dé
nguoi hoc hiéu y nghia cac thong so cu hinh cache va vai tro agrregation cache tdi viéc
t6i wu bang thong giita thiét bi va bo tap hop ludng, gdm cac thong sé xac dinh thoi gian
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hoat dong ludng, thoi gian luu lai cua ludng trén cache, ciu hinh aggregation cache va
kiém tra thong tin cache qua ché d6 dong lénh CLI.

- Nhom bai tap 3: Céau hinh phan mém cua bd quan tri; Nhém bai tap nay nham muc
dich nguoi hoc thuce hanh cdu hinh bd phan quan tri d&& nhan dit liéu tir bo xuat ludng tir
d6 doc céac thong tin dit liéu Netflow, tao cac théng ké, tao cac canh bao dé kiém tra va
giam sat mirc do st dung bang thong cua thiét bi, tng dung.

- Nhom bai tap 4: Nhom bai tap tong hop; Nhom bai tap nay nham muc dich dé ngudi
hoc thyc hanh trién khai hé thong Netflow hoan chinh gom phan tich yéu cau, xay dung
hé thong mang hoac dwa trén mot topo mang da co dé trién khai va giam sat hé théng
véi Netflow Analyzer.

2.3.1. Moi trwong mé phong

DPé mb phong cac tinh hubng mang ching t6i st dung phan mem md phong GNS3 két
hop voi phan mém gia lap may a0 VMWare, véi mot s6 yéu cau vé phan cang phan
mém khéac nhu bang dudi. Ngoai ra, dé phu hop véi muc dich da dit ra 1a xay dung hé
thdng bai tap gitip ngudi hoc hiéu rd va thuc hanh timg budc dé trién khai hé thdng
Netflow chung t6i gi6i han diéu kién thuc hanh cac bai tap nhu sau: Trién khai TNF
Netflow véi phién ban 9 trén thiét bj Router ¢7200; St dung phian mém Netflow
Analyer 12 dé giam sat va phan tich dit liéu; dong thoi ngudi hoc di c6 kién thirc co ban
vé cau hinh router bao gdm céu hinh dia chi thiét bi, cdu hinh dinh tuyén router; ciu
hinh NAT.

Bang 1. Cdc phan mém va phan cimg sir dung trong mé phong

STT Pha}n C“Qg / Céu hinh tdi thiéu Muc dich s@ dung
phan mém
Phan mém
GNS3 cai dat cung | CPU: Dual core hoac hon
1. GNS3 VM Ram: 4GB Mo phong hé théng mang
(phién ban 2.1.1) Storage: 1GB kha dung
CPU: x86
2. éﬁ\é\ﬁgn 12.0,0) | Ram: 2GB Cai dit cic méy tinh 40
o Storage: 1 GB kha dung
2.4 GHz, Pentumd; Phin mém giam sat va phan
3. | Netflow Analyzers | Ram: 4GB tich d lidu trén b phan tich
© 12 Storage: 10GB kha dung; OS: : o P
. Netflow
64 Bit
Phan cing
L CPU: Dual core hodc hon
4| oy tinh deskioP | Ram: 816 GB
Storage: 40 GB kha dung
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2.3.2. Bai tgp 1

- Thoi lwgng: 2 tiét (1 tiét: cau
hinh thiét bi trén GNS3; 1 tiét:
cAu hinh Netflow va kiém tra
thong tin cau hinh)

- Muc dich: Cau hinh bét tinh
ning Netflow trén thiét bj
router; cu hinh giam sat luu
luong trén cac giao di¢n
router; Kiém tra thong tin
Netflow Cache trén thiét bj
router;

Server-PT

Netflow Collector
192.168.1.2/24

/ P 10.0.0.2/24
PCO

2411

Ru?ftem T

—
2960- 2!:fr‘

Hinh 2: So do mqg[gpbdi tap 1

\ PC2  10.0.0.4/24

Switch1 ~
' PC-PT
pct 10.0.0.3/24
2960-MTT
itch \

Server-PT
Web server

192.168.1.3/24

- Bai tap tinh hudng: Cho so do mang nhu hinh v& 2, c4u hinh Netflow version 9 dé
giam sat luu luong trén Router va cau hinh bo tap hop Netflow ¢ dia chi 192.169.1.2/24

s6 hiéu cong UDP 9996.
- Tap lénh [7]

STT Cu phap 1énh

Y nghia

1. Router(config)# ip flow
{ingress/egress}

Bat tinh nang Netflow trén mot giao dién.
ingress —Bit luu luong di vao tai mot giao dién
egress —Biat luu lugng dugc truyén di tr mot
giao dién.

2. Router(config)# ip flow-
export destination{ip-

address | hostname} {udp-port }

Chi dinh dja’chi 1P }}oéc tén cua bd tdp hop
Netflow va so hiég cong UDP ma bd tap hop
Netflow dang cho lang nghe.

version 9

3. Router(config)# ip flow-export

Cau hinh dinh dang go6i tin xuat Netflow phién
ban 9

4. Router# show ip cache flow

Kiém tra sy hoat dong cua Netflow va hién thi
tom tat thong tin thong ké Netflow.

- Céc buéc cAu hinh:

1. St dung GNS3 dé mé phong hé théng mang nhu yéu cau; ciu hinh dja chi cho

thiét bi;

2. Chu hinh bat tinh ning Netflow trén giao dién ctia Router

3. Trién khai mot web server va cac may con dé tao luu luong trén mang (hodc sur
dung d6i twong Ostinato trén GNS3 d& tao luu lugng cho hé thong mang)

4. Chu hinh chi dinh dia chi IP cua bd tap hop Netflow 1a 192.168.1.2/24 s6 hiéu UPD

Port 9996.

5. Kiém tra su hoat dong cua Netflow va doc thong tin Netflow cache trén Router

6. Luu cu hinh trén thiét b router.
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- Bién thé ctia bai tip: Thay d6i mo hinh mang d¢ sinh vién quyét dinh vi tri cdu hinh
Netﬂgw, giao dién cai dat Netflow phu hop; Yéu céq tao luu luong cu thé trén Ostinato
va kiém tra thong tin do6 trén Netflow Cache bang ché do CLI.

2.3.3. Bai tip 2

- Thoi lweng: 2 tiét (1 tiét: lap dat thiét bi, cAu hinh dia chi, dinh tuyén thiét bi; 1 tiét
cau hinh Netflow va kiém tra thong tin cau hinh)

- Muc dich: Céu hinh main cache; %
aggregation cache va kiém tra thong tin Site A

tin cau hinh cache theo yéu cau.

- Bai tap tinh hudng: So d6 mang nhu
hinh v& 3 cdu hinh Netflow va cau hinh
main cache va cache aggregation trén
router (luwoc do va tham sé theo yéu cau

=P

¢
uter-

Hinhd: so d6 hethgng mang bdi 2

7 Ao
L, 0 v e ————— .
N Rl ter-PT
outer-
RD;{”;T Site C Server-PT
ite Netflow Collector

cu thé Cua gido vién) va céu hinh trién
khai thiét bi collector Netflow tai site C.

- Tap lénh [7]

STT

Cu phap 1énh

Y nghia

1.

Router(config)# ip flow-
aggregation cache {as | as-
tos | destination-

prefix | destination-prefix-
tos | prefix | prefix-

port | prefix-tos | protocol-
port | protocol-port-

tos | source-prefix | source-
prefix-tos}

Bat ché d6 cau hinh aggregation cache va cau hinh
luge dd cache tuong tmg.

Ttr khoa as cdu hinh cache luge do cache AS

Tt khoa as-tos cdu hinh cache luge d6 AS ToS
cache.

Tur khoa destination-prefix cdu hinh cache lugc dd
destination prefix.

Tir khoa destination-prefix-tos ciu hinh cache lugc
do destination prefix ToS.

Tir khoa prefix cau hinh cache luge db prefix.

Tir khoa prefix-port cdu hinh cache luge dd prefix
port.

T prefix-tos cau hinh cache lugce dd prefix ToS.

Tu khoa protocol-port cdu hinh cache luoc dd
protocol port

T khoa protocol-port-tos cau hinh cache lugc do
protocol port ToS

Tir khoa source-prefix cdu hinh cache lwoc dd
source prefix.

Tur khoa source-prefix-tos cau hinh cache lugc do
source prefix ToS.

2. Router(config-flow- Dbi s6 number 1a s6 muc dugc cho phep trong cache
cache)# cache entries aggregation. Gia tri nay nam trong khoang tur 1024
{number} dén 2000000. Gia tri mac dinh 1a 4096.

3. Router(config-flow- Déi s6 minutes chi dinh sd phut ma mot myc dir licu
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cache)# cache timeout hoat dong dugc cho phép ton tai toi da trong cache.
active {minutes} Gi tri ndy nam trong khoang tir 1 dén 60 va mic
dinh 1a 30 phut.

4, Router(config-flow- Doi s6 seconds chi dinh thoi gian tinh bang gidy ma
cache)# cache timeout mdt muc dit liéu trong cache khong hoat dong dugc
inactive {seconds} ton tai trong cache. Gia tri ndy nam trong khoang tir

10 dén 600 gidy. Gia tri mic dinh 1a 15 giay.

5. Router#show ip cache flow | Kiém tra thong tin aggregation cache vai 1 lugce do

aggregation {parameter} cu thé duoc chon; v6i parameter nhén cac gi tri va
y nghia gid tri nhu ¢ 1€nh 1.

6. Router(config)# ip flow- Chi dinh s6 muc toi da ludng dugc luu trong main

cache entries numbers cache. Gia tri ndy nam trong khoang 1024 dén
524288.

7. Router(config)# ip flow- Dbi s6 minutes chi dinh sd phit ma mét myc dir liéu
cache timeout active hoat dong duge cho phép ton tai toi da trong cache.
{minutes} Gia trj nay ndm trong khoang tir 1 dén 60 va mic

dinh 1a 30 phut.

8. Router(config)# ip flow- Dbi s6 seconds chi dinh thoi gian tinh bang gidy ma
cache timeout inactive mot myc dir liéu trong cache khong hoat dong dugce
{seconds} ton tai trong cache. Gia tri ndy nam trong khoang tir

10 dén 600 gidy. Gia tri mic dinh 1a 15 giay.

- Céc buéc cau hinh:

1. St dung GNS3 dé mé phong hé thdng mang nhu yéu cau; ciu hinh dia chi cho thiét
bi; Khoi tao luu lugng trén mang voi Ostinato;Céu hinh dinh tuyén gilra cac router
bang giao thirc dinh tuyén OSPF
Céu hinh chi dinh dia chi IP cta bd tap trung Netflow 1a 192.168.1.2/24

3. Céu hinh main cache bao gém (thoi gian t6i da ludng ton tai va thoi gian ludng
khong hoat dong) va kiém tra thong tin main cache trén router Site C va kiém tra
thong tin main cache

4. Chu hinh Cache Aggregation theo mot lugc dova cdu hinh quan 1y cache
aggregation

5. Kiém tra su hoat dong cuia Netflow va doc thong tin Netflow cache trén Router

- Bién thé ciia bai tap: Dat ra yéu cu cy thé dbi voi main cache va aggreagation cache

d€ ngudi hoc xdc dinh thong so cau hinh theo yéu cau cu thé; ghi nhan va doi chimg cac

thong tin da cau hinh qua kiém tra cache ¢ ché do CLI trén Router.

2.3.4. Bai tap 3

- Thoi lwgng: 3 tiét (1 tiét: lap dat thiét bi, ciu hinh dia chi, dinh tuyén/NAT trén thiét

bi router; 2 tiét: cau hinh Netflow, kiém tra thong tin cau hinh; cai dat, cau hinh va kiém

tra thong tin trén phan mem Netflow Analyzer)
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- Muc dich: Ciu hinh Netflow trén
thiét bi, cai dat va cdu hinh gidm sir
dung bang thong cua cac thiét bi va
Gtng dung mang Vvéi phan mém
Netflow Analyzer.

- Bai tap tinh huéng: Mot cong ty
c6 hé thong mang nhu hinh 4; trong
d6 Router 1 ndi voi mang noi bo co
day dia chi 12.0.0.0/8 va mang DMZ
gom c6 server chay cac dich vu va
Netflow Collector (dia chi 10.0.0.5/8
va sd hiéu cong 9996); Router 2 dai

10.0.0.7/8 il/

-}

Fa 7
ﬁ_nhkq |:2‘0 hé théng mang bai 3

=,

PC-PT s\mtch’?
PCt Switch1 \ Net 192.168.1.0/24
Net: 12.0.0.0/8 ~rs
% -
outer-PT Router-PT

/ Router1 Router2
\;..I 10.0.0.5/8

Server-PT Server-PT
Web server Netflow Collector
Net: 10.0.0.0/8

Q

dién cho router bién két ndi dén mang ngoai hodc Internet (Trong bai tap nay, két ndi
mang 4o trong GNS3 ra Internet qua card mang that may tinh); CAu hinh trién khai giam
sat hé théng mang voi Netflow; Cau hinh tao cac bao cdo va tao cac canh bao trén phan
mém Netflow Analyzer dé quan 1y giam sat biang thong cua hé théng mang nay.

- Céc buéc cAu hinh:

1. St dyng GNS3 dé mo phong h¢ théng mang nhu yéu cau; Cai dat mot may 4o chay
hé diéu hanh Window 7 va noi vao GNS3;

2. Céu hinh dia chi cho thiét bi .Cau hinh NAT va default route trén routerl d¢ mang
bén trong GNS3 lgét noi Internet; Cau hinh kich hoat Netflow trén routerl; cau hinh
quan ly cache; Cau hinh chi dinh dia chi IP cua bg tap trung Netflow 1a 10.0.0.5/8

va sb hiéu port 9996.

3. Kiém tra két ndi cia cac thiét bi va tir thiét bi dén Internet; su hoat dong cua

Netflow;

4. Cai dit Netflow Analyzer trén Server va thiét 1ap cac cau hinh [6]:

- Céu hinh Flow export: Kiém tra lai théng s cong bang véi gia tri di céu hinh &

Router (9996).

- Céu hinh quan tri dit liéu qua Settings/Storage Settings

+ Raw Data: Bat On

+ Aggregated Data: cdu hinh gié tri thong ké 10 ban ghi dit liéu dau tién va thoi

gian luu trit dit li¢u 1a 2 thang.

+ One minute storage: cAu hinh thoi gian luu tritr dit li€u 1 thang dé phuc vu

thong ké theo thoi gian thyc.

- Céu hinh Report: tao 2 Schedule Report va Forensic Report theo yéu cau

+ Schedule Report: Name (schR_Interface); Description (théng ké theo giao
dién); Device Type (interface); Report Type (Traffic report); Report Format
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(PDF); Report Date va Report Time: Thoi diém hién tai; Report Period
(Today); Mail Notification (Enable) va chi dinh dia chi mail nhan Report voi
Subject mac dinh.

+ Forensic Report: Tao théng ké chi tiét theo cac tidu chi theo yéu cau Device
Type (Interface); Device (10.0.0.1); Interface ( inflndex2); Criteria (dia chi
nguon 12.0.0.9); From va To: chi dinh khoang thoi gian can thong ké;

- Trén DashBoard xem théng ké luu lugng Traffic Summary; Top N Application;
Top N Protocol; cua cac thiét bi va mic st dung bang thong cia cac Layer 4
Protocol; cta Interface ctia cac thiét bi twong ung.

2.3.5. Bai tip 4
- Thoi lwong: 5 tiét (2 tiét: Lap dat thiét bi mo phong trén GNS3; ciu hinh cho thiét bi

(Pia chi, dinh tuyén, Nat...); 3 tiét cdu hinh Netflow va kiém tra thong tin cdu hinh; cai
dat, cau hinh va kiém tra thong tin trén phan mém Netflow Analyzer).

- Muc dich: Phén tich yéu cau dé lya chon phuong an trién khai 1 hé thong Netflow
hoan chinh va thyc hién gidm sat hé thng mang da cho. Nhom bai tap tong hop nay
dugc xay dyng dé ngudi hoc thuc hanh 1am viéc nhom trén 2 cong viéc chinh doc 1ap:
Céu hinh Netflow trén thiét bi; Cu hinh giam sat trén Netflow Analyzer theo kich ban
nhu sau:

+ Nhém 1: Cau hinh Netflow gidm sat hé thong mang ao trén 1 mdy tinh chay GNS3

+ Nhém 2: ciu hinh Netflow Analyzer trén 1 PC that va két ndi véi nhom 1 theo md
hinh:

PC Nhém 1 ) PC Nho’mVZ
(Netflow Analyzer) HUB (hé thong mang két noi trén GNS3)

- Bai tap tinh huéng: H¢ théng mang P—
gom 3 chi nhanh A, B, C theo so do & ng
3 A= . At A 1
hinh 5; Router 1 noi vai mang ndi bo 1 o R
c6 day dia chi 12.0.0.0/8 va mang
A 7 I3 . 12.0.0.0/8 auteru
DMZ gom c6 server chay cac dich vu - 140000/30
va Netflow Collector (dia chi
10:0.0.:5/8 va so hlf;U cong 9;9.96),;. Ca}c - 15000030 R_mw o
chi nhanh B, C lan luot nol voi cac senerst Gk’ '“g,;:T Stew wich2 o
mang noi bo NetB va NetC c¢o6 dia chi , .
¢ hinh da cho. Cau hinh Netflow dé L pressn || s
giam sat st dung bang thong cta cac "
thiét bi va ung dung cho hé thong noi El ,
t n * * * M trutng Ao
rén.

Hinh 5. So d6 mang bai tdp 4
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1. St dung GNS3 d mo phong hé théng mang nhu yéu ciu;
- Toan bo nhém Moi trudong 4o dugc cai dat trén GNS3 chay trén PC nhém 1;

- Hé thdng mang that trong d6 c6 PC dong vai tro 1a Netflow Collector va cai dat
Netflow Analyzer dugc ndi vao thiét bi Hub that va ndi vao card mang that cia
PC cai dat mot may do chay hé dieéu hanh Window 7 va n6i vao GNS3;

2. Chu hinh dija chi cho céc thiét bi theo yéu cau;
CAu hinh dinh tuyén gitta cac router v6i OSPE;

Céu hinh kich hoat Netflow trén routerl; Kiém tra thong tin cdu hinh cache trén
router;

5. Cau hinh giam sat hé thong trén Netflow Analyzer va quan 1y thong tin gidm sat sir
dung bang thong cua céc thiét bi va ung dung.

- Bién thé ciia bai tap: Thay doi mo hinh mang va vi tri trién khai Netflow collector dé
ngudi hoc thuc hanh xéac dinh vi tri trién khai Netflow va cu hinh trén giao dién Router
Vv6i 1énh twong tng; Pat ra yéu cau giam sat s dung bing thong cua thiét bi hay ung
dung cu thé va tao cac report va canh bao cho cac dbi teong doé trén phan mém Netflow
Analyzer.

3. KET LUAN

Giam sat luong dir liéu dang dan tro thanh giap phap mang tinh phd bién dé giam sat
luu lwong mang toc d6 cao. Netflow duge phat trién bai Cisco 1a mot trong nhiing giai
phap giam sat ludng bén canh mot sb giai phap ludng nhu sFlow, jFlow.. Pong thoi
Netflow ciing khic phuc duge nhugc diém ma giao thuc SNMP truyén thong khong lam
dugc vé giam sat chi tiét luu luong dit liéu trong ludng. Trong diéu Kién céac thiét bi
mang chuyén dung phuc vu cho hoc phan mang con han ché, ciing nhu trién khai va van
hanh mang Ién 14 khong kha thi thi hé théng bai tap thuc hanh trén GNS3 nham huéng
dan ngudi hoc timg budc trién khai hoan chinh hé théng Netflow 14 cong cu higu qua dé
ngudi hoc kiém nghiém phan thuyét va rén luyén ky ning thyc hanh qua d6 nang cao
chat luong day va hoc.
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Abstract: Netflow is a Cisco proprietary protocol that allows detailed monitoring of network
traffic flows, thus overcoming the disadvantage of traditional SNMP protocol in monitoring
bandwidth usage of devices and applications. Due to the shortage of real devices used for
network administrating and monitoring, the system of exercises that enables learners to take
steps to fully implement the network monitoring system with Netflow based on simulation
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University of Education.
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