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Tom tat:

Bai bdo dé xut phuong phép thiét ké va cai dat IoT Gateway dé€ (tng dung cho hé thdng gidm sat
va diéu khién tu dién ha thé qua mang Internet. Giai phap gateway st dung hé diéu hanh md va
phan cling mé& Single Board Computer (SBC) hd trg nhiéu giao ti€p mang khéac nhau, cho phép giao
ti€p dugc cac thiét bi khac nhau trong td dién ha thé va Internet. Giai phap gateway nay do dé co
chi phi thap, c6 kha ndng dé dang ma rong phan mém dua trén hé diéu hanh ma ngudn md Linux,
dong thdi cho phép dé dang cai dit nhiéu kién tric giao thirc cho cac cdng nghé két ndi khac nhau.
Két qua cai dat va thir nghiém gateway cho hai giao thi'c MODBUS va MQTT cho két qua dap Ung
yéu cau thuc té dat ra.

T khoa:
Internet van vét (IoT), gateway, SCADA, Modbus RTU, MQTT, tu dién ha thé.

Abstract:

This paper proposed a method to design and implement an IoT Gateway to apply for monitoring and
controlling low-voltage distribution cabinet via the Internet. This gateway uss an open source
operating system and Single Board Computer (SBC) that supports various network interfaces,
allowing communication of various devices in low-voltage distribution cabinet and the Internet. This
gateway solution is therefore low-cost, likely easy to extendsoftware based on the open source Linux
operating system, and easy to implement network protocol architectures. Results of implementing
and testing gateway for MODBUS and MQTT protocols give outcomes that meet practical
requirements.

Keywords:
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1. GIOI THIEU CHUNG cac trang thai cac thiét bi va didu khién tu
Hang nam, ludi dién phan phdi dugec dau  dong tai cac diém nut dong/cit quan trong
tu phat trién khéng ngimg dé dap ang nhu  trén ludi, tir d6 tang hiéu qua van hanh,
ciu cung cép dién cho khach hang. He  giam tén that ludi dién, giam sy cd, ting
théng quan ly ta dién ha thé co chie nang  tinh an toan trong van hanh, tao tién dé dé
thu thap dir lidu trén ludi dién, giam sat  phat trién ludi dién thong minh [1].
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Céc tu dién ha thé duoc Idp dat ¢ nhiéu
noi trong quan/huyén, véi so lugng tir
50-100 tu trong mot khu vuc cé ban kinh
tam 3-11 km. Nhan vién van hanh phai di
tan hién truong de thao tac dong/cat dién.
Trong moi ta dién cO cac thanh phan
(hinh 1):

e CAac bo do dién (Power Meter-PM) dé
do cac thong so U, |, cosd;

e Cac cam bién nhiét do, d6 am, trang
thai dong mo cua.

e Miay dong cat dé thyc hién dong cat
dién.

Hinh 1. TG dién ha thé c6 PM va may cét

Nhiing khé khan khi quan ly hé thong ta
dién:

e S6 luong ta dién/tram ha thé 16n, phan
bd rai rac, nhung dang van hanh thi cong:
can nhan vién truc tiép di dén ting tram,
ghi s6 sach.

e Céc sy cb dién (mit dién, quéa dong,
qué ap...), mat cip, chay nd,... ngudi van
hanh khong giam sat dugc thuong xuyén.

Yéu cau bai toan dat ra la can thiét ké mot
thiét bi gateway dé thu thap cac thdng sé
cam bién va hoat dong cua tu dién va
chuyén tiép qua Internet téi trung tam van
hanh nhiam muc dich dé phan tich, canh

bao va diéu khién may cit tir xa. Bén canh
d6 gateway phai ¢ chi phi thip va kha
ning d& dang ma rong kién trdc giao thic
cho céc két ndi mang khac nhau trong
tuong lai.

Dé giai quyét van dé nay, gateway phai co
kha ning giao tiép voi PM dé doc cac
thong sé dong dién, giao tiép vai cac cam
bién: nhiét do, d6 4m, déng/mé cira, giao
tiép v6i may cat (breaker) dé doc trang
thai va diéu khién. Trang thai caa may cit
(ON/OFF) dugc thé hién & tiép diém, can
két ndi gateway Vvéi tiép diém dé lay duoc
trang thai, tir d6 biét duoc tu dang c6 dién
hay mat dién (hinh 2). Gateway sau khi
doc duoc cac théng s6 nay s& gui 18n may
cha bang giao thac MQTT dé xur 1y, luu
trir. Dua trén trang thai may cit, gateway
c6 thé nhan lénh diéu khién tir trung tam
dé dong/cat dién.

GW
] Sensors
u | Cos@ Nhiét Do Clra Trar!g
a &m mo& thai

Hinh 2. Giao tiép cta gateway
v&i cac thanh phan cha ta dién ha thé

Chi tiét cac théng sb can thu thap duoc
phan loai trong cac bang 1, 2 va 3.

Bang 1. Cac thong sé trén PM

10

Thong Tén Muc dich | Tan suét
i) thu thap lay mau
U |DPiénap | Biétdienap | 15s/lan
tirc thoi
I Cuong d6 | Biét cuong | 15 s/lan
dong dién | do dong tlrc
thoi
Cos@ | Poléch | Biétdoléch | 15 s/lan
pha pha
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Bang 2. Cac thong sé trén cam bién

Théng s6 Muc dich T'ﬁn suat
thu thap lay mau
Do am Biét 46 am cia ti | 5 phut/lan
Nhiét do Biét nhiét d¢ tai tii | 5 phut /lan
Trangthdi | Anninh (xemc6 | Mdi lan
dong/mé bi trom cap thay doi
ctra ta dién | khong) trang thai

Bang 3. Cac thong s6 trén may cat

Théng s6 Muc dich T:?ln Sll‘:it
thu thap lay mau
Trang thai Biét dang ¢ MSi lan thay
may cat dién hay mat doi trang
(ON/OFF) dién thai

2. MOT SO CAC GIAI PHAP THIET KE
loT GATEWAY

Nhiéu nghién ctu vé giai phap loT
SCADA di duoc cong dong cac nha khoa
hoc va cac cong ty cdng nghé quan tam
gan day. Trong bai bao [2], cc tac gia da
dé xuét xay dung hé thdng SCADA ¢4 chi
phi thap, sir dung thiét bi ESP32 OLED
dé thu thap thong sé hién truong va gui
qua Internet st dung giao thac MQTT.
Tuy nhién thiét bi trén han ché vé ning
lyc phan cing va kha niang mo rong do
khong c6 hé diéu hanh.

Téc gia Shopov [3] da d& xuat kién tric
loT gateway dwa trén hé diéu hanh ma
nguén mé Ubuntu dé thuc hién mot tap
hop céc cong viéc bao gom giao tiép véi
cac thiét bi dién tai hién truong, truyen
théng véi dam may. Han ché cua dé xuat
nay 1a khong dé cap dén gia thiét vé kién
tric phan cing, do vay kha ning mé rong
trong thiét ké phan mém chua that sy rd
rang.

CAc tac gia trong [4] dd dé& xuat mot giai
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phap thiét ké va cai dat loT gateway cho
giam sat va didu khién bé boi. Giai phép
nay st dung may tinh nhing Raspberry
chay hé diéu hanh mo Raspberian dong
vai tro gateway, trong khi Arduino Uno
nhu 13 moét phan cang ma rong dé két néi
cac cam bién. Giai phap nay do d6 lam
tang d6 phac tap cua hé théng va do tré
Xt ly.

Dragan Mlakié¢ va cac tac gia [5] da dé
Xuat giai phap phan ciing va phan mém
cho loT gateway nham thu thap céc thong
s cua tu dién ha thé, véi vu diém 14 chi
phi thap, tuy nhién phan ctang sir dung la
mach Arduino UNO R3 c6 rat nhiéu han
ché trong viéc hd tro 1ap trinh va kha nang
Xt ly.

Mohammad Hossein Yaghmaee va céac
tac gia [7] dwa ra dé xuit giai phap quan Ii
nang lugng hiéu qua dya trén dién todn
swong mu véi home gateway str dung giao
thirc HTTP va CoAP trén nén tang phan
cung Raspberry. Tuy nhién, céc két qua
phan tich trong [8] cho thiy duoc vu diém
cua giao thaec MQTT so véi céc giao thac
khac nhu HTTP, CoAP.

Céac két qua nghién cau trong [8-10] sir
dung giao thuc IEC 104 cho viéc thu thap
dir liéu tir cac ta dién ha thé, tuy nhién
Kién trdc truyén thong nay doi hoi chi phi
trién khai hé thong twong ddi cao.

Pé thiét ké 10T gateway cho bai toan tu
dién ha thé, ngoai viéc phai c6 kha ning
giao tiép duoc cac thiét bi khac nhau
trong tu dién ha thé va internet, gateway
phai ¢ chi phi thap va tinh d& dang mo
rong. Dua trén sy phan tich wu nhugc
diém céc giai phép thiét ké gateway & trén
cho thay giai phép phu hop la st dung
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phan cing mé Single Board Computer
(SBC) hd trg nhiéu giao tiép mang khac
nhau, chay hé diéu hanh ma nguon mé
dé dé& dang tly bién. Giai phép nay cho
phép d& dang cai dit nhiéu kién trdc giao
thicc khac nhau trong d6 c6 giao thac
MODBUS va MQTT.

3. THIET KE GATEWAY

Phan nay dé cap dén giai phap thiét ké
loT gateway cho hé thong quan Ii tu dién
ha thé. Chlng t6i da sir dung giai phap
phan ciing mé Raspberry, trén d6 chay hé
diéu hanh Raspbian ma ngudn mé nhan
Linux. Gateway hd trg nhiéu giao tiép
mang khdng day va cac két ndi co day.
Dic biét gateway c6 cac chan giao tiép
GPIO analog va digital c6 thé Iap trinh
dugc. Do gateway chay hé diéu hanh
nhan Linux, nén hd tro cac ngodn ngir 1ap
trinh khac nhau nhu C++, Python. Bén
canh dé, gateway cho phép dé dang cai
dat cac giao thirc khac nhau trong d6 c6
giao thuc MODBUS va MQTT.

3.1. Thiét ké giao tiép v&i PM théng
gua giao thirc MODBUS RTU

Céc PM thuong duoc nha san xuat hd tro
giao tiép vat ly RS485 sir dung giao thic
MODBUS RTU [11], dong vai tro Ia
slave, luu cac gia tri U, I, cos@ tai cac
thanh ghi. Do d6 gateway can hd trg giao
tiép RS485, lap trinh cai dat chuc ning
MODBUS master (hinh 3).

Modbus MQTT

PR LR y PC

<9 -8

Modbus RTUl Pub/Sub Broker
Master

(Modbus RTU Pub/sub

Slave)

Hinh 3. Kién tric hé théng véi loT gateway

Slave |Function
Address | Code

1byte | 1byte

Data

0 up to 252 byte(s) 2 bytes

CRC Low l(‘RC Hi

Hinh 4. Cau tric ban tin Modbus RTU

Gateway duoc lap trinh dé guri ban tin
MODBUS request t6i slave yéu cau doc
gia tri thanh ghi va nhan vé ban tin reply
chtra cac gia tri can thu thap. Céu tric mot
ban tin modbus nhu hinh 4, trong d6:

e Slave address: 1a sé ID cua thiét bj
slave, c6 gia tri tr 1-255, do nguoi St
dung cau hinh trén PM. Trong mét tu dién
c6 thé dau néi tiép cac PM theo topo dang
bus, mdi PM can ¢6 s ID khéc nhau.

e Function code: chira Iénh yéu cau ma
master gui cho slave. Thong thuong ma
ham master yéu cau doc dir liéu trén thanh
ghi cua slave 1a 03.

e Data: 12 dit liéu trao d6i gitta master va
slave. Trong ban tin request, phan data
phai co dia chi thanh ghi trén slave, va sé
lugng thanh ghi can doc. Trong ban tin
reply, data s& chtra gié tri thong sé dién
tra vé&. Luu y kiéu dir lidu tra vé trong tai
liéu m6 ta PM cuia hdng san xuat.

e CRC: ma kiém tra 15i.

Sau khi master guri ban tin request toi PM,
nd s& khoi dong ddng hd cho slave phan
hoi (response time-out). Thoi gian nay
duogc cai dat khi lap trinh, phu thudc vao
Néu qua thoi gian time-out ma slave chua
tra 1oi thi master s& thong béo 15i va tién
hanh giri lai request. Néu slave phan hoi
vé, master s& kiém tra goi tin nhan duoc,
néu co 15i thi s& théng bao. Thoi gian
time-out nay c6 thé tham khao theo
khuyén nghi trong tai liéu cua thiét bi PM.

Céc budc can thuc hién trén gateway dé
doc thong s trén PM:

12
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e Buwéc 1. Cai dit cac thong sé két ndi
cong serial RS485 trén PM bao gom: data
bits, baud rate, parity, stop bit va dia chi
slave. Cac thong sb nay ldy trong tai liéu
ctia hang san xuat thiét bi.

e Buwdc 2. Cai dat vai tro modbus master
bao gom céc thong sb: dia chi cua slave,
function code, thoi gian time-out, kiéu di
liéu, dia chi thanh ghi, sé lugng thanh ghi.
e Buwdéc 3: Cai dat tan suat lay mau la
15 s/lan.

3.2. Thiét ké giao tiép v&i cac Sensor
va may cat qua cac céng /O

Cac thong s d6 am, nhiét do trong tu
dugc do bang cac cam bién analog, dau
ndi voi gateway théng qua cac chan 1/0
analog. Trang thai may cat va dong mo
ctra s& duoc lay théng qua cac cam bién
digital va dau ndi véi gateway thdng qua
cac chan 1/0 digital.

4. THIET KE GIAO TIEP TRUYEN
THONG SU DUNG GIAO THU'C MQTT

Phan nay trinh bay vé phuong phap thiét
ké va cai dat giao thac MQTT trén
gateway. Bén canh d6 cac tham sd vé chat
luong dich vu (QoS) khac nhau duoc gidi
thiéu va cai dat cho giao thac MQTT
nhim dap ung cac yéu cau vé thoi gian
thuc.

4.1. Giao thiec MQTT

Phia trung tdm véan hanh dugc trang bi
may chi dé nhan cac yéu cau két ndi tur
gateway, xir 1y va luu trit cac thong sé
dién. Tai gateway, dé gui cac thdng sb toi
may chu, can lya chon giao thuc truyén
thong c6 dic diém nhanh, hudng su kién
va tin cay. Trong bai bao sé lua chon giao
thaec MQTT (Message Queuing Telemetry
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Transport) - giao thic gui dang Publish-
Subscribe. Giao thuc MQTT sir dung giao
thac TCP/IP dé truyén dir lieu. MQTT
dugc str dung phd bién cho céc thiét bi
0T (Internet of Things). Ly do luya chon
MQTT la vi:

e MQTT ban dau dugc thiét ké cho hé
thdng thu thap di liéu va didu khién tir xa
(SCADA). MQTT di tré nén phé bién
gan day do sy phéat trién cua loT.

e La giao thirc hudng sy kién theo mé
hinh publish/subscribe (xuat ban - theo
ddi), pht hop cho viéc truyén théng theo
dinh ky.

e Thu tuc truyén tin nhanh, do tin cay
cao thong qua co ché MQTT QoS.

Kién trdc mac cao cia MQTT gom hai
phan chinh 1a broker va clients. Client c6
thé 1a publisher (gui tin) hodc subscriber
(nhan tin). Broker c6 vai tro nhu mot hub
trung tdm, 1am nhiém vu két néi céc client
bang cach nhan cac ban tin tir publisher,
réi chuyén chung dén subscriber, trong
mot topic nao do. Broker c6 thé mad rong
thém mot vai tinh nang lién quan toi qua
trinh truyén thong nhu: bao mat ban tin,
luu trir ban tin, ghi log [12].

Hinh 5 minh hoa viéc sir dung giao thic
MQTT dé gui théng sé dién ap (V).
Gateway dong vai tro publisher, thiét 1ap
phién két ndi véi broker bang cach gui
ban tin CONNECT va nhan vé phan hoi
CONNACK. Sau d6 publisher guri ban tin
PUBLISH chtwra gia tri dién ap hién thoi
U=220V vao topic GW/PM/U trén may
chu broker. May client cia nguoi van
hanh dong vai tro subscriber, dang ky
nhan dit liéu tir topic GW/PM/U bang ban
tin SUBSCRIBE, s& nhan thong tin vé
dién ap hién tai.

SO 24
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Client
(Subsciber)

Server
(Broker)

Gateway
Publisher

CONNECT
CONNACK

PUBLISH
Topic=GW/PM/U
Payload=220V

) 220V SUBSCRIBE
< TODIC=GW/PM/U

PUBLISH
220V

Hinh 5. Gwri cac théng sé dong dién
béng giao thirc MQTT

4.2. Thiét |ap phién MQTT

Gateway khi bat 1&n s& két ndi voi broker
thdng qua ban tin CONNECT chira mot
so théng tin quan trong nhu sau:

e ClientID: 1a dinh danh cua gateway.
ClientID duogc lya chon dua trén su ket
hop:

— Serial phan ctng;

— Thoi gian san xuét ra;

— Tén GW, dia diém lap dat (thay doi
duoc, do nguoi dung nhap).

e CleanSession: la co b&o hiéu phién
két ndi tir gateway dén broker co luu
thong tin vé gateway hay khéng. Néu
CleanSession=true, broker khong luu
bat ky théng tin gi vé gateway, néu
CleanSession=false, broker s& luu lai mot
sb thong tin vé gateway va do d6 c6 thé
thiét 1ap lai phién mot cach nhanh chéng
néu trude dé co su cb. Trén gateway,
nhém tac gia dé muc nay cho ngudi ding
tuy chon, tuy nhién cai dat mac dinh la
CleanSession=false d¢ broker luu thong
tin vé gateway.

o KeepAlive: la thoi gian (s) dai nhat ma
gateway va broker c6 thé duy tri két ndi
ma khéng can giri goi tin MQTT. Trén
giao di¢n gateway muc nay ciing la mot
tuy chon cua nguoi dung, mac dinh la
120s.

e Username va Password: la théng tin
sir dung dé xéac thuc gateway trén broker.
Tai khoan duoc tao trén broker va cai dat
trén gateway.

Sau khi gateway gui ban tin CONNECT,
phia broker gui lai ban tin CONNACK,
trong ban tin nay cé truong thoéng tin
returnCode. Néu truong ndy cd gia tri
bang 0 thi phién MQTT duoc thiét lap
thanh céng.

4.3. Gtri ban tin PUBLISH

Ban tin PUBLISH ma gateway gui Ién
chira cac truong sau:

o PacketlD: la ID cua goi tin.

o TopicName: la tén cua topic trén
broker. Gateway can bict duoc tén cac
topic trén broker dé gui thong so 1én do.
Bai bao dua ra 04 topic c6 duong dan
theo cau trac nhu hinh 2.

— Client,p/PM/[théng s6 dién];
Client;p/Sensors/[théng sé cam bién];
Client,p/Breaker/[trang thai];
Client,p/Breaker/[lénh diéu khién].

e QOoS: xac dinh mtc do tin cay khi gui
ban tin PUBLISH, mirc QoS &p dung cho
gateway dugc phan tich sau day.

e RetainFlag: co nay dugc dat gia tri
bang true dé subscriber (may ngudi van
hanh) c6 thé nhan thdng tin tir broker
ngay sau khi dang ky.

e Payload: la dit liéu doc dugc tir PM,
Sensors va may cat. Payload duoc lap
trinh m& hoda, su dung khoa chia sé gitra
client va broker (pre-share key).

Gatgway Server Web client
Publisher {Broker) {Subscriber)
PUBLISH
(Qo5=0) PUBLISH
:| Delete
message

Hinh 6. Gtri cac ban tin MQTT véi QoS=0

14
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4.4. VAn dé QoS va lwu trir ban tin

Ban tin PUBLISH c¢6 truong QoS vai 3
muc 1a 0, 1, 2.

e Muc 0 (hinh 6): trong muac nay
publisher chi don gian la gui ban tin cho
broker, va sau d6 xda ban tin. Broker
khong giri bao nhan vé cho publisher, ma
chuyén tiép ban tin cho subscriber. Uu
diém 1a thu tuc truyén tin nhanh, don
gian. Nhuoc diém 1a khong dam bao tinh
tin cay vi ban tin gui di c6 thé bi
mat. Mac d0 MQTT dua trén giao thic
TCP, tuy nhién trong nhiing tinh hudng
gateway mét két néi 3G/4G, dan dén mat
phién TCP (do port ngudn trén gateway
ddi khi thiét 1ap lai phién TCP méi), va
khi d6 cac goi TCP mét sé khong dugc
truyén lai. Qua trinh thir nghiém cho thay
muc QoS nay phul hop dé:

— Truyén cac thdng sb dién, théng s
cam bién tir gateway Ién broker va tu
broker vé subscriber, vi dam bao thoi gian
thuc.

— Truyén lénh diéu khién tir may nguoi
van hanh Ién broker, va tir broker xuong
gateway.

Mitc 1 (hinh 7) 1a mic bao dam rang ban
tin s& dén dich it nhat 1 1an bang co ché
bao nhan. Phia broker khi nhan dugc ban
tin tur publisher, n6 sé luu lai, sau do gui
tra vé ban tin bao nhan PUBACK. Sau khi
nhan dugc PUBACK thi publisher méi
x6a ban tin di gui. Qua trinh trao doi
ban tin gitta broker va subscriber dién
ra tuong tu. CO thé xay ra tinh hudng
PUBACK bi mat, khi d6 publisher s&
gui lai ban tin PUBLISH véi co DUP
(duplicate) dugc bat, dé thdng bao cho
broker biét day 1a ban tin gui lai. Can ctr
vao do phia broker s& xwr ly goi tin c6 co
DUP theo logic nghiép vu cua tng dung.
Uu diém cua mic QoS nay 1a phia broker
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s& nhan duoc ban tin it nhit mot lan,
nhuge diém 1a can xu ly nhitng ban tin
tring lap. Diéu nay c6 thé lam ting cong
viéc phia may cha broker khi sé lwong
gateway l6n (50-100 bo) va tan suat lay
mau day. Do vay Gateway khong sir dung
murc QoS=1 dé giri ban tin PUBLISH.

Gateway Server Web client
Publisher {Broker) {Subscriber)
PUBLISH
QoS=1 Store
message
 PUBACK
= Delet PUBLISH (QoS=1)
message . PUBACK
: Delete
message

Hinh 7. G cac ban tin MQTT véi QoS=1

e Mikc 2 (hinh 8): 1a mic bao dam rang
mdi ban tin s& dén dich va dén dung 1
lan, bang cach ding thém ban tin bao
nhan PUBREC, PUBREL va PUBCOMP.
Chinh nho dac tinh tin cay nay nén phu
hop dé truyén trang thai may cat. Nhuoc
diém cia mac QoS nay la qué trinh tha
tuc truyén tin phuc tap, gateway can phai
cho nhan du 2 ban tin PUBREC va
PUBCOM cho 1 ban tin PUBLISH guri di.
Ban tin PUBLISH trang thai may cat gui
lén can dit co Retain=true dé phia may
van hanh luén nhan duogc trang thai may
cit ngay sau khi subscribe.

PUBLISH
=2
(Qos=2) Store
message
PUBLISH QoS=2
" PUBREC
PUBREC [
PUBREL
PUBREL
- PUBCOM
Delete
PUBCOMP message
Delete
message

Hinh 8. Gwri cac ban tin MQTT vé&i QoS=2
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5. CAI DAT VA THU NGHIEM

Trong bai bdo nay chung to6i da thu
nghiém véi gateway la giai phép phan
cang mo Raspberry Pi 3 Model B chay
trén hé diéu hanh ma ngudn mé Raspbian
nhan Linux, str dung bo vi xi ly ARMv8
toc d6 1.2 Ghz, by nhé RAM 1 GB.
Gateway c6 kich thugc nho, chi phi thap,
c6 céc chan giao tiép 10 analog va digital
c6 thé 1ap trinh dugc (hinh 9). Gateway da
cai dat cac giao thirc khac nhau trong do
c6 giao thec MODBUS va MQTT. Két
qua thi nghiém duoc tién hanh tai ta dién
ha thé cua Cong ty TNHH KHC (dia chi:
Phuong Thanh Xu&n Bac - Quan Thanh
Xuan - Ha Noi).

Hinh 9. Bo mach gateway

Kich ban 1: Thu thgp di liéu tir tu dién
ha thé cia Cong ty TNHH KHC

Trong kich ban tht nghiém nay, tai tu
dién ha thé cua Coéng ty TNHH KHC,
gateway doc cac thong sé dong dién 3 pha
tir PM va céc thong s khéc st dung giao
thirc Modbus da cai dat tai gateway. Sau
d6 gateway dong goi cac thong sb thu
thap duoc va gui I1én may chu broker st
dung giao thac MQTT véi muc wu tién
cao nhat QoS=0.

Théng s6 tai tt T dién cty KHC

Ngby bit dsu gy két thic
8 wenitd 8wk @ cnonddngho

Hinh 10. Két qua thu thap dir liéu
ttr ti dién ha thé cta Céng ty TNHH KH

e Buwéc 1. Trén giao dién web tai thiét bi
smartphone hodc may tinh, Nguoi quan tri
chon Danh sach céc tu dién ha thé cua
bién lyc Quan Thanh xuan (hinh 11). Két
qua cho thay tii dién cia Cong ty TNHH
KHC dang c6 dién (thé hién & cot Trang
thai thuc té).

Hinh 11. Trang thai may cat

e Buwéc 2. Nguoi quan tri bam nat
“Thong s6” cua tu dién Cong ty TNHH
KHC trén giao dién web. Ldc nay, trinh
duyét web dong vai tro subscriber nhan
duogc dit liéu tir broker gui vé va hién thi
chinh xac dtr liéu thu thap duoc tir ta dién
ha thé cua Cong ty KHC trén giao dién
cua nguoi quan tri (hinh 10).

Trong kich ban thir nghiém nay, tai tu
dién ha thé cua cong ty TNHH KHC.

e Buwéc 2. Nguoi quan tri bam nut
“Thong s6” cua ta dién Cong ty TNHH
KHC trén giao dién web. LUc nay, trinh
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duyét web dong vai tro subscriber nhan
duoc dit liéu tir broker gui vé va hién thi
chinh xac dir liéu thu thap dugc tir ta dién
ha thé cua Cong ty KHC trén giao dién
caa nguoi quan tri (hinh 10).

Kich ban 2: Diéu khién dong/ct dién

e Budc 1. Trén giao dién Web tai thiét bi
smartphone hoac may tinh, nhan vién van
hanh chon céc ta dién ha thé tai dia diém
thuc nghiém la Bién luc Quan Thanh
Xuan (hinh 11). Két qua cho thay tu dién
cua Cong ty TNHH KHC dang c6 dién.

e Buwéc 2. Nhan vién van hanh bam nat
diéu khién “Cat” dién trén mot ta dién
Cong ty TNHH KHC. Bé dam bao an
toan, hé théng thong bao can c6 xac nhan
cho phép déng dién tir bén diéu do. Tai
thoi diém ndy, mot ma xac nhan tir hé
théng da dugc gui cho nhan vién diéu do
dé thong béo bén van hanh dang thuc hién
dong dién, can didu do6 xac nhan bang
cach gui lai md nay cho bén van hanh
(hinh 12).

Hinh 12. Nhap ma xac thuc

e Bwoc 3. Sau khi nhap mé cho thuc
hién lénh tir bén didu do thi lénh dong
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duogc thuc hién voi ban tin ¢c6 QoS=0. H¢
théng da cit dién thanh cong, thé hién ¢
Trang théi thuc té da thay doi thanh Pang
khong co6 dién (hinh 13).

@ Danh sich ti dién Bién lyc Thanh Xuan

i
pEan -
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Hinh 13. Két qua thao tac cat dién tai ta dién
cua Cong ty KHC

6. KET LUAN

Bai bao dé xuat phuong phép thiét ké va
cai dat loT gateway cho hé thong giam sét
va diéu khién tu dién ha thé qua mang
internet. Giai phap gateway duoc dé& xuat
st dung phan cing va hé diéu hanh mo
cho phép hd trg nhiéu giao tiép mang
khac nhau dé giao tiép dugc cac thiét bi
khac nhau trong ta dién ha thé va internet.
Giai phap gateway nay do d6 c6 chi phi
thip, c6 kha ning dé& dang mé rong cho
nhiéu kién trdc giao thuc khac nhau. Két
qua cai dat va thir nghiém gateway cho
hai giao thac MODBUS va MQTT cho
két qua dap tng yéu cau thyc té dit ra.
Trong nhitng bai viét tiép theo, nhom tac
gia s& di sdu phan tich van d¢ téi wu héa
xu ly thoi gian thuc tai gateway va van dé
can bang tai cua gateway trong hé théng
giam sat va diéu khién ta dién ha thé.
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Gidi thiéu tac gia:

Tac gia Lé Anh Ngoc t6t nghiép dai hoc nganh toan va tin hoc tai TruGng Dai hoc Vinh
va Trudng Dai hoc Khoa hoc tu nhién, Dai hoc Qudc gia Ha NOi cac nam 1996 va

o~ 1998. Ndm 2001 nhén bdng Thac si nganh cdng nghé théng tin tai Trudng Pai hoc

)

> -

-

Bach khoa Ha N&i va nam 2009 nhan bang Tién si tai Dai hoc Qudc gia Kyungpook —
) Han Qudc, chuyén nganh ky thuat thong tin va truyén théng. Hién nay tac gia dang
cong tac tai Trudng Dai hoc Dién luc.

Hudng nghién clru chinh: hé théng thdi gian thyc, mang truyén thong, Internet of
Things, tinh toan thong minh.

Tac gia Nguyén Khanh Tung tot nghiép dai hoc nganh cdng nghé thdng tin ndm 2003
tai Hoc vién Cong nghé buu chinh vién thdng; ndm 2016 nhan b&ng Thac si Cong
nghé thong tin, chuyén nganh hé théng thong tin tai TruGng Dai hoc Cong nghé - bai

— hoc Qudc gia Ha NGi. Hién nay tac gia dang cong tac tai TruGng Dai hoc Dién Iuc.
s——
Hudng nghién cru chinh: an ninh mang, mang truyén thong, Internet of Things.
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