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XOA WATERMARK BANG PHUONG PHAP BIEN PHAN
TOAN PHAN KET HQP PHAN POAN WAVELET
ThS. Truwong Hoang Vinh'

TOM TAT

Vao nam 1990, Tanaka dd xudt ban bai bdo [8] mé ta ki thudt dé che dau mét
doan van ban vao trong mot birc anh. Cong trinh nay danh ddu sy ra doi ciia mot chuyén
nganh moi cua khoa hoc may tinh — do la watermarking. Ngay nay, chung ta da co mot
dinh nghia chinh xdc vé watermarking, dé la sw che ddu thong tin bén trong dir liéu da
phirong tién (hinh dnh, am thanh, phim dnh, ...) Mt hé thong watermarking trong xir Iy
anh phai dam bao ca 3 yéu 16 sau: do chdc chan, do bao mdt va chat lwong cua anh. Cho
dén nay, thudt todn tot nhdt cho hé thong watermarking hinh dnh la thudt todn Broken
Arrow (BA) [7] voi phu’ongphap chen tai cac bit 0. Bai bdo nay sé mo ta mot ky thuat
tan cong vdo sw chdc chdn ciia thudt todn BA bang viéc két hop phwong phdp bién phén
todn phan va phdn doan wavelet.

ABSTRACT

In 1990, Tanaka has been publishing a first paper [8] to describe a method for
hiding a message in a picture. This work marked the beginning a new branch of computer
science. It s watermarking. Nowadays, we have an exact definition of watermarking is the
art to hide information in a multimedia (image, sound, video...). A system watermarking
must have three main requirements such as: robustness, security and quality. Till now,
the best algorithm to watermark at zero-bit is Broken Arrow (BA) algorithms [7]. In this
paper, we would like to show an attack on robustness of BA system. Our technique is the
combination of the total variation and wavelet decomposition.
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I. Giéi thi¢u

Ngay nay cung v6i sy bung no cla
ky nguyén Internet, van dé bao mat dir lidu
va an toan thong tin trd nén that can thiét.
Dbi vé6i dit liéu da phuong tién (nhu video,
am thanh, hinh anh...) thi watermarking la
mot giai phap phu hop dé bao mat thong
tin. Watermarking dugc dinh nghia 1a su

vao hé thong watermark nhu (a) tAn cong
bang xir Iy anh (robustness attack) lam cho
hé thong khong con phat hién ra ndi dung
d3 chén vao dir liéu anh, (b) tin cong vao
hé thdng an ninh (security attack).

Thuéat toan Broken Arrows (BA) [7]
dugc su dung va gioi thi¢u trong cude thi
BOWS-II [6] vao nam 2008. bay dugc

thay d6i noi dung dit liéu da phuong tién
bang cach chén vao mot thong diép hay
mot luong dir liéu ma mat thuong khong
nhin thiy dugc sy thay d6i nay. TUr nim
2005, cong trinh cua Cayre va cac cOng su
[6] d4 néu ra cac van dé vé an toan bao mat
thong tin trong xu ly anh. Mot trong cac
van dé d6 1a phan loai cac cudc tan cong

danh gi4 1 thuat toan tot nhat hién nay dé
bao mat thong tin trong xur ly dnh. Nam
2009, bai bao ciia Wesfeld [2] 1an dau tién
dua ra ky thuat tin cong BA bang phuong
phap hoi quy tuyén tinh va 1o ri thong tin.
Phén II cua bai béo s& mo td chi tiét thudt
toan Broken Arrows (BA) va phuong phap
do ludng sai s6 khi anh bi x6a watermark.
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Phan III s& gioi thiéu phuwong phap bién
phan toan phan va Gng dung vao dé xoa
watermark. Phan IV s& trinh bay phuong
phap x6a watermark bang su két hop giita
bién phén toan phan va phan doan wavelet.
Phan V sg trinh bay k¥ thuat nang cao chat
lugng anh da bi x6a watermark. Cubi cung
s& trinh bay két luan va trién vong cia
cong trinh trong tuong lai.

I1. Thuat toan Broken Arrows (BA)
va chi sé do lwong PSNR

IL.1. Thudt toan Broken Arrows

Cudc thi BOWS-II [4] duoc to chirc
vao ndm 2008 nham thach thirc cac nha
nghién ctru trong linh vuc xtr 1y tin hiéu.
Ban t6 chtrc dd dua ra 3 buc anh (Hinh 2.1,
2.3 va 2.4) va 4n chira bén trong 3 birc anh
nay la mot cau thong diép “From libit” ma
mat thudng khong nhin thay duoc. Nhiém
vu cua nguoi tham gia cudc thi la phai
x0a di hoac lam cho hé théng khong nhan
dugc thong di€p trén trong tirng birc anh
va phai duy tri chit luong anh tdi thiéu &
mirc PSNR t6i thiéu 1 20 dB. ( Xem phan
I1.2 — chi sb do luong PSNR)

Hinh. 2.1: Nguwoi dan ong

Hinh. 2.2: Con ciru

Hinh. 2.3: Con subi

o

Quéd trinh nhing va phat hién
watermark cua thuat toan BA duoc miéu
ta nhu Hinh 2.4. Qua trinh nay trai qua 4
giai budc : giai doan cua pixels, giai doan
wavelet, giai doan tuong quan va giai doan
“Miller, Cox & Bollom” (MCB) [12]. Ba
ky tu X, Y, Z dugc dung theo thir ty dé biéu
dién ndi dung gdc, ndi dung da watermark,
va ndi dung can nhung vao. Cac thuat nglr
va ky hiéu sau day duoc dung dé biéu dién
trong cac giai doan khac nhau :

- N $6 luong hé sb6 wavelet,

-N;: dbi cuc nhi phén vai kich thude N

- “4nh” trong mién pixels véi kich
thude HxW,

— “tin hiéu” trong mién waveley,

N, .
Rx.s},sx,sw

— “vector” trong mién tuong quan

N, .
Rv.vyvx,vw

— “toa d0” trong mién mit phing
MCB, R?: €, o C,
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Hinh 2.4 : So d6 tém tit thuit toan Broken Arrow.
iy, W, H, ’ S, N, c,2
Bién dé6i > Phép Phép chiéu
wavelet chiéu an 2D
T v, N Phat sinh
l Y watermark
Bién dé6i , e 3 . A J
| wavelet |e— Nhing Bién d6i - Phép chiéu
watermark nguoc nguoc
ngugc c,?2
iY’ Wi, Hi Sy NS Sy Ns Vi Nv v

Anh duoc ding trong BOWS-II 1a
anh tring den c6 kich thuéc HXW. Ta ¢
gia tri tin hi€u watermark 14 su sai biét
gifra gia tri anh géc Vé anh da watermark:
[,=i-i. Sy thay d6i vé chat luong anh gitra
i va l duoc danh gia bang chi s6 PSNR
(Xem 1L 2)

Tir anh gdc i, ta thuc hién bién doi
wavelet & 3 muc de thu duoc 9 subbands
HH1, HL1, LH1, HL2, HH2, LH3, HH3,
LH3 va LL3. Ta chon tit ca cac hé sd
wavelet cua cac subbands chi trir cia LL3.
TacON, = HlWl(l - 11_6) hé sd wavelet, cac
hé s nay dugc luu trir dudi dang vector

dang ¢t s . Tin hi¢u nay luu tra trong R™s,
mién wavelet. Céac hé s6 wavelet con 1a1

cua LL3 s€ duogc luu lai trong by nho va
dung dé thuc hién bude déo nguoc dé thu
vé anh d nhung watermark.

Tin hi€u s_ thu duoc tr qua trinh
chuyén dbi noi dung can nhung, va duoc
thém vao vector s_ dé thu dugc tin hiéu da
watermark: $,= S, + s, . Qua trlnh két thiic
khi ta ghép cap tin hleu s, va hé s6 wavelet
cua subband

IL.2 Do lwong chit lwgng dnh bing
PSNR

Anh gdc sau khi chén thong tin vao
s& bi thay doi vé cht luong anh, ciing nhu
vay, viéc tAn cong dé x6a watermark ciing
s& lam thay doi chat luong cia anh. C6

nhiéu phuong phap va chi sé dé do luong
su thay ddi chat lugng ctia anh nhu PSNR,
SNR,..,.[5] Trong pham vi bai bao nay
chung t6i chon chi s6 PSNR cho phu hop
v6i tiéu chuan ctia BOWS-II [2]

Cho anh I c6 kich thuée MxN. /(i)
va I'(ij) lan luot 1a cac thanh phan cua anh
g0c va anh sau khi nén.Sai so binh phuong
trung binh (MSE)

M_i1N-

> YW - re P

MxN =

MSE =

PSNR = ln!ﬂglﬂﬁ (2

Chi s6 PSNR duoc do ludong bang
don vi dB. Mot anh c6 chét luong tdt khi
gia tri PSNR nam trong khoang tir [30, 40]
dB. Ba birc anh dung trong BOWS-II déu
c6 chat lugng kha tot vi c6 gia tri PSNR
trung binh trén 43dB.

III. X0a watermark bi‘lng phuwong
phap bién phan toan phan

II1.1 Bién phén toan phén

Phuong phép bién phan toan phan
do luong tong dao dong cuia mdt tin higu.
Trong x1r 1y anh, tin hiéu phu thudc vao so6
lugng chi€u dai cua cac dong. Bién phan
toan phan cua ham s6 f dugc dinh nghia
boi cong thic :

vT= o (t)|dr
fre= 1, Vel 3.1)
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Cho anh voi kich thuéc NxN , ta dinh nghia X djent ¥ir 14 mot vector ¥ = ¥ % ¥ duoc xac
la mot khong gian R ™, néu u € X, mot gra-  &inh béi

(Vu),; = ('['f’li]'i;-u.-- (Vu)?, '), voi

]
+

Usp,; — U neéu i< N

(f'li}i:-u.' = f{x} = {

] néuwi=N

{f'll}:;', .= f{X} = {Hf-_."—i — U ﬂ'lélu i= N
: aJ, néu j=N
(3.2)

Véiij=1,..,N
Ham bién phan toan phan cta u xac dinh boi
Jaw= ) |vw,] (3.3)
120, j=N
Ta ¢6 chuan b= f.‘r'f +¥{ chomdicip ¥ = (vy v, ) eR?
Ta gi6i thiéu ham phan ky roi rac  @iv:¥— X | va duoc xac dinh bang:

(div p)(i.) = W (LN - pu(i — 1)
néul<i<N@p, (L)1

néui=1@I-pI (L))l

néui=N+H + @(pi )2y —1)'2

1)z néul<j<N
(3.4)
Véiméip = hpHeY
II.2 Xéa watermark bang thudt toan phan trong xur Iy anh nham dé khur

todn bién phén toan phin nhiéu 1a ROF (Rudin, Osher, and Fatemi)
Thuat toan dé xuét sir dung bién phan ~ [3], voi rang budc lam giam mure toi thicu:

0 minZu (JoI|Vul + AZ o2 - g)2 ' 2)dxD)
(3.5)

Tuong duong voi :

u=argmin Z(|lu — g||"2-N"2 "2 hZ

(3.6)

Véi 6 biéu dién kich thudc gia tri sai  tham sb A ty 1& nghich v6i luong thong tin
s6 € cua dir liéu trong cong thirc (3.6), || xoa di trén anh.
bicu djén chuan E}lclidean trong R%, va Il Dya trén ¥ tuéng cia ROF,
“'," biéu dién chuan trong X. A>0latham  Chambolle [1] d& dé xuat ra md hinh loc
s0 do ngudi dung Iya chon dé diéu khien nhidu cho anh biang cach giai phuong
luong thong tin nhidu can xéa di. Gia tri  trinh (3.7):
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u = g - Adivp n?
(3.7)

1 c 1A N a
Taco dt=-.p" =0 , v&ibatky n = 0.

pi; + -:1'1‘("-?’ (a’it:-;a“ - %})

n+1 _ Lj

TG:._,i'
(ZTGY_.: +dt

Thuét toan tinh gia tri anh bi nhiéu u
bang cach xéac dinh gia tri p”, di€u ki¢n dé
thoat khoi vong 1ap khi gia tri gia tri lon

A N M %) 5 1
nhat cua 21; vapl; ' phai nho hon oo
Ta xem dit liéu da nhing vao anh
bang thuat toan BA nhu la mét gid tri
nhiéu. Ta tién hanh x6a watermark bang

(3.8)

cach chon gi tri A va so sanh két qua véi
hé thong BA cho dén khi nao khong con
phat hién ra dir li¢u da watermark. Ta co
két qua nhu bang 3.1 :
N A% Két hop phéin doan wavelet va
bién phan toan phan
IV.I Tén céng bang phin doan
wavelet.

Bang 3.1 : Két qua x6a watermark bang phwong phap bién phéan toan phan

Anh Gia tri A PSNR

Con sudi 0.11 19.97 dB
Con ctru 4.9 20.76 dB
Nguoi dan 6ng 3.7 20.24 dB
Gia tri trung binh 20.32 dB

Thuat toan BA su dung cac hé sb
wavelet ( phan doan & mic 3 ) dé nhing
dit liéu vao anh. Mot cach hién nhién khi
ta vo hiéu hoa hé sb nay bang cach ap gia
tri 0 cho timg hé s6 thi hé thong s& khong
thé nhan dang duogc dit liéu dd nhung. Tuy
nhién liic nay chi s6 PSNR sé& khong dam

bao yéu cau 1a 16n hon 20dB vi anh di bj
thay d6i ddng ké vé mat chat luong. O day
chung t6i chi tién hanh phan doan wave-
let & mirc 2 va mic 3 nham duy tri chi s6
PSNR ¢ mirc cao. Két qua tin cong bang
phan doan wavelet sau khi da kiém tra véi
hé thong BA cho ta két qua nhu bang 4.1

Biang 4.1 Két qué x6a watermark bang phwong phap phan doan wavelet

Mtc 2 Mtc 3
Con subi 21.42 dB 19.08 dB
Con ctru 22.68 dB 21.31dB
Nguoi dan ong 21.32dB 20.04 dB
Gia tri trung binh 21.80 dB 20.14 dB
Két qua xo6a watermark | Khong thanh cong | Thanh cong
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IV.2 Két hop phin doan wavelet

va bién phan toan phin
Sau khi tién hanh tin cong riéng 1é
thuat toan BA bang phuong phap bién
phan toan phan va phan doan wavelet.
Chung t6i két hop ca hai phuong phap trén
nham dam bao chat luong anh va sy thanh
cong cua cude tin cong. Anh sé& loc nhidu
bang chi s6 L. O day ta chon A tuong ddi
16n nham muc dich chi x6a mot luong nho
thong tin Phuong phap nay cé y nghia la
ta chi loc nhidu mét phan nhé lugng thong
tin ctia anh. Sau d6 s& tién hanh phan doan
wavelet & mutc 2 va dat tit ca cac hé sb
wavelet ndy bang gia trj 0. Két qua thu
duoc sau khi két hop hai phuong phap
bién phan toan phan va phin doan wavelet

nhu bang 4.2 va Hinh 4.1

Bang 4.2: Két qua x6a watermark
bang phwong phap bién phan toan
phan va phan doan wavelet

Anh Giatria |PSNR

Con sudi 17.99 20.77 dB
Con ctru 41.5 21.49 dB
Nguoi dan 6ng 23.58 20.39 dB
Gia tri trung binh 20.88 dB

Hinh 4.1 : Ba birc 4nh cia BOWS-

II sau khi di x6a watermark bang

phwong phap bién phin toan phan
két hop phian doan wavelet.

VI. Két luin — Théo luin

Chung t6i vira trinh bay k¥ thuat tin
cong thuat toan BA bang phuong phap
bién phan toan phan két hop phin doan
wavelet. Thuat toan BA dugc danh gia co
d6 bao mat tot nhat hién nay danh cho ze-
ro-bit. PO bao mat cua thuat toan da duoc
kiém tra qua cudc thi BOWS-IL. Vao cudi
nim 2009, Weslfeld [9] dd cong bd ky
thuat tan cong BA bang phuong phap hoi
quy tuyén tinh Trién vong trong tuong lai
c6 thé nghién ctru thay thé bién doi wave-
let cia BA bang mot s6 mién bién ddi khac
nhu Contourlet va Ridgelet [9, 10, 11]. Va
cling tuong tu nhu vay, ta phai danh gia do
bao mat bang thong qua cac k¥ thudt tan
cong nhu da trinh bay.
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